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Abstract Due to the strong interoperability of the network, the occurrence of security incidents is often triggered by
other security incidents, forming a chain reaction, causing certain harm and economic losses. From the pers pective of sys-
tem theory, this paper studies the different relationships between network security events, analyzes the different modes of
security event evolution, and introduces the concept of point, chain and network to introduce the concept of four-layer
evolution mode. The different evolution modes of security events are analyzed in detail. Finally, the feasibility of the secu-
rity event evolution model is illustrated by actual cases. The conclusions of the study have certain positive significance for
preventing the expansion of the impact of security incidents and the macro-warning of hazards.
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Figure 1 Four-hierarchies evolution model of Secu-
rity incident
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Figure 3 Super-network evolution model of Security events based on impact diffusion
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