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Abstract Moving target defense (MTD) is a proactive defense strategy. Dynamic Platform Technique (DPT) is a specific
implementation of MTD strategy at the platform level.It increases the complexity of exploring and attacking network ser-
vices by constructing a randomly and dynamically changing execution platform in vulnerable network systems, thus the
security of critical network service is improved. State-space models have been applied to the quantitative analysis of MTD
effectiveness, but only for steady-state analysis.For critical network services, quantitative analysis of DPT transient effec-
tiveness is more important. This paper aims to quantitatively analyze DPT effectiveness in resisting attacks by quantita-
tively analyzing the DPT effectiveness in improving network service survivability. The paper constructs a survivability
model based onMarkov chain to capture the dynamic behavior between attackers, network services and defense mecha-
nism during the period from system vulnerabilities being disclosed to vulnerabilities being eliminated. The relevant met-
rics are definedand the formulas for calculating metrics are given. Numerical experiments are finally constructed to assess
the impact of key parameters on DPT effectivenessby using the model and calculation formulas. A reactive defense
mechanism is designed as comparison experiments to show the effectiveness of DPT.

Key words moving target defense; dynamic platform; transient effectiveness; markov chain; survivability; proactive
defense

1 3lE TRk,
el R 2 WL F AL (1)
PRI — ARG T DRI RS 3 DB WA S U ) E AR R OB (2)223
[958 4, Symantec 47 2018 AERATMILIEM RN RAOTESEILIE R, GHUZR KRS, Tt
W R, 2017 AEHAER MRS 8718 67 e (5 MO MO s ()33 0 K 25 L8
A, HIH 2016 EHOERHIK T 13%. BEZMIMSG i f/skill SRR, RBIR A2 % At . Bk
RO KA A, 2018 I TR MBI T AR B A R A . B3

BITEE: bk, i1, #d%, Email: xlchang@bjtu.edu.cn.
AR5 E 5K E R B HE 4 (No.61572066 Fl No.U183610024) % Bl
Wehi F1399: 2018-09-30; &% H #: 2018-12-24; 5€HH H 1: 2019-01-08



60 Journal of Cyber Security 15 FV& 4244, 2019 7 H, 4%, F4 M

FrBifEI(Moving Target Defense, MTD){E A —Ff £ 5
(1) 977 10 S s, A0 e AN W 5 AR Bk T, A e A AR A
PSR JE—ANBEEI B, BRIK T R G Xt (1)
M, MM m Rtk Bk, 725081 MTD 2
e W9 28 e 55 ] AR A PR ) B AR A RE I, A B R I
i FE 407 o

8) &7 & £ K (Dynamic Platform Techniques,
DPT)/& MTD 71 & J2 i i) — R BARSEIL 7 %€, nl LA
A R AT 0T 9 2% 2R 48 OB R 45 () MLt o DPT
AL BB SR 2 SR RGBT 5,
A SR G g R, SCEE & B i ) AR 4,
T 3G I B 2 A, $emr & B AT iR g (]
AAErE. B 1 BRG] T B B B AR RS,
W 2 Z 48 1 OSBRIk 55 IE A1 6 2 RIT S, {E154T
X R 19 2 i 25 [10) B A2 A DR HEE

P2 OB Y 8% ik 95 A0 % B B N I n AR AR
HEZ, XO8/ 2T RS AR IR DPT 1) 2L
AL F IR S5 B AT A A7, TS DPT A 2R )
A A B T DA B Ry R 48 G IR 4 IR AL R K -
AN A 285 IR 45 () Rl A A7 e SOh HEAE 55 U T AH G
(18] 205 e B I SE B YIS 7 W R AR 45 o = (R e D 1) —
PhBEASTEbR . AL EER T3 S H AR
W9 28 22 495 Th OB R 25 v AR AEPE RS S RE . ok, AR
SCABAL, LRI BB S, R S5 R A R T — el
B BN BT AL LAY BRI, R RO B Bl
o BRI, HTIHEFEEARN MTD i
el i, LA it e 4 220

By, 5T E &0 B EoR 2 pi 4t It
M50 MTD HORMRLRE, nT LA AP Tk
SRR 2% [RS8 [1R) JE0 A 437 AR G TR 2 2 T A 28y
BEEA . PRSI R EARA T LERSE B, BIA
R P A2 AR 2B 0], MeAh, B ARA R 2
IR e R Y, D AT SR s B g o T B
(FIPEAL MTD R4 e R A A oG TS T
TN, FEAM KT SRR M S AL AT

=y

Internet
B FEHHRS

1 EFHSTFaRARMERSE
Figure 1 DPT-based networksystem
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