Ha% Hs5M
2019 49 H

"Rz %R
Journal of Cyber Security

Vol. 4 No. 5
September, 2019

i

5] R RAR AP
AR AR Tk

VR Rz A A S R AR B AR Ul R s bt b 100044
2IEHTEB RN S SRS B dbst IE 100044

=

I

WE LRSI BT S, R A, RISV TSERLIE. ARERLA A A TEREOUR, MOV
BFE BRI 2 AT DN TS AR, LA SIA B AR RS I, D51 TROKIS B, A SCE TR
BLS 1o (ORA A 17 7 20 ROl PR 0028, 4208 T 3 F S e KRR 758, SRS T B A e
DR IERRR, 54 T AR pRIK) ) BB 7

KRB HLEL; RRAE RLAR Y
FEESES TP309.2 DOI S 10.19363/1.cnki.cn10-1380/tn.2019.09.01

A Survey of Privacy Preserving in Machine Learning

ZHAO Zhendong'?, CHANG Xiaolin'*, WANG Yixiang'*

! Beijing Key Laboratory of Security and Privacy in Intelligent Transportation, Beijing 100044, China
2 School of Computer and Information Technology, Beijing Jiaotong University, Beijing 100044, China

Abstract Machine learning is widely used in artificial intelligence, such as automatic reasoning, natural language proc-
essing, pattern recognition, computer vision and intelligent robots. It has become an indispensable tool in many fields of
research and applications. However, there exist privacy issues in machine learning have attracted more and more attention.
This paper specifically classifies and introduces the privacy issues in machine learning, proposes a new classification
method of privacy threat according to the attack object, and clearly shows the research ideas of the defense technology.

Finally, the problem that needs to be solved and the direction of development is given.

Key words machine learning; privacy threat; privacy protection

1 38

ek, Hlasss > BIRBOR AN A, E1R
2 USRS ARG RN T R E N T RETT IHD, L
e R AR B BRI BRI S AR
H B HEB SRR 10 TR, Cap s mi v v
FECFIEEBE IO B ARG BRI,
BRENLES NS Br ARG 5 AR HE 2 AL BE 1
PLES 22 B T Rs iz . I mfg. Bagiit
[ I AL 2 S S0t O 2z A ) R it T [
fif e, L e SR AR IS . 5
L HLES 2% 21 IE B NS 3 BT 1 25 A 0,
JEA T AE AT E R A A S RED I R A

IRIMAELS NATTAE WS i R AR A R N, HLEs 2% >
H 5 WA AE— Ry a8, B gl Hrp—

BITEE: bk, i1, #d%, Email: xlchang@bjtu.edu.cn.
AYE1S 2 E K 7 ARRH L4 (No. U1836105) %t .

WeAs H #H: 2019-06-15; 526 H #: 2019-08-13; & Fr H #: 2019-08-20

AL NATHE LA 27 ST M 55 (R G BE EE3K . i TAL
s ST Ryl HI S ] N 2R Bl B E L,
DR S R RS AT £ Y i 4 e Mk 2 ) J A 3K AT 4
M2 E . AERBIM BB 5N, L
15 PR R g, R 55 T 4100 e 5 A5 7R (1 A
RAe BTN, (RN A7 AR Bl L L T Bk
OB R BEAT PR o i SRR i) RN REAS 2147 2
o, S PEANVBGHERN = RN, BFTCEATH
T FE LA 2% > (K AR R P AR BE RS AA X — 8,
ZRETT TR W, WlUS T — RV . AL
s 5 >3 R B AT TR YA TGS G R B RA T ik
1779, Rt . A S L R
Wik B O BT JE XA N A B A DR P AR ——
[l A& . 220> KR RIS LA T T A i A gl
B GIAT L % X 22 A B RL Lk SRR O



2 Journal of Cyber Security 15 F\V% 4244, 2019 9 H, 4%, F 5

P, ASCL TR HLas o > I BRI T EAT T 7
AR, PR T A Tk X B R A B
HI7 3, IHEMBEZR T B BRI TR -

KRSCAREERIUR: 5 2 EHENH TP
SEARRHA ;53 FORHLER: S P AAAE I B AL
B BEAT T VAR AT; B 4 BEES T ARSI
JARTTV, JFEERTSS 3 EESAA ) BIS HY 1 NEXT
BB MW e, 55 5 AT T RETFRE T
FARA ORI BRI AR ARBIE T I5 17 o

2 HXHEIR

P27 2100 I 28 1A R, e oxt— REBA I
R, XSS K R g S B P i A
FCrb A A T EAT IR TN Bt . S R AR,
BLAR 25 S ST LI — AR B, i NS,
1% RSB A5 R o (AE RIS, Hlasss X 50E
(¥5 H AR 27 >) 20 pR B RES AR L 3t 3 TR R AR,
AR AE A BRI R4 W2 )45 21
(¥ B& HON ARG I BE ), FROATZALRE ST Bl s
SRR AR NSRRI AR B, B 1 s T
figp- g i 7L R TR

fitllEvert

(gt ez > i (s )

1 HERF IR E TR
Figure 1 Problem solving prcess of machine learning
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Figure 2 Stages of privacy threats
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Table 1 Privacy threats in machine learning
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Table 3 Privacy preserving methods to privacy threat
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