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Abstract Based on fixed mapping rules and large image database, traditional searching coverless information hiding
technology relies on complex artificial feature extraction and takes a lot of searching to construct available image database.
To solve these problems, this paper proposed an intelligent search method of mapping relation for coverless information
hiding based on deep learning. This framework based on the collected image set and automatically searched for a set of
high-capacity, high-coverage mapping rules based on deep neural networks, thereby solving the problems: large transmis-
sion overhead and a large image database of traditional coverless methods. In addition, experiments show that our method
is more robust than the traditional coverless methods.
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Figure 2 Flowchart of method
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Table1 Code word assignment algorithm

Algorithm 1 : Assign Codes to Images

1: Input: Images pic=sorted[pic,pic,...,piCend]
2: Output: Image-Code Dictionary
3: Begin:

4: Enum = getNum(pic)

5: N=Floor(Log,"™™)

6: For i=1 to 2V do:

7: Image Code{pic;:i}

8: End for

9: For I = 2" to Enum:

10: Id =Randomint(1,2")

11: Image Code{pic;:1d}

12: End for

13: Return Image Code

14: End
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Table 3 Deduplication code word contrast

B HCRE(K) 100 150 200 256
Pixel(8bit) 68 88 96 109
DCT LDA 56 80 96 111

SIFT BOF(8bit) 80 115 137 157
Ours 100 150 200 256
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Table 4 Detection result

7 755 (bpp) R (%)
nsF5 0.1 37.81
UERD 0.1 42.04
JUNIWARD 0.1 46.18
Ours 0.1 49.64
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R 5 TEIREHEE AR IE R LR

Table 5 The decoding accuracy of different depth models is compared (%)
Attack Method vggll resnet alexnet
CenterCropping(0.2) 14.12 0.39 17.25
CenterCropping(0.5) 71.76 61.18 72.94
ColorHist 51.37 76.47 66.27
Compressing(10) 0.00 0.00 0.39
Compressing(30) 0.00 0.00 0.39
Compressing(50) 0.00 0.00 0.39
Compressing(70) 0.00 0.00 0.39
Compressing(90) 0.00 0.00 0.39
EdgeCropping(0.1) 1.96 1.57 0.39
EdgeCropping(0.2) 47.45 3.14 8.24
GammaCorrection(0.8) 0.78 1.18 24.71
GaussFilter(3x3) 0.39 1.96 1.18
GaussFilter(5x5) 1.18 11.37 5.88
GaussFilter(7x7) 6.27 27.06 14.12
GaussNoise(0.001) 0.00 0.00 0.00
GaussNoise(0.005) 0.00 0.00 0.00
GaussNoise(0.1) 0.00 0.00 0.00
MeanFilter(3x3) 0.39 431 3.14
MeanFilter(5x5) 7.84 29.80 16.08
MeanFilter(7x7) 23.92 49.80 38.04
MedianFiltering(3x3) 0.39 0.00 0.39
MedianFiltering(5%5) 0.78 12.94 5.88
MedianFiltering(7x7) 3.53 27.45 11.76
original 0.00 0.00 0.00
Rotation(10) 49.02 2.35 22.35
Rotation(30) 92.55 38.82 90.98
Rotation(50) 98.04 65.88 95.29
Salt&Pepper(0.001) 0.00 0.39 0.00
Salt&Pepper(0.005) 0.00 0.78 0.39
Salt&Pepper(0.1) 7.45 68.63 12.55
Scaling(0.3) 21.96 40.78 35.29
Scaling(0.5) 6.67 18.43 13.73
Scaling(0.75) 1.57 3.14 3.92
Scaling(1.5) 0.39 0.00 0.39
Scaling(3.0) 0.00 0.00 0.00
SPeckleNoise(0.01) 0.00 0.00 0.00
SPeckleNoise(0.05) 0.00 0.39 0.00
SPeckleNoise(0.1) 0.00 1.57 0.00
Translation(16_10) 0.39 0.78 1.57
Translation(32_20) 14.12 1.57 15.29
Translation(8_5) 0.00 0.39 0.78
average 12.79 13.48 14.17

jpeg IAATERERLLS, FEMBGLEIAANSZ jpeg #MH,
P RE AR A5 R (E P A R 3 e e ki i
WEER, =MnER e ALl B iR (22

X PR R SR I TV, AFBGLSHCN AR
CAFAE SRR R AL, 91 01 52 21 (g 9 2
i, Vegll R BT K T b 0 DE e Bk P R,
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Resnet18 {EFRHTH OB 20% I R T 534 BlJe, AT TR A S B e 4 s
PRI o S HCP IR IR AR, Vegll &Mk REBIERSIXT L, SR RIAER 6 . WEh4h
PRI TT i Rk, FATHI I EANN AL G T VLD P BT i 3R
* 6 TEREHMKTIECA
Table 6 Different carrier free methods CA (%)
CA SIFT_ Hash SIFG+BOW-+HASH Pixel DCT+LDA vggll
CenterCropping(0.2) 87.11 99.22 54.30 31.64 14.12
CenterCropping(0.5) 99.61 99.61 92.97 82.03 71.76
ColorHist 99.22 98.83 32.03 27.34 51.37
Compressing(10) 84.77 99.61 0.78 1.17 0.00
Compressing(30) 84.77 99.61 0.78 1.17 0.00
Compressing(50) 84.77 99.61 0.78 1.17 0.00
Compressing(70) 84.77 99.61 0.78 1.17 0.00
Compressing(90) 84.77 99.61 0.78 1.17 0.00
EdgeCropping(0.1) 98.44 98.83 73.05 67.19 1.96
EdgeCropping(0.2) 99.22 99.61 89.45 85.55 47.45
GammaCorrection(0.8) 93.36 99.61 10.94 7.81 0.78
GaussFilter(3x3) 99.61 100.00 0.00 0.00 0.39
GaussFilter(5x5) 99.61 100.00 0.00 0.00 1.18
GaussFilter(7x7) 99.22 100.00 0.00 0.00 6.27
GaussNoise(0.001) 73.83 99.61 0.00 0.78 0.00
GaussNoise(0.005) 73.83 99.61 0.00 0.78 0.00
GaussNoise(0.1) 73.83 99.22 0.00 0.78 0.00
MeanFilter(3x3) 99.61 100.00 0.00 0.00 0.39
MeanFilter(5x5) 99.22 100.00 0.00 0.00 7.84
MeanFilter(7x7) 99.61 100.00 0.00 1.17 23.92
MedianFiltering(3x3) 98.44 99.61 1.56 3.13 0.39
MedianFiltering(5x5) 99.22 98.83 4.69 4.69 0.78
MedianFiltering(7x7) 99.61 99.22 5.08 4.69 3.53
Original 0.00 0.00 0.00 0.00 0.00
Rotation(10) 99.61 99.22 89.06 86.72 49.02
Rotation(30) 100.00 100.00 94.53 96.48 92.55
Rotation(50) 100.00 100.00 97.27 97.27 98.04
Salt&Pepper(0.001) 83.59 100.00 0.39 0.78 0.00
Salt&Pepper(0.005) 95.70 99.61 0.39 1.17 0.00
Salt&Pepper(0.1) 100.00 99.61 430 7.03 7.45
Scaling(0.3) 100.00 99.22 0.78 1.17 21.96
Scaling(0.5) 99.22 98.83 0.39 0.78 6.67
Scaling(0.75) 97.27 99.61 0.00 0.78 1.57
Scaling(1.5) 95.70 98.83 0.00 0.78 0.39
Scaling(3.0) 94.14 98.44 0.39 0.78 0.00
SPeckleNoise(0.01) 83.98 100.00 0.39 0.39 0.00
SPeckleNoise(0.05) 97.66 99.61 1.17 0.39 0.00
SPeckleNoise(0.1) 99.22 100.00 1.95 1.56 0.00
Translation(16_10) 100.00 99.22 56.64 58.98 0.39
Translation(32_20) 100.00 99.61 79.69 82.03 14.12
Translation(8_5) 100.00 99.61 35.94 37.50 0.00

Average 91.77 97.10 20.27 19.46 12.79
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