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Robust and Reversible Data Hiding Algorithm
Based on Histogram of Difference Statistics
Shifting in Wavelet Domain*
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Abstract With the rapid development of Internet technology and the arrival of 5G, it is becoming more and more
convenient to disseminate digital multimedia. In order to solve the problems of copyright protection, integrity authenti-
cation and tamper localization of digital images in the network, this paper proposes an robust and reversible data hiding
algorithm based on the histogram of differential statistics shifting in the wavelet domain, including five aspects: 1) per-
form Haar wavelet transform on the original image; 2) the low frequency sub-band obtained by Haar wavelet transform
is divided into a number of non-overlapping blocks, and the difference statistic of each block is calculated to construct a
histogram of the difference statistics; 3) the additional data can be embedded into the low frequency sub-band of the
image by shifting the histogram, and the image with additional information can be obtained by inverse Haar wavelet
transform; 4) on the receiver side, the additional information can be accurately extracted by calculating the difference
statistics of the blocks in the low-frequency sub-band, and by using the inverse operation of histogram shifting, the
original low frequency sub-band can be restored losslessly, so that the original image can be restored without distortion;
5) the embedded additional information can still be effectively extracted from the image with additional information
which is attacked by some typical image processing operations to some extent, such as JPEG compression with a com-
pression factor of 30 and additive Gaussian noise with a standard deviation of 30. Compared with several existing ro-
bust and reversible data hiding schemes, the proposed scheme is more robust. Experimental results verify the effective-
ness of the proposed scheme.
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rity authentication; copyright protection
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Figure 1 Sketch of independent embedding domain based two-stage robust reversible watermarking
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Figure 2 Sketch of the additional data embedding
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Figure 3 Sketch of the additional data extraction
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Table 1 The performance of 3 images at different block sizes

Sl o\ e JPEG 45K VE R
UREN A Sy R ik A\ Z5 HL(bit) T PSNR (dB) frim
T (bpp)
8x8 2048 5 34.15 43 0.89
16x8 1024 5 34.15 30 0.89
8x16 1024 5 34.15 35 1
Lena
16x16 512 5 34.15 25 0.89
32x8 512 5 34.15 28 0.89
8x32 512 5 34.15 28 0.73
8x8 2048 5 34.08 73 4
16x8 1024 5 34.12 38 2.66
8x16 1024 5 34.13 40 2
Baboon
16x16 512 5 34.15 23 1.6
32x8 512 5 34.15 25 1.6
8x32 512 5 34.15 23 1.6
8x8 2048 5 34.15 40 1
16x8 1024 5 34.15 33 0.89
8x16 1024 5 34.15 30 0.89
Airplane
16x16 512 5 34.15 30 0.89
32x8 512 5 34.15 28 1
8x32 512 5 34.15 30 0.89
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Table 2 Robustness of the proposed scheme against several image processing operations

MR T PSNR(B)  JPEG JEZE(FRER 1 30)  JPEG2000 [E4i(TEiE 2 1bbp)  mullie s (hrvfEZ2 30) USR5 (hRvfE 22 50)
Lena 5 34.14 0.2 0 0.44 0.26
Boat 5 34.14 0.09 0.88 0.35 0.37
Ship 5 34.14 0.09 0 0.4 0.38
Goldhill 5 34.14 0.09 0 0.34 0.36
Baboon 5 34.14 0.29 21.88 0.51 0.37
Man 5 34.14 0 1.07 0.42 0.33
Airplane 5 34.14 0 0 0.43 0.45
Barbara 5 34.14 0.29 1.46 0.51 0.36
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Table 3 Performance comparison of PSNR with [29] at different hiding key T

SCHR[29] AICE

T PSNR(dB) PSNR(dB)
Lena Baboon Airplane Lena Baboon Airplane

1 435 432 437 48.1 47.7 48.1
2 40.2 39.6 39.7 42.1 41.9 42.1
3 37.2 37.5 36.6 38.6 38.5 38.6
4 34.7 34.9 34.9 36.1 36.1 36.1
10 27.6 27.4 27.6 28.1 28.1 28.1
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Table 4 Performance comparison with [25] at Gaussian noise with different standard deviations
SCHR[25] ASCE
IREWEREA PSNR e JT I PSNR re T R
(dB) 10 20 30 40 (dB) 10 20 30 40
Lena 33.65 0.07 1.79 9.35 18.29 34.14 0 0.004 0.34 2.36
Boat 33.65 0.07 1.82 9.77 19.04 34.14 0 0 0.10 2.38
Ship 33.65 0.03 1.7 8.73 17.35 34.14 0 0.008 0.45 2.39
Goldhill 33.65 0.04 2 9.41 18.4 34.14 0 0.004 0.45 2.34
Baboon 33.65 0.09 1.85 9.34 18.07 34.14 0 0.003 0.57 2.55
Man 33.65 0.23 1.66 9.51 18.21 34.14 0 0.004 0.45 2.42
Airplane 33.65 0.04 1.96 10.22 19.31 34.14 0 0 0.38 2.46
Barbara 33.65 0.06 1.73 9.20 18.45 34.14 0 0.004 0.47 2.62
S 33.65 0.08 1.81 9.44 18.39 34.14 0 0.003 0.40 2.44
5 EAREAORSTHSEKRIERRFLET 5K E B LR
Table 5 Performance comparison with [25] at Gaussian low-pass filtering with different window sizes
SCHR[25] ARSI
W PSNR (dB) eI D B A (bR ZE 0.7) PSNR IR A (bR ZE 0.7)
3X3 5x5 77 (dB) 3X3 5x5 7%7
Lena 33.65 4.49 3.03 3.13 34.14 0.1 0 0
Boat 33.65 3.13 1.95 2.05 34.14 0 0 0
Ship 33.65 3.13 1.76 1.76 34.14 0.1 0.1 0.1
Goldhill 33.65 1.95 0.29 0.29 34.14 0 0 0
Baboon 33.65 4.39 3.32 3.32 34.14 0.39 0 0
Man 33.65 3.71 2.54 234 34.14 0 0 0
Airplane 33.65 2.93 1.95 1.95 34.14 0.1 0 0
Barbara 33.65 2.73 1.07 1.07 34.14 0 0 0
RE] 33.65 3.31 1.99 1.99 34.14 0.0863 0.0125 0.0125
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