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Abstract Software security plays an important role in cyberspace security. Software security solutions in the early
days are mostly passive defense solutions that are addressed one after the other when security threats are discovered. To
deal with various security threats effectively, the defense method gradually changes from passive to active. Among
many active defenses, the technique of software multi-variant execution architecture has been widely concerned. It can
detect and defend most known attacks, not depending on the feature of specific threats. By checking the relative cor-
rectness between heterogeneous and redundant variants, it can find attacks and other abnormal behaviors. However,
there is a big performance bottleneck in this method. Control flow integrity (CFI) is another ideal security solution, but
it is not widely used in practice because of performance loss and compatibility problems. In this paper, we propose a
multi-variant execution framework called MVX-CFI. MVX-CFI is a dynamic and transparent CFI implementation
method based on the execution framework. It can effectively capture the control flow of the target software and find
illegal path transfer caused by malicious acts such as attacks. MVX-CFI uses MVX formalized high trust voting mech-
anism to dynamically construct control flow subgraph (Sub CFG) to describe the high-frequency execution path of the
target at runtime, and feedback to MVX as a detection model for assisted detection, which reduces a lot of repetitive
voting work of traditional MVX and improves the performance. Sub-CFG can separate the high-frequency path and
low-frequency path in the process of software execution online, and it provides a probability to detect preset back door
in a software. Experimental evaluation shows that the proposed framework can improve the efficiency of the original
MVX framework and perform security defense effectively.
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Figure 1 N-Variant System Framework
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Figure 3 MVX-CFI Execution Architecture
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Table 1 MVX-CFI Performance Comparison Test

MVX-CFI MVX-CFI (Sub-CFG %))
RS

Seconds Ratio Seconds Ratio

400.perlbench 199 50.2 196 51.0
401.bzip2 331 30.2 319 313
403.gcc 186 53.8 183 54.6
429.mcf 283 353 265 37.7
445.gobmk 345 29.0 343 29.2
456.hmmer 269 37.1 267 37.5
458.sjeng 380 26.3 373 26.8
462.libquantum 251 39.8 224 44.6
464.h264ref 354 28.2 351 28.5
471.omnetpp 309 324 300 333
473.astar 323 31.0 317 315
483.xalancbmk 166 60.2 161 62.1
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Figure 6 Security Defense Effectiveness Test
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