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Abstract To save local storage space and management overhead, now files can be uploaded to cloud servers. As an im-
portant cloud technology, cloud storage service has been widely researched and applied. The storage of files in plaintext
obviously cannot meet the privacy and security requirements. However, if the encrypted files are uploaded to the server by
traditional encryption, the server will lose the ability to search them by keywords. Searchable encryption (SE) is a crypto-
graphic primitive developed in recent years that supports clients to perform keyword search on ciphertext. By searchable
encryption, clients can encrypt the files and uploads them to the cloud server and then retrieve them by keywords, which is
convenient for clients and protects the privacy of the files. This paper introduces the basic concepts of SE. Starting from
the construction method of symmetric searchable encryption, we summarize the research results about security of existing
symmetric searchable encryption. We focus on the development process of the adaptive security model of symmetric
searchable encryption, and analyze inference attacks, file-injection attacks, new security models and countermeasures.
Then we point out the main problems currently facing the security research of SE and the future direction.
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Figure 1 Process of Symmetric Searchable Encryption
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7 ‘Aﬁ?é@é& L= (LSetup’ LSearch’ LUpdate)
N & XN PR E IR Ty IE T SO E5E VAN | I
EEETpuR = AR SHINRILF =3 ) SN DIl G S g VA i
G SO AU AR, DL R Gameg o H1EE
M Gameg; 411

fEGameg o', WL L EBHL 2, B THTF A

L Setup PRSCENL B S EDS, 1fiGames 41,

P HT-IMEDS' = S(Lserup(11) 2 HIBIEE S WL
55 SR ERALL) EDS' o T AR AN EA T 3 Y,
P 1 48 2R 96 I 0 SR B R B ) AR b IR &5
RAAT I, fEGamep 41, TT-13 5| HL L HHE R Y
R, MAEGameg ;o ™ W FH AL s 5L 400 1) B 4 Ok 45
%EHS(LSearch (EDS, Qi))iFnS(LUpdate (upd, W)) ° %E
T A R[N LEEF 0(Gameg 4)B% 1(Gameg | 4)K 7R
X4y, BARZG A 0K 4,

Games 1 A

1: (0,(ED,T)) < S(Lsetup(1?))
2: for k=1 to g do

Gameng, a

1: (o,(ED,I)) + Setup(1*, 1))
2: for k=1 to g do

3: Qk = (typer,parax) 3:  Qk = (typek,parax)

4:  if typer = update then 4:  if typer = update then

5: Ry + Update((o,parax), (ED,I)) 5 Ry < S(Lupdate(parax))
6: else 6: else

7 Ry + Search((o,parax), (ED,I)) T Ry < S (Lsearch (parax))
8: end if 8: end if

9: A+ (Qk,Rx) 9: A+ (Qk,Rk)

10: end for 10: end for

11: b« A 11: b+ A

12: return b 12: return b

4 REH
Figure 4 Security games
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W5 kR T Mgk R B b S AR B4, FFEEZ
FOREE . L, FERL SRR, AT 25 &
e PR B TR SRR 22 4 o R SRR SR 1 S &, LA
B2 807 S (il 2 R A b B 4.2.1 4 vh e UK
e A58 R AR AR R o ST 7 e 2 RO B 1 22
S, Curtmola 58 A 2 UEW] & AT TAER BN BT 1
BB N R 2 A Jidh, RN, K
ISS-/ O N EIEEP SRS i A GRS i K
A & AT AT = B A 7 KN %4z AR
1B BT AR, Beah R LR 2L E B 22 4= 1) i
A5 RSO TR RRCT MBGE T B, RARILE 5 75,

EX 45(L-TENPER ). — A XERRT R
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RYli L3 N VE 2243 (L-adaptive security) A& 5 X T
A REM A Z I AT A, X TFLE
58 SCIR AR RAFAE — DAL RS S WAL R AIAESL,
Hidnegl(A) by n] 20 e85
|Pr(Gameg 4(1) = 1) — Pr(Gameg; 4(A) = 1)|<negl(})
BIE 2, HFENILL Curtmola AL K
(¥ SS &N 2 AR AL, (EFHEH N, 13
BT LN e AN G it R ek R
B, BB RS & Ak Uy i s At
TARKIMER] . HA L, L8N 22 A1 e ST LS
5, X ARIE T SSE 7 RAE BT 14 A
v N BA 2z att, HtdEf SSE J5%
O 243 A PR B A 1) 2 AR

Real Ideal
[ ]
% A ﬂ-ﬂ ﬁ Lsetup(1%) Sim
D . DS -
qu - qm q1r-r9m, Lsearcn (D5, Q1)
token T token’
upd, f Lupgose (upe. )
D’ Ds’

Real = Ideal

BS5 LEnitRs
Figure 5 L-adaptive security
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SSE 5 SEAREHKAH S AT AR 1K) — 2955 L 1) 5
Kei B, WF9EE A0 e 108 (1 22 4 1 s SO
il R T i o

5 MRAEEMEREEMRRAHTRE

WIEs 3, 4 STPTR, LG8 1 2 A Y BE 8 58 4K
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FECNFR AT 0 2 v LT B EE Bk,
—IE 5.1 REBI A IKK Yo 55 ) A £ 12 9 1
RS A ILEE PR b AT Lo B B F B de e, X
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5.3 A 5.4 TGO DN IX AN Pk, H R
AT R () 22 4 SCUL R T T
5.1 HEBREH

TR IR, XK a4 I F RS,
91 T SC AR (230K 3 58 Bt oAy ik s ik HH 0t (Leakage-
abuse attacks), 75 SCHR[27-28]H Kt AT 145 H 1) Bok T
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14 5128 H 1K) SCHR [22-23,28-33] 0 (1 B i 48— FK A
HEFR LT, X — i A U T SCHR[30-3 1] v i 44 11 4
Pt (Inference Attack), T FAl 1K 1 B L6 7 51
b iz i (A — R B AR . 5 26 FATTH Tslam 42
A ELAA ) TKK it 77 2222 0 491k 6 3 K g
iy (R Bk AR

1E 2012 45, Tslam % NPV ORBL T CAT 16 R
AR RN RGAAAC X2 2w TR
I RIAT D 55 R 2R S84 D0 IR 4548 il Sk A4 Tl
G B I P 2 R R 07 e, B
AR AF ity 20 TR A RS HAE S, AT DURE IR B 1 % S A
LA IER BN R R TR g 0, IS A
TFHCHR P B L B SORS LA

Islam $2 H (1) HARY IKK Beefi 77 2 F

FIE AN R TR R, ARk
T, #F Mallory E 48 F P 5 Ik 45 445 4] (A HLAR Ko
MoPm e 5 a8 A8 — R R F I Q=<
Qq, -, Q >, XN, BFMER 2R R P A
(?) B4 11 Trapdoory, 1 & [ 45 H J¥ 4
R =<Rq,, ..,Rq, > Mallory It HAx 1T HiiAB4 T 15T
PO T = N N I S S| I S - S A |
K =<Kg,, -, Kq >, 55 X N. Trapdoory, = K; .
IKK Brafi g T AN i g R M Hrp i~
G)FEFE TG | NICERME j AN GRS
ftd € DL, BIM;; = Pr[(K; € d) A (K; € d)],
b d W35 oA T IR TR ECE
FH P 22 i i i 1 B30t ST Ak AT 20 B 45 21 1 A4 R
B M, g5 e v] AR A fift ok LR A0 A ) R AR i o
B

Ry, - R, ’
argmin Z T’ — (Kg; " M - KT)
Qi,Qj€Q

<a;,-ap>

22 Islam™ S0 45 0, S5 R W] IKK Bk
FATH R &, AER8E 722 (8] /N T 2500 /M,
B 3 OGHE 7 (M )50 60%~80%, LI # i
(K1 R UG ROBO B, Mol 1 P AR . B b,
Islam J&AESCE L RIX oy BAT FIE Mg, BT
TuT LUK AT I HS (0 OB 7 X R M R4 T,

ISR L BGEROR

A IKK Bt e, HERES— Mot BT i 4
oAz, WSCHE B AT 3 2R [ B 1R G v B,
RAH an S AR R IR [P SR A RN SRR B
ZJE, AT DI G ) g SRR AR AR R K BB
F P £ 5 2 F1 508 PETA) IR RE AR ABL 2 Ak, AN BT 4
B E R . B2 4 WRRIIE N
AR O AR X Fh B ks S DS A T, 3 R e A A
R WS (R B BT A, R AR L% &
JE— YRR 48 R BT oh AR R M R A i 4,
AT A2 F 3N P 1 22 048 2= B 3T 1 1 s
5 BT R .

PRI b 3 — 2R AR Tt 1R o R e Tl FH P 24K
KB IEAT 48 R ol W AR, D3R ik =] S5
SUFIBE TS B G ST AT 0, W - &R ()
KHEF N T H, — PSR SR 2l 8 At i
ORI EE T RN, BB 2K
B RN, Bk RO RS R

{2 J5, 2014 4F, Liu 2 NP4 7 —Fli 1t
HERKGHTB, 5 KK Bl IO e T3 AR H 5
) R B, A I A TR B R S TR
B AN ICBEE A 8 AR PP B AR AR, AR5 [
FES R P AT 2 08 1., R H G v BN B 110 Y
(145 5 BEATXT L

B, 2015 4, Cash™V4 7 ik B
(Count Attack), 54 7 2 W Islam FI Liu 42 H Bk )
PLrt, FFdcdE T i T OC 7 A R K4 5 3B &L
BRE FERME S ME 6 s, RIS 745 WK
KIS, Cash IR TH BT AT A 468 i R LD 2R IR0

500 1500 2500 3500 4500 5500 7500
KeETEMAS PG KK

6 TS IKK Wittt
Figure 6 Counting attack vs. IKK attack
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O FF LB TR R e S O B - A 7%
52 XHEANNRE

2016 £, Zhang™" %FXF A FR I 1H 2 N # 5
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PERISSEJr %, I HEAU D, Bt R s 1k s

5 5.1 A RHERB Ay SR, e ik
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I T A BT SR R 451 SR W SR AN B
ERBORHE 7 B IEAT 8 g 5 1~8, BT HId 3 £
AR E R T IRENSCAE, B SCIEEA 4 A
[RGB, W 7 Frow, S AT 4,5, 6,7
TREET, B AREEA 2,3,6,7 SR, B
WICFEA 1, 3, 5, 7 5 RMY . BT & 2
TR T IR NS BAT] T, ST Tk T Brst
I RHE T, AR RGEANR 3 A E IS
FERGH G, WY TR I A REHATI R . )
FARYE =0 AR SO A i N A 58, R i &5
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XN T 2 SR8 T, TSR IR MR RL 2242
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Q
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£
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Figure 7 Example of file-injection attack
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