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Abstract The emergence of the USB (universal serial bus) interface has brought convenience to users, but it is also one
of the targets of attackers due to its convenience and wide use. Common USB attacks mainly include USB ferry attacks
and USB HID (human interface device) attacks. In this paper, we analyze the vulnerability of USB protocol and the attack
characteristics of malicious USB HID attack tools, meanwhile, present a USB HID attack model generates the attack data
stream. Based on above research, this paper constructs a detection and protection platform — WHID Defense, which in-
cludes key injection attack warning model, malicious data capturing model, communication interferes attack model, risk
level classification and display model, user identity management and access control model, etc. The experimental results
show that the interception rate of WHID Defense keystroke injection attack is 99.98%, the target data capture rate is 100%,
and the normal communication success rate of jamming target equipment is 97.7%. Compared with the existing detection
technology, the WHID Defense platform has formed a multi-level protection system, which can be deployed on a personal
computer for real-time defense against attacks of various malicious USB HID tools such as BadUSB.

Key words malicious USB device; HID attack; USB composite device; attack detection; characteristic analysis; identity
management and access control; risk classification
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Figure 10 The system structure of WHID Defense
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4.2.1 FEBENFES 17

M USB HID Hihi T H & S A 5 s s
M5B 1 B B AR P SRR SR, AT AR 11 e i ok
WA . ST OB R M 45 A 1 2t 1T,
TR A PR RN A T SR (R R HR, TR R R
JEHR ) Bk S ) R A . 2R TR
USB HID WS it g5 1%, F%s USB HID X; T H AL
XN A1 HID e, 38 i B 4 1%

BYTE 7 6 5

4
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PRl ASEILN, HAR TN “ A 23857 (1R, BA
B T4 AR R PR B H AR vE SO Bl S 5 = 4%
S X By, sCrEdr k. T ELAE .

FI B EA R A E RIS TR A Bl
SN, 454 320 USB HID Bos TR INfE, ASCHhx
{1 HID B4 (1) HID &A% AT 20 W1, H AR B8
(RO 5, AT SN F2e B N G R HEAL 1A

HID B f AL &t Xl 11 Pros.
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Figure 11 HID input report data format

H AT %0, BRI 8 AN, K AR
Bunrr:

BYTEO: ik, Hr:

(1) bit0 F K Left Control £ 7574% ~, # FA 1, 17
A 0;

(2) bitl F7i Left Shift 2 54% &, 4% N4 1, ik
4 0;

(3) bit2 IR Left Alt & 754% ~, 4% NoA 1, ik
A 0;

(4) bit3 FIR Left GUI(Windows #) /2 514 F, 4%
NA L, Rk 0;

(5) bitd &I Right Control & 754% F, % FH4 1,
ik A 0;

(6) bit5 7 Right Shift £ &% F, #% FA 1, 7
A 0;

(7) bit6 F K Right Alt ;& 159% F, & N4 1, il
H0;

(8) bit7 7~ Right GUI(Windows 4#)/& 751% T,
R A1, BN 0.

BYTE1: {RE 7.

BYTE2——BYTE7: % $ic .

HH T BU e 2y ph e B i, DAL I 234 A A A4 B
TEHGRAE o 3 HID SRRk T4, &
ASFATHE TR R, R A A — AR TR
EBYTEO M BYTE2 H, 35 Mt LURE 52 H(EL EP T 5¢ il
— AR . O T IR B NG BR
() H (), STl R (10 4 B N4 B L R Lt 1)
I RARE R, IR R R I A A A8 42 B 2 1A (1) ) B AR
T CRL A TN B T R 75 22 A e ) o A1 Bt BUE AT I,
AT DLKE ST ) SR A B O — Sk S i B i N\
L, SRR AN R A AT HID R MIL

B DA EbrrE HID SRR S, FEARTE 5L PR
Belidpsst, ASCHNH T A B8, Wik 1 P

R BEEHGE
Table 1 Attack payload

75 kg B W #& Ao
WIN+R 08 00 15 00 00 00 00 00
A C 00 00 06 00 00 00 00 00
PN
ﬂ;; M 00 00 10 00 00 00 00 00
N D 00 00 07 00 00 00 00 00
ENTER 00 00 28 00 00 00 00 00
F 00 00 09 00 00 00 00 00
o 00 00 12 00 00 00 00 00
R 00 00 15 00 00 00 00 00
M 00 00 10 00 00 00 00 00
A 00 00 04 00 00 00 00 00
. T 00 00 17 00 00 00 00 00
2 AR
RARD A Gpacp 00 00 2C 00 00 00 00 00
D 00 00 07 00 00 00 00 00
: 02 00 33 00 00 00 00 00
/ 00 00 38 00 00 00 00 00
Q 00 00 14 00 00 00 00 00
ENTER 00 00 28 00 00 00 00 00

ZEA o AT R 2R B TR ) el N B R UK
DAL JEARFT T HID BEERLH F 34T dr SN
PR, P “ A 23R O R B 1) — S8R
EFE, £ Windows #AE RS, T8 i sm 4TI
“Er A PORTE” AL =Rk

(1) WA RHEERATIF @R

@© #F “Windows” #;

@ #AN “cmd” FTFF “ar 2 PERAT 7,

Q) WIS REHEFTIT 12477 & 1, SEm$T I« mr
YR

@ #F “Windows” #;

@ #N “izf7” 8 “yunxing” | $TIF “ii7”
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@ A “omd” FTHF “ASHIRFT7.

(3) il “Windows+R” HAHEFT T “i21T” &
F, dEMAT I “am 2 8mp”

@ #%F “Windows+R” 4l #%4, 17T “i847”
i,
@ AN “omd” FIF “AapHERAT” EW .
WL DL B =R ke DUG Y, EAT SR NI
N IAE T “Windows” SRS, b Tk
fff, ASON LU =R EEAT 1 B A FRid, 3k 2
FIi7R o

x2 EREIENFE

Table 2 Key-press injection mark

745 syl Yihe
1 “Windows” + “c” FIF “arenfs” &
2 “Windows” + “y” FIIF “184T7 HH

3 “Windows+R ” 41 & I “1B47” HH

R R W W R e S i 3 DAL b A
W) R Aty SR P X e A% T REAEAE AU o HEAS
TERESFESEIL AN 3 iR

x3 REEINFRICHEEE
Table 3 Key-press injection marking feature algorithm
BB 1 RS NRHEAR L
HiAN:flag: “Windows” flag;
Keyboard _Monitor(): key value.
$¥itH: alert flag: Warning flag.

1. function Key Flag()

2. key < Keyboard Monitor();
3. if key=="“Windows” then
4. flag — 1;

5. end if

6. if flag==1 then

7. if key==‘c’ then

8. alert flag ~ 1;

9. elseif key=="‘y’ then
10. alert flag < 2;

11. elseif key=="‘y’ then
12. alert flag ~ 3;

13. else

14. flag < 0;

15. alert _flag < 0;

16. end if

17. end if

18. end function

422 HEHEERRTH
AR USB HID ¥ T B A A HID #diE 1 5¢ ik

H AR T SEHLIR -2 4T3 5 Bt A B ¥4 - WHID 4KFT
HID #da # Fn] SEOUEAE s IO g . JT A& W LA
SE X HID #2H, %3 D ER TSl AL bR
hResh, HaR DB T DU . W RS,
P Bl AT HID fit ARl . s
I HID 2 11 e A2 i i 200 HID 4 H FA FF AT A
5E X, HID Ryl A fF 45 i3k 4 fros.

F* 4 HID fRfER QIR R
Table 4 HID standard interface descriptor

T 1k T i

0 bLength 1 F DI HR PR 52

1 bDescriptorType 1 FE O HER KT )R 1Y

2 bInterfaceNumber 1 ¥ D45

3 bAlternateSetting 1 oMK St TR

4 bNumEndpoints 1 22 11 AT £ iy B

5 binterfaceClass 1 AN R UNNUES

6 bInterfaceSubClass 1 O

7 bInterfaceProtocol 1 e AT A R Bl

. dnterface FRAZHE 1045 R
MR IME

WHID A5 78 3 Jeb 0040 23 HCH 76 Ak 340 g A 15 B
TGP H LI 4 R A R 8B, RIS, R H
FRHLIT A 36 (1 U L R 48 & I a5

A, WHID #2284 e 218 (5 #. o0, ) WHID R4:
PRft TR AR At SR A AL D e . AR
JCHS LA WIFI Ml 4G/5G Bahiifa i, JoLkht
WRERAETE S, LB WHID R4 5 e
Ui SICE IR o 4 ) g ] DA T ek T A R TR
PR A IR %5 B F K% WHID 24, [FI,
WHID F 48t 0] LUK AR 2111 B br 22 48 (1 B2k
Pt [ 22 T R il iy, SEEEIL H AR RO B J R
hfig. (HEEA R TAKFT HID ¥ 11528l H brpL
BRI A T AT Ik iE A -

H & HID %45 11 )%= USB HID Bt T Hn] LA
W HID ek se sl ik, il Wy USB HID %
2%, AR EOE o 1% 5% I B0 O, R I E s
SRAARAT BB PE v, AT )5 S0 B 2% 5 i 11 4>
W 5B . Ak, Frifk HID 8450 HID $RE N 8 F
/AL, bR PRI HID 38 0 4 5 /4, T4
14 USB 4, H HID #3820 64 71/t X1
USB 4, H HID &K 1024 F45i/40. ftknr LA
F i, HID $df 52 1 3 KT br itk HID g 45 R
b, R HID HE: O s It b, v Lo
NI BEHEAC B EREREAT T, JE /8 WHID Defense 4
T JEBi RS, AASCAE WHID Defense “ EU4E i3k ”
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DR IO T SEmf R evt, nl LAk HID %k
PetLsE RS BoRE X S b, ETFHPEE.
4 5 Fros k) WHID Defense B0 i $544.0%

x5 HERREZ
Table 5 Data capture algorithm
Hk 2 Bl
I : open_flag: open device or no;

milliseconds: timeout;
WaitForSingleObject(milliseconds): waiting event trigger;
res: the number of bytes;
GetOverlappedResult(): get the number of bytes;
memcpy(): data copy.
%y data: HID data;
read_buf: USB data;
copy_len: data length.

function [Intercept Data()
if open flag then
if milliseconds >=0 then
WaitForSingleObject(milliseconds);
end if
res — GetOverlappedResult(),
if res && read bytes>0 then
memcpy(data, read_buf; copy len);

e o e

end if
end if

—_ =
- o

end function

TE R ) TR JT I, ASCES G T H ST
DoS Kt (1 AR,

(1) H Bl MR EKEGE . Bkdct, 2
Y HERE-NNHBEN OB ME, kik
P REH P, EEMT SRR, IR
WA I IERRTER S R 2 Ik, 646 2 6] 78 2EAT X0 1f]
TH A7 I R AT — 22 P 0 0 8 AE B B A 42 1
B A, i B A 6 LA B e B AT AT T FE
POREN ), Wk F s, Yo AT T
R 0 1 B AT — e FE R B H bR A IR
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WA . RARBIARSCIEE S, BT R BE A ] RE
AEAE B AS VIS A% o R0 S B K 1 ), PR Ut
WHID Defense - £ 76 %) 1] $E ¥ 4 HEAT & 10 T,
G5 A B0 Bl AR 4l BB R 0 B L AT
RZE N BEW A%, I8 B G v] BE K % IF TR I E R
WAEMHL.

FWHE R A E

@© Tol5 T M AT %E USB W 4% (K345 p i R
RO T BE T A AT AR B AR,

@ A B TS USB &
IR B, 6 R L3 T e 0 5 A 4
HCHR RIS RE, FE I8 A5 B (10 71

@ AT BRI AT S AL SR,
TPt 1E 5 8AE .

(2) DoS Hiti: DoS Huili, MRRIE4ass Beti,
Tk ) FH I 2 3 150 v A7 P A 559 12 B3 R e D VL A4 A
B TOVEFRAE IE 3 R 2%, USB HID 1% 3 4% 1) 45t
A AW TR) A 10ms, 43 B 46 1) dae e a1
WA Tms, T a5 46 10 e i B0 A 58060 e
)% 12508, (Kb, 54 USB HID #4 (K561
M), B =R R AR, R DL 1 sk
P/10ms PR ZRHRIER (L F R 2 Hbr i, 4
B B AEEE/Ams RS IR MBI R
KRB, mdBi: DL HdE/125ps (g5
BRI EIE AT K2 Hin & Wi Kk M
AT {5 RN, BRL H AR A& 0 IE W15, 4
AR, AT LA ST

FWH A E R A
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Figure 12 Reverse interference process
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FH P P EE LA, g T AR B i 2 o) 5 s = A
Bt 25 A A B B R AT PO AN TR B i B
T Af WHID Defense ~V- 5 8 H A7 8k i 1%, A< 045
A bR AT R 3 5000 S Bk e AT T
X175 .

AP =R P A, S ATERE &
GRS, S, TRRF RN IF AR, R
GARE IS AR S, Sl P e A AR AR BT
R

FERAE: TR T EE TP RN L T TF
R ERAT AR TF R, &8 & M 2R 1 2
PLslfe s el o e, m H A TR, Ba)E A
SR Z hREREE 1, R E N E AR . 3T
Xh5 s, CPEAEREI T HID 8 0 HET IR
FERIC 3, K I A I Ul R AT BB PR, T
JaEEHVEINAE o R, A T AR AR LR
WLAe 2 0% 5 USB HID Buihy T H I, R 7% USB
HID %% AR 38 5 -k Th e, TR ] LA
FR A 52 o 75 22 FAT 18 T8 J BRI B 0] v 58 1 4%
HATIEAE TP BeAh, By xS E5 B0
P e aT A7 PR, 3R IF R N B R ik
HHLR&E B

W om A M am R s AT R B 0 o SEFR IR
oh, G B GO B SR R SRR B T
)L 2 ) B R 29 55 T B A v LA T — AN AR
SIPIRA, HAEX 5% 5 USB HID Kk T2 X ff
TR 1) 0 7 R A 5 5 1 B0 A 2 g AN A o
H T PRUEBESE O IEAS IO BE . LRSI I 1
Yst, [N, b ER0 N 45 T BEF B, BT,
FEXT HID BE: T T IALRE S, JRR L™
A TR EC DR AF 2 B b, T S 2w oA A . [
I, %F 4.2.1 R R0 T BRI B AR AT T BB
YR, AME T SR RSB ERAE, AR e R bk
ANV SZ B e e N Bk (0 ARG o e b, CREE T XF
USB HID ¥+ (WEHRfiR S Dihe, P dnr e
HRE SR 7 2 A AT BOE 0 AN 0] 7] B8 5 A
HEATIAE T4

IR P AR 2 A G P o £ SERR
IAEEH, P R G R B K,
WERSEAEE & KRB P AR, BRI TAERE.
B, R, RS AL A, 4
W3] BEFR A F, WHID Defense V-4 £ 1a ' &
s IRl R PR R EAT N, AR, AT
ZIRA, B, TR A IR SR ST
AL, [N, A A T AT R R H bR

W% 0 WS B BB RS A B AR B W 5,
DR 3 et B P T D e AT £ B Btk NI AR
TRR kg . AR R B T X HID S 542
IR R AL SR D RE, FEH ™ 28 1R B DR A7 31 5k
PR, (T RSk b A . b, IR T X
USB HID ¥ & a3k 5 fE i h g, - dmT Lo
AR 52 o 75 2 AT T8 T J S RH B 0] ] 58 1 4%
HATIAE T
424 RREHFRE5ST
WHID Defense -3 H#4X%& USB HID Xili
HA RS SR 2R 5 G Thfe, 91N TR 2 2
KL RENEAR P 50 IS R AT B B A X 1 4 AT B
E, HPEAITERE . B
RS F 43 2R 5 G vk i) v h AR S T4 1 &
FREEATIE U)o 152, AR B R0 SR pi B W)
SR A B FAT R 5 2 & g R, KRS
GRS AORE FEE R ERE, SKrgiE
Ak XFERUE AR T B AU A AL USB
HID % P BEAFAE AR, SEIL T 25 A A 21
P X AR A R IR T

HID Z5 54, HID 8 5L 5 R bR S5 1 4 R Gl
A, AR P IE AT U ST 2 % 0 TR
Z—, DA, R E SOR S AR S e —— DU 2 1
HL AT AR R HID 15 £ (Ui AT S5 BE R0 H A
BAKT R 511 HID B4 B BA 8 B 44 i D) e
(1) HID %), $ LSS5 SO =4 HoAth AR
MBAAR I HID B4, B FA @ BRI, K
FERRS 2 08 SO — 2% WA I S R v 4 R 4
JAE A AT BE B, RS SR e SO — S HARE
& A7 K 6 .

L
2|
o

x6 REMEFRSE

Table 6 Device risk classification

A 54 P e 46 b
P HID &4, HID fbs ARG B
ST ETAERE
By ATRRIIN HID B4 tﬁ;;;iif
2 KRR HID % 4 ﬁﬁ;ﬁgiﬁf
4@ %%ﬁiﬂgﬁzzﬂﬁ% TR B

4.2.5 IThEESHT

% USB HID Bkl pis 47 F- & ——WHID
Defense 783 AH 7 USB HID P399 55 M V-0t
USB HID Brti AR B Bet R A, S0 1 6 USB
HID Xt TR 5 1, B4 e stk m 2 Reft
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s A H SR DhRese SRR R, RAAD RRIR bR A B
(1) WJLEREUAR TR () USB HID &
%, JEERFW S VID. PID ZiE4015 B
(2) SEW WA USB HID ¥ &y, $RE HID ¥#%
AR, RS I AR N
(3) EFXFAISE%RE USB HID %4, 454 Bt
F1 DoS K e s m) FHuiiat, T a4 1EH s,
(4) SEWIREEANLTH SN HID B4, X

HELE ‘Fu:.;ji EEEN S

—————\seit#-3

USE FEAT - 1 ——

— EftuseiBfE - 1

77 6E 20 53 6A 70 63
64 47 59 75 64 48 68
.;0 20 20 40 00 8A 00 00 00 00 00 00 00 00 0O
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 80
2018/12/25 14:45:08
65 63 6B 6F 6B FF C1
37CDFSEAEAFD 77

2A AE Ul HU ) 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O

ZRIEEA: 0KB/s
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Figure 13 'WHID Defense
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Table 7 Comparison of functional indicators of
WHID Defense, Curtain, and USB HID attack
detection algorithms
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AT, AT BRI AE PC-0. PC-1 F1 PC-2 1435
“%%¢ USB HID BUhi i &R KA 360 ‘A F A
WHID Defense % R S L8 A Bt i3k H Az
WA BRI T H bR IE AR =7 kAT T
SO G UE NS LA s R8T, (7 PC-0. PC-1. PC-2
By Rz e BRI 3, AR e 3 oA 22 4 314 o
5.1 iENiEERR
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Figure 14 Office mode key-press injection attack
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I~
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iy BUSHOUND #4845 4/ F a] I SEim 22
W& AR, AT RS TR S, HAR &
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16 fr7n iy BUSHOUND M e & £, BT
PAE H % 7E Cmd.Phase 4 1.1 4bK%— 5,
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IE, SFE IR, WA 4.1 il 223 w14k
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Dse e IR AE T4 #RAE X T- WHID Defense 13,
JLIH o F SO SR s AT DoS Mok SEIL T H b
WA IEH AR D RE.

Emess [Etew Vez Sas Men Mes

1D Date ThreatData
21 2018-12-25 14:45:45 (BLOB) 64 bytes
22 2018-12-25 14:45:45 (BLOB) 64 bytes
23 2018-12-25 14:45:45 (BLOB) 64 bytes
» 24 2018-12-25 14:45:48 (BLOB) 64 bytes

EFSE 42F5 2BFF 6368 6563
0x10 39AC C3D6 353A 971C 7598
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15 WHID Defense f#38 5018 (MySQL 17 )
Figure 15 WHID Defense capture data (MySQL database)



B 45 WHID Defense: USB HID B il B 47 45 A

Bus Hound

Save Settings  Devices Help

=]

123

Device | Phase

Description
T

Bl 16 BUSHOUND iz T &1
Figure 16 BUSHOUND monitors interference data
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