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Abstract With the widespread use of encrypted traffic, more and more malware also uses encrypted traffic to transmit
malicious information. Since the transmission content is not visible, the traditional detection method based on deep packet
inspection brings problems such as accuracy reduction and insufficient realtime performance. In this paper, by analyzing
the protocol and the sessions of malicious encrypted traffic and normal traffic, a method for detecting malicious encrypted
traffic combining multiple features is proposed. The method extracts the statistical characteristics of encrypted sessions
such as the Markov chain of packet length and time, the distribution of packet length and time, and the statistical values of
packet length and time. Combined with protocol features such as the use of TLS cipher suites in the handshake phase, cer-
tificates and domain names, an 863-dimensional feature vector is constructed. We use machine learning methods to detect
encrypted traffic to discover malicious encrypted traffic. The test results show that the robust malicious encryption traffic
detection method based on multiple features can achieve a classification accuracy of more than 98% and recall value of
more than 99%, and the new method can receive better robustness while keeping the high classification accuracy and can
be applied wider.
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Figure 11 The overall detection process
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Table 5 Experimental results of different machine
learning classification algorithms
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Table 6 Ten-fold cross-validation results of different
feature combinations
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Table 7 Cross-validation results of two methods on
different datasets

pAE/TE S MR HRAE  SCHR[111)774(%) RMETD-MF(%)
Campus_normal Malware 99.79 99.97
Enterprise normal =~ Malware 98.97 99.93
CTU_normal Malware 99.98 99.98
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44 EEMEMNK

ERRPE L T VS bR N R, A T SE ik
(B, Wik 7 ) AR 10 F 37 SEAR A6 VP AN FR A
()5 o

(1) IS TE) AR Ak A

FRATTRR 488 I T WP 1 5 9 4 00 s 4R
RN ZREERMAAE . L0 2019 4 5 H~2019 4% 7
HH A Bt E. 2017 4 12 H~2018 42 A1
el P9 i i A 2019 4 8 H TR J& () Al it e Hdis 1
WIZRAE; L 2019 4F 7 H FH~2019 4 8 H IR
WAL 2019 4E 3 FRI 2019 4F 11 H ke bd M v &
PLR AR 2019 4F 8 H 5 = J& Hoi 7 A ik 2k .

55— SR A T P I R AR R R U R
YA AT YIS, 56 UF A8 20 T I 12 W03 A A [l 1)
IR EIRCR, i NI 15 55 2 Sge R Al
WS B RM B LA ST IS, KRR
ECL A A A AR B2 S, Al A )
W2 AR EA E R s P EM, A
b, D0 ) B ) 5 i L R R R AR LA N
WIRAE, BOAEAR N 3750 R I TR 58 J5 R o &b g5 R,
WA SRR 3. MRLE Rk 8 frs.

MW 8 MSEIR s Rl LUE Y, BEAE I i) (1) 4E R,
RMETD-MF Jj 55 SCHR[ 1114 Bb o] {5457 5 47 (1) 4 2K



P S SR 2RV RN R A T i

WOR, Y RAERR R IA R 08% L B AT LA H,
RMETD-MF J5 VA AEAL & 2 RO A 37 5t R SR 4R 1

139

A5 AT LURFF 99.9% kM MERG T, FLIRRR AR R
EESCHR[ 1T EAIR

*8 EfEZLRMIAER

Table 8 Model test results over time
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FPR 0.0294 0.0188 0.0096 0.0010 0.0082 0.0007
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Table 9 Cross-scenario stability test
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Figure 13 Improved test results for cross-scenario test 1
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Figure 14 Improved test results for cross-scenario test 2
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