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Abstract Aiming at the problem of semantic gap in the extraction of cyber attack knowledge from natural language de-
scription, which leads to low automatic utilization of tactics, techniques, and procedures (TTPs) threat intelligence, this
paper designs and implements APT attacks semantic rules based on Adversarial Tactics, Techniques, and Common
Knowledge (ATT&CK). First, we construct a labeled directed graph semantic rule model to describe the attack technology
of natural language description, and then define semantic rules to explain the formal description method of network entity
attributes and their logical operation relation. Finally, using natural language processing techniques such as phrase recog-
nition and knowledge extraction, 123 APT attack semantic rules were extracted from the attack technical text, covering
115 techniques and 12 tactics of ATT&CK. After experimenting on the APT attack audit data collected in the simulation
scenario to verify the semantic rules, experimental results show that the detection rate of semantic rules reaches 93.1%,
and has a certain ability to reconstruct the context information of the attack behavior, which can effectively contribute to
threat detection and analysis.
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The use of software, data, or commands to take advantage of a
weakness in an Internet-facing computer system or program in order to
cause unintended or unanticipated behavior. The weakness in the
system can be a bug, a glitch, or a design vulnerability. These
applications are often websites, but can include databases (like SQL),
standard services (like SMB or SSH), and any other applications with
Internet accessible open sockets, such as web servers and related

services.

1 ATT&CK Exploit Public-Facing Application
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Figure 1 Part definition text of ATT&CK Exploit
Public-Facing Application technique'"”'
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Figure 2 Semantic rule graph of ATT&CK Exploit Public-Facing Application technique
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Table 4 Semantic rule of ATT&CK Exploit Public-
Facing Application technique
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Figure 3 Technology framework of semantic rules construction
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Table 5 Grammar rules for knowledge extraction
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<Subject, Predicate, Object>/\ Subject,
Object € {Entity}

<Subject, LinkingVerb, Predicative>/\
Subject, Predicative € {Entity}

<Entity_A SCONJ Entity B>

<Entity_A CONJ Entity B>
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I voc iﬁjﬂ:%/ﬁ\, entityList IW?%';Q{ZF;%/E.\,

maxNop e KL
Bt result 2SR G REES
FUNCTION

SearchRelation (voc, entityList, maxNop)
FOR EACH entity IN entityList DO
nop <0
p < NewPath(entity.word , entity.tag)

newResult <— Recur (voc, entityList, maxNop,nop, p)

result < result U newResult
END FOR
RETURN result
END FUNCTION
FUNCTION
Recur (voc, entityList, maxNop, nop, p)

FOR FACH w;,tag;, pos,w;,tag ; IN voc DO
W it s 108 iy < GetFirstltem(p)

Wier » 108 45 < GetLastItem(p)
IF Wi == Wigst THEN
IF w; IN entityList THEN

nop < nop +1
IF nop = maxNop THEN

result < result O (wg, ., w;, w;)
ELSE
p' < pathw(w,,tag ;, pos)

Recur (voc, entityList, maxNop, nop, p')
END IF
ELSE IF tag; IS VERB OR tag; IS ADP THEN

p' < pU(w;,tag;, pos)

Recur (voc, entityList, maxNop, nop, p')
END IF

END IF

END FOR

RETURN result
END FUNCTION
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Table 6 Statistics of semantic rules
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FUNCTION Match (R, Gp,min, max, threshold)

nodelList < GetNodeList (G )

FOR EACH node IN nodeList DO
pathList < GetPathList(node, min, max)
FOR EACH path IN pathList DO
isMatchedEntity < MatchEntities(R.H , path)
IF isMatchedEntity IS True THEN

score < MatchRelation (R.Z , path)

IF score > threshold THEN

result < result U path
END IF
END IF
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END FOR

END FOR
RETURN result
END FUNCTION
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Table 8 Experimental results of semantic rule matching
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Figure 4 Context information of remote exploit attack
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Figure 5 Context information of intranet scan
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Table 9 Major information of IOC rules
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Figure 6 Experimental results of performance test

FEMAR SEARIAT I 8] [R] IR, O 55092 A i A\ B o
R IR B AR S AR DL B RS B VL FE 31 11 45 R B0 A T
Tatik, WK 6 PrasCh T SEEARBLAR LRI O
VCPCE RECEHON T 10 £5). (EEIaf A, #1e

M DERCEE RABCR A ASATIN (B SOEAR G, JFHAZ
B At MK BRI AR d KA E AN S HOE UK,
2 BNV A AR /N o 12 i TAESR 2 A H
SRR, BN KRR K
EWA S E AR R, Sks
X AR AR ATV SORIDL I, s, Sk
VEHCFEITBRA, PRI AT S BRI AT I ] 5 A G o
B BB B AR AL, Bk AR BB 2 o RS K
(SN I, TR W TAGE, X Hm A H S
P P AR G e K AR K EPUE M. FEBR AR B/
FEAN B AR d KA FEANAR A 00, DL G 1 (ke 52 5
VR VLS5 R M R, (H2 R A B A =4
A, P DLELVL DG G N o) s AR AR, 2 58 i DL i &5
RHcR, DIEVEHC B RN SR TR N o B
R e AR S I BN SUE B, AERIE—
SE R HY AR AN SOE B RE ST MG DL |, JEFEIE 2 (1 %
Tt /MR ER AR KB, Wl LA AL Svkiz
[y &

6 it

AR V8 S yA) 4 TTPs SR A sh ik
R M EERE, AR I T T
ATT&CK [¥] APT Breki il SCRU, g Boehi B R SCAR
(1 SRV e ED ke m P T 5040 S 00 (e ), K T 51
U2 HHis 21 b )2 B B AR E SCHIR e, Dtk
NG TTPs B HAE P AT 1) B S Ak N o Si
YAk R, T A H A F] 93.1%, H&
() B Sh AL B A AN bR SO RIR SR EE T, RE g4
W23 A N 5355 g b 4 v b o B B0 s A il
170, $ETHIE BT8R o V5 SO DT IE 45 R 2 Mok
T RSB B SCE R, Hod APT A Ji A )
B BT R IR R RAT by, H e o 5g 38 AR iy A U ) ik
JEUR 75 %5F 44 B B AT A AT &5 5 SR e BT, IRk,
VB SN T APT Sk A=y B I 50K 2 R — 25 1)
BF S E A

S22 3R

[1] Gartner. Definition: Threat Intelligence[EB/OL]. https://www.
gartner.com/en/documents/2487216/definition-threat-intelligence.
Jun. 2020.

[2] Bianco D.. The pyramid of pain[EB/OL]. http://detect-respond.
blogspot.com/2013/03/the-pyramid-of-pain.html, Jun. 2020.

[3] SANS. 2020 SANS Cyber Threat Intelligence (CTI) Survery
[EB/OL].
CTI-2020_ThreatConnect.pdf. Jun. 2020.

https://threatconnect.com/wp-content/uploads/Survey



WV IE 25 BT ATT&CK Y APT Brali v R0 4 2

(4]

MANDIANT. I0OC Editor User Guide[EB/OL]. https://www.
fireeye.com/content/dam/fireeye-www/services/freeware/ug-ioc-ed
itor.pdf. Jun. 2020.

Milajerdi S M, Gjomemo R, Eshete B, et al. HOLMES: Real-Time
APT Detection through Correlation of Suspicious Information
Flows[C]. 2019 IEEE Symposium on Security and Privacy, 2019:
1137-1152.

Kurogome Y, Otsuki Y, Kawakoya Y, et al. EIGER: Automated
IO0C Generation for Accurate and Interpretable Endpoint Malware
Detection[C]. The 35th Annual Computer Security Applications
Conference, 2019: 687-701.

Mittal S, Joshi A, Finin T. Cyber-all-Intel: An AI for Security Re-
lated Threat Intelligence[EB/OL]. 2019

Zhu Z Y, Dumitras T. ChainSmith: Automatically Learning the
Semantics of Malicious Campaigns by Mining Threat Intelligence
Reports[C]. 2018 IEEE European Symposium on Security and
Privacy, 2018: 458-472.

[15]

[16]

[17]

(18]

[19]

89

Privacy in Communication Systems. Springer, Cham, 2019:
406-425.

The MITRE Corporation. Exploit Public-Facing Application
[EB/OL]. https://attack.mitre.org/techniques/T1190/. Jun. 2020.
Moreau L. The foundations for provenance on the web[M]. Now
Publishers Inc, 2010.

Hassan W U, Guo S, Li D, et al. Nodoze: Combatting threat alert
fatigue with automated provenance triage[C]. Network and Dis-
tributed Systems Security Symposium. 2019.

Liu Q, Li Y, Duan H, et al. Knowledge Graph Construction Tech-
niques[J]. Journal of Computer Research and Development, 2016,
53(3): 582-600.

CAIE, 2k, B, S5 FORENEME SRR, A EALE
GEL A HE 2016, 53(3): 582-600.)

Bouma G. Normalized (Pointwise) Mutual Information in Colloca-
tion Extraction[J]. German Society for Computational Linguistics

(GSCL 2009), 2009: 31-40.

[9] Tounsi W, Rais H. A Survey on Technical Threat Intelligence in the [20] NLTK Project. Natural Language Toolkit[EB/OL]. http://www.nltk.
Age of Sophisticated Cyber Attacks[J]. Computers & Security, org/. Apr. 2020.
2018, 72: 212-233. [21] Explosion Al spaCy: Industrial-strength natural language process-
[10] Liao X J, Yuan K, Wang X F, et al. Acing the IOC Game: Toward ing[EB/OL]. https://spacy.io. Apr. 2020.
Automatic Discovery and Analysis of Open-Source Cyber Threat [22] Universal Dependencies. UD English GUM[EB/OL]. https:// uni-
Intelligence[C]. The 2016 ACM SIGSAC Conference on Computer versaldependencies.org/treebanks/en_gum/index.html. Apr. 2020.
and Communications Security, 2016: 755-766. [23] Goldberg Y, Levy O. word2vec Explained: deriving Mikolov et
[11] Milajerdi S M, Eshete B, Gjomemo R, et al. POIROT: Aligning al.’s negative-sampling word-embedding method[EB/OL]. 2014:
Attack Behavior with Kernel Audit Records for Cyber Threat ArXiv Preprint ArXiv:1402.3722.
Hunting[C]. CCS '19: The 2019 ACM SIGSAC Conference on [24] APT1: Exposing One of China’s Cyber Espionage Units[EB/OL].
Computer and Communications Security. 2019: 1795-1812. https://www.fireeye.com/content/dam/fireeye-www/services/pdfs/
[12] Strom B E, Applebaum A, Miller D P, et al. Mitre att&ck: Design mandiant-apt1-report.pdf. Apr. 2020.
and philosophy[R]. Technical report, 2018. [25] Github. Linux Audit Documentation Project{EB/OL]. https:/
[13] Strom B E, Battaglia J] A, Kemmerer M S, et al. Finding cyber github.com/linux-audit/audit-documentation/wiki. Apr. 2020.
threats with ATT&CK-based analytics[R]. Technical report. The [26] The MITRE Corporation. CVE-2014-6271[EB/OL]. http://cve.
MITRE Corporation, 2017. mitre.org/cgi-bin/cvename.cgi?name=CVE-2014-6271. Jun. 2020.
[14] Oosthoek K, Doerr C. SoK: ATT&CK Techniques and Trends in [27] SPADE wiki[EB/OL]. https://github.com/ashish-gehani/SPADE/

Windows Malware[C]. International Conference on Security and

wiki. Apr. 2020.

BN T 2013 F4GER TS T
s L ey VA P Y B S W L N=a
SENVEA L BSR4 A7 BF 5T ATk A I
SR A G RVl . B FONBALES: B
. WM. Email: pyfeng02@]163.com

BRBA - BUES B TR Hee TR
55 S S T R S S R - WA
W W 4 22 4 5 R AP Al o Email: aip-

teamzhouty@aliyun.com




90

Journal of Cyber Security {5 B &A%, 2021 £ 5 H, % 6 4, % 3 ]

KRR WL, DUEEE TR HET
PR SEBETH 5 K SR R . PR
RIRC SRR S X (VRO s SN L2 e oo
Email: zhujunhu74@163.com

BFE T 2019 EAEAE B LR AR L
FELV IR 207 . BUTAE B TR R 24
LR SE kv B B K R SRR S U .
FUAUR Ky 9 6 AR B L ) 5% % i) 22 4
Email: zyzeng7@163.com



