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Abstract Due to the constrained resources of edge device, currently smart city applications with centralized model are
vulnerable to malicious attacks from internal, which can hardly provide high-confidence services. This paper designs a
blockchain-based smart city framework, which introduces the distributed architecture and decentralization of blockchain
into smart city to realize the trustworthy collection and storage of sensor data. Based on the framework, a novel
credit-based PoW consensus algorithm is also proposed to provide the trustworthy mechanism for edge device. By in-
creasing the cost of malicious attack, the algorithm can prevent malicious attacks launched by edge devices and implement
trustworthy management of the behavior of edge device. The case study of the proposed approaches in smart city scenario
shows its feasibility and effectiveness, which can effectively prevent malicious attacks from edge device and enhance the
information security of the system.
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Figure 1 Overall framework
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Table 4 Reporter lookup table

DecAddress AgeAddress DecType Order CreScore AccAuthority
0x3¢7539¢d57b... 0x3aeb636247... Smoke 1 173 True
0x3¢7539cd57b... 0x3aeb636247... Smoke 2 1/5 True
0x3¢7539¢d57b... 0x3aeb636247... Smoke 3 -2 False
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Fig.2 System workflow

Algorithm 1: creEvaluation ABI

Input: address, type, timestamp, hash.

Qutput: result(update,reward).

Require: result.update — False, result.reward
< False,

timUpdate( ) and timQuery( ) of timestamp list
ABIs.

1: Create a timestamp array timestampArray/[ |.

: timUpdate(address, timestamp).
: timestampArray < timQuery(address).
: get C, (address, timestampArray) using (2).

: create an Entry Contract instance entry.

AN L B W N

. if entry.accControl(address, C,.) is captured
then

3

: result.update — True.
8: end if
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9: while true do

10: check the block containing the report.

11: if the block containing the report is gener-
ated then

12: get P.(C, ) using (5).

13: create a transaction(address, P.).

14: send the transaction to the agent of the re-
porter.

15: result.reward < True.

16: break.

17: end if

18: end while

19: return result(update,reward).

5 LRERSHH

51 ZESHRE

x5 LURSHRE
Table 5 Parameter setting
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Figure 3 Credit score changes based on behaviors of
edge device. (a) When once abnormal behavior hap-
pens. (b) When twice abnormal behaviors happen. (c)
When three times abnormal behaviors happen.
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Figure 4 Relationship between reward and data up-
load periods of edge device
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