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Abstract Due to the rapid progress made in quantum computers, modern cryptography is facing great challenges. Many
digital signature schemes that have resistance to quantum computing are proposed, and the Post-Quantum Cryptography
(PQC) standardization is launched. The Leighton-Micali signature (LMS) is a kind of hash-based signature scheme. It has
relatively small private and public keys and its security is well-studied. LMS is selected as a standard scheme for the PQC
signature protocols by the Internet Engineering Task Force (IETF), and in the meanwhile, it is recommended as one of the
transition schemes by the National Institute of Standards and Technology (NIST) before the PQC standardization finishes.
However, the low-efficiency in the key generation process forms the bottleneck in practical applications of LMS. In this
article, for the first time, the FPGA-based hardware accelerator is introduced for the LMS scheme. Firstly, we replace the
main hash function SHA2 with SHA3 without loss of security. Then, we propose a hardware/software co-design, in which
the hash function is offloaded to hardware platform. The co-design can achieve all the procedures of LMS: key generation,
signature, and verification. It provides a reference for resource-constrained LMS applications under the Internet of Things
(IoT) scenario. Moreover, we propose a high-speed key generation architecture to accelerate LMS. The architecture is de-
licately devised to be scalable, supporting all the parameter sets for the LMS. The internal hash modules are specifically
developed and deployed based on the application scenarios, and the degree of parallelism is carefully designed to achieve
low latency and high hardware utilization efficiency. Moreover, the control flow is well managed to accommodate differ-
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ent parameter sets with constant power for the consideration of anti-power analysis attacks. We code our design with Veri-
log language and implement it on the Xilinx Zynq UltraScale+ MPSoC ZCU104 FPGA. The experimental results show
that, compared with the superior software implementation running on an Intel(R) Core(TM) i7-6850K 3.60GHz CPU with
threading enabled, the new design achieves 55x to 2091x speedups in different parameter configurations; compared with
the state-of-the-art works of LMS, the design achieves more than 17x speedup on various platforms; compared with the
work of similar scheme on FPGA, about 70x speedup is realized.
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implementation; field-programmable gate array (FPGA)
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Figure 1 Array path of LMS signature
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1 OTS SHE
Table 1 Parameter sets of OTS

BRI ots type Wa A bR H WA %t n/byte e w ZH p B K sig_len/byte
SHA3 256 N32 W1 SHA3 256 32 1 265 8516
SHA3 256 N32 W2 SHA3 256 32 2 133 4292
SHA3 256 N32 W4 SHA3 256 32 4 67 2180
SHA3 256 N32 W8 SHA3 256 32 8 34 1124
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LM-OTS I 75 B BN AR FE— 2, B ik B e 3L
Hh gz A PRI 55 (R A A5 B8 BOEEAT R Y, MOR T AR
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%2 LMS 3%
Table 2 Parameter sets of LMS

ST Ims_type WAy BRI H WA m/byte W& h
SHA3 256 _M32_H5 SHA3 256 32 5
SHA3_256 N32_HI10 SHA3 256 32 10
SHA3 256 N32_HI5 SHA3 256 32 15
SHA3 256 N32_H20 SHA3 256 32 20
SHA3 256 N32 H25 SHA3 256 32 25
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Figure 2 SHAS3 function
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1. FORi=0;i <24;i=i+1DO

2. THETA:(0<x, y<4, 0<z<25)

3. C[x,y,z]zA[x,O,z]@A[x,l,z]@A[x,2,z]
@A[x,3,z]® A[x,4,z]
D[x,z]=C[(x-1),z|® ROT[C(x+1).1]
A'[x,y,z]=A[x,y,z]€r)D[x,z]

RHO:( 0<x,y<4)

A[x, y,z] = ROT(A'[x, y,z],r[x,y])

PI: (0<ux,y<4,0<z<25)
B[y,(2x+3y),z}=A[x,y,z]

10. CHI: (0<=x,y<=4,0<=z<25)

11. A[x,y,z]:B[x,y,z]@

(NOT(B[(x+1),y,Z]AND(B[(x+ Z)J»Z])))

X =N n ok

12. IOTA:( 0<z<25)
13. 4'[0,0,z] = 4[0,0,z]® RC|z]
14. END FOR

232 OTS 4N AR A

OTS X AL VL P A SR AR S A R
&, VLR T A A

OTS FARHAE LN 2 Bion: B NBENUAL 1
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priv_key = {ots_type“I”q [ x[O]“ . .||x[p]};

1. #3488 ors_type 53 1 WESH p.

2. FORi=0;i< p;i=i+1DO

3. x[i] =H(I||q||i|| 0xﬁ’||seed);

4. END FOR

OTS AFAEMEIEINE S 3 Fion: SABHLE
I, ZHCEEM ots_type, —A> OTS FAHH, #irth—/> OTS
AN BRI x R AIME, T T A
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Ik AR5, BRI BN B RS A A
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RO i 2 IR H, WEIEER j 2 1
TR S E . W TKED p B x 75, 4T p A
KA, [RFHIKER p )y P ¥y FPHI5 I q,
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OTS A~ HI FEA H 7 Ko

B 3.0TS APIERRFE.
BN 16 “FHKIIBENIEL £, 32 T K BEL
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22 Journal of Cyber Security {5 E 424 F4)k, 2021 4F 11 H, 5 6 &, 7 6 ¥

firthi: OTS 281 {ots_typelll||q||K};

1. 145 ots_type 5EK 1 WESH p Fw.

2. M priv_key 13 3] x [7 5, MENLEL 1, F1Z
# q.
FORi=0;i< p;i=i+1DO

> w

tempzx[i];
5. FOR;j=0;j<2"-1;j7=j+1DO

6. temp = H([”q”i”j”temp).

7. END FOR

8. y[i] = temp;

9. END FOR

10. K =H(I||g|D_PBLC|| y[0]|-.|»[)-
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PTS _PRIV[q]=

Ll

OTS_pri_key_gen(l,q,ots_type, seed)
5. END FOR
6. WH q=0.
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(125 MH.
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2. IFr= 2"THEN
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4. ELSE
I|[r]|D_INTRY|
5. T[r]=H .
T[2*r]| T[2%r +1]

6. ENDIF
7. END FOR
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3 AXTE

AICSEILT LMS PR R R R 48 x
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L SHA3 BRI ST, B N st [i) R 4,
B G S A
3.1 SHA3 HREFERIKIT

WA PR AUE HEAS LMS 25828 i B2 b A% 0
TR, AR O e T 2.2.1 gL,
TEIX A LA A TAE h s bl H SRR
3.1.1 KECCAK &t

SHA3 256 F1#Z% 02 [ KECCAK AE 411 P 3 iR
A5 1, AU F 2B S THETA, 10TA,

E@o THETA [»{RHO/PI/CHI %
KECCAK_IN Il KECCAK_OUT

COUNTER

NUM—>» IOTA

E 3 KECCAK #&3k
Figure 3 KECCAK module
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7No KECCAK HEHRAE 1T A — IR PEnT e 2 Ab 2E 1600
FRA IR 4 N ELAE 27 ANIHpf R 35T P 58 a4
3.1.2 HASH_X F1 HASH_LS

HAE 20 30 5 nl g, 7SR O R, KB

e B A A R A, — A T A E K, S —
Foft b BEAN T8 B o AR 25 0 A5 R B N
% 3 R,

h T A RIS A5 B b PAD A 1) 52 2% B O F
A R R RE, el T o A A
HASH_X 11 HASH LS.

*3 BREMAESKE
Table 3 Inputs’ data lengths of HASH function

i 5B AN Ee (7 1/ L)

B (7 /LR

2

1, q, i, Oxff, seed

55/440

16/128, 4/32, 2/16, 1/8, 32/256

3 1 q, i, j, temp

G ) 16/128, 4/32, 2/16, 1/8, 32/256 33/440

3 L.q. D_PBLC, 10}, = y1p] 20432x p/ (20+32x p)x8
(M K) 16/128, 4/32, 32/256, -+, 32/256

5 . ~h
> I,r, D_LEAF, K[r-2"] s4/432

(M5 20 16/128, 4/32, 2/16, 32/256
5 1,7, D_INTR, T[2#], T[2r+1] 26/688

(8T R0 16/128, 4/32, 2/16, 32/256, 32/256

HASH_X(¥ )M T4 377580 X H X<=1088
(e KA, A& PAD Bt 55—/ KECCAK #
B, PAD MEH% I NIST ArubReii N AT Kk
1088 HLAUAF LLRF AL £ gl . LMS b REH, i1 5
BEHA R AN — B B, H HASH_X BEHRsE
K AR K LU A 75 P4 15 PAD AR b5 47 i3 A (i
SRR AR 3 WA, e BEAL ) e KA 440 LE
R 432 LURFRT 688 LUAE, WsBRE 21 HASH_X
4 HASH_440, HASH_432 1 HASH_688.

HASH_X_IN - PAD | KECCAK [ HASH X _OUT

4 HASH_X i
Figure 4 HASH_X module
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HASH_LS_IN ~ PAD {— 1S

FIFO_FULL ——

KECCAK

HASH_LS( 5)H T4 #7140k 1088 bk
A E KR . o N EA 1 eI 78 (PAD) o K
“h 1088 EURF BT (143, HAE #9847 FIFO (Buffer
FIFO)HEAT R AF A E] Ny 1088 LA 8 1 20 It
(STREAM), FH#H TR, ZBEHFRMUX) 52
B BL#(DEMUX) H T4 B 217 KECCAK %A
L KECCAK T 4% % A\ 4 #1 4 {H (INITIAL
VALUE) 5 55—~ 1088 LLRREL I Kot i) 5 o, H
KIFZIHN K % KECCAK ] 1600 EL454 HEIR
A(STATE) 5 4 ai s N 111 1088 LLs Bk (1) 57 sk A
IEAH A & 2B T A 0, HASH_LS BB
HI ) KECCAK IRAMH, 1FA%> HASH_LS i
Al .

T2, HASH. X BEH I FE e I b ) 101
#(Clock cycles)Z5 [T —> KECCAK HEL i #E 1 )

— INITIAL_VALUE
: j

L » HASH LS_OUT

DE
MUX

5 HASH LS ##
Figure 5 HASH_LS module
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BRI, BRI 27 AN BRI T HASHLS, i
NBHR KA X(X>1088)Hf, P KECCAK A
i ZREAT] X /1088 | kit 5%, ¥ HASH LS £/bif
27 x| X /1088 | MRl %o
3.1.3 HASH_CTR 1 AXI_HASH &k

Bt R T A2 Bl ) R 0 R U T S A A B T A
BRI EARE T ) HASH_CTR
AXI _HASH 8, HASH CTR % GP # 1 ({
AXD B BUR S L, Bl PS W IF 46 15 5 M
32bits It & #H . AXI HASH 7 SHA3 256 #%
DB F A, A5 FIFO A&, 1 FIFO P HU %L
P UE4T hash i85 .
3.2 HmEthRERFILIT

T AR D AR N T 3 5%, Al H BCRE AT By [ 7 5 7
FEAAE ARM % AT hash pREGEHIZE S FPGA
I, DAREE ARM 53, 5 ARM &R EE 211
B EIRPAT HAB I BE . AP [ R Ge 1) R Ay %
DIWETIESAE FPGA LIAT, HAayshlZ i
AT o AT EEA A [ RGN TZ & S
L/QU LBl

DDR_CONTROL
LOR

321 R&ENE

wiE 6 s AR R E I TE R, SR
Xilinx AH] ZYNQ 42#f) FPGA JF &R, PS (Pro-
gramming System)3iii A 4 T8 1¥] ARM 1 & [ A
Z%5, PL(Progarmmable Logic)ifi & T FPGA 7]
AR RS LMS AP HIZ H th A £
ARM AbFREE ESEIL, 0 a 5K HASH Bk fE
FPGA LizAT, W7z il AX14 il i)
GP(Global Purpose)% Y HP(High Performance)f%
AT E A e . ARM K% 40T HASH B8 [f1 9K 35 R
H, PG5 th GP 4% 1 4% 2 PLANA I 25 A2 v, 4k
Wit HP % 44 % PL ] FIFO 2547, HASH_CTR #%
Peohb B A AE A P I E, A T2 R Bl
AXI_HASH =8, i EmMAEH S8, 25
5 JE AXI_HASH BEHURSERUE 55 “17 , H
HASH_CTR BHCRAERZAE 525, K HASH iz 5
(o4 25 R S G A SE AR VB B GP &4 & PS
fil] DDR 1, ARM 3ii 5 1l DDR HH bR Rt ik (R4, 240
I E) 58 Bk U IS, B2HL DDR A A7 7 45 SR bl
MY, el — KA IEH .

HASH_CTR

6 REhARGENE

Figure 6 Overall Design of Hardware-software Co-design
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SEPl PS 5 PL 2 1N RIE A, B4
DDR 1 — Bt [ii] sz bk Rl A5 A A Linux &
Se R mmap(), F DDR A7 — B £ I i) 21
RGP EE, 13 R4 5 PL AL R 1%
B bl ] AP S e, ATIAELS PS %5 PL %ifE
g A LIRS

7 AP R AR SIS . PS
Uig(C W T SR PL sk E 2k B AXTHE: 14
HHHEE L mmap() & UL B R G0 B UHLEE, JRE

Wtk 93 HC4s enable Y5 valid WA .. Enable R
valid WHJIEAE 9N True M1 False. X4 valid 4
FASLE Itf, PS 3 2E NEFAAELF PL S 58 W Ay is 5,
PL % 5¢ i A I8 57 J5 44 valid &} True. PS UipF ik
HAEH, JHHE enable Flvalid 1575 .
3.3 HPEREEHEI

BT LMS HRFE I S K R 3 AR il B, A TAE
(PR S A B S 18 OTS %5 4H AL i At i
it FEIE LMS s, B a5 s
MR
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os_virtual_addr mmap(Axi_GP_addr phy_addr
: BUS
Enable/valid _ | Enable/valid PL
PS IAxi_ GP_phy addr
hard_hash(int *in, int *out, int *enable, int *val
1d)(_ ) process(int *in, int *out, int
int z.iata, *valid){
:val;g =_F¢:a:i // data_out = hash(in);
enable = H memmove (out,data_out,256bit);
while(valid == FALSE){ valid = TRUE;
process(in,out,valid); } ’
//do nothing, wait the PL to return out
enable = FALSE;
Valid = FALSE;
}
DDR
Data_In Data_Out

7 PSim5 PLiRBISIZE
Figure 7 Communication and control logic between PS and PL

3.3.1 OTS &y 22 (OTS_Gen_y)

M 3 g, HHTEE 2 HEE I Ay P
BT, WA s N A R R AR K A
AR, 340 55 TN 440 U, WO AR B ADR ST
JCHEATE M . Bk, KL 2 HEE 3 Iy P

G A A I BEvh, 550 3 i e AT AN
S8 K [P A5 VS R 3R 00 T o AN B S 4H
TSIk 2 ALk OTS FABH S 559k 3 W AE ik y 7
IR, RATFRZ N OTS_Gen y Hibk fnld 8
FTm o

{34k j,temp}

A 4

MUX

{34k, 0xft,seed}

HASH_440

y[34k]

{34k+ij,temp}

MUX

{34k+i,0xff,seed}

|

HASH_440

—»  y[34k+i]

(34k+33 j.temp} >

MUX

{34k+33,0xff,seed} —»

|

HASH._440

MUX MUX

L y[34k+33]

E 8 OTS_Gen y 1k
Figure 8 OTS_Gen_y module
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Wl o WA TAEAE HASH. 440 [4bFE F3ERE T 34 JF
1T o XFEW T AT LU 73 5 AT B v (1 s S L 56
A0 AR B, 7 B SE I g K B ) FH 2

TR HASH_ 440 Bidk, prieih8n, Hlin

BENLAE 5 & R R 5 | {E (index) 5T N 3] HASH._ 440 1,
IEIT HASH_440 I th &5 8- 0 —A> OTS 0 4H; {rhl
JaTEE A, ¥R GME indexs EARRE ] 5 %
HASH_440 [¥)%i t (temp) F3- UK i A\ 2 HASH._ 440 5k
o XFEEAR 2"-1 WKE, ROIMEN index 1
HASH_ 440 B Az (1 25 S0 N 8032 3 th i) y P 4]
1] y[index].

T p=34 MSHLE, LIREIEPIT 14 T
p>34 SR, X 34 FHATEIE s BT
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[ p/34 %6 WX MNIATHREOH AR T k2o, WS k
AT, 25 @ A HASH. 440 [FREER 5N R 5111
N index=34k+i, WK 8 Fim.

TN QUL R, 4 HASH 440
(R e AT LI S 21 OTS FABHZE 5 A B A 1t
ANHr B, HEHT LMS 0% B AR e B AR R 2
BT P TR 2" AT R 44 I AE, HASH 440 itk
(1) 52 FH W AN 256 B 130 1) B AR 503 P2 AR s i . 7
p>34 WS HET, s — REAR, &9
HASH_440 HEHASKRA TG ZHAT IR, (AfEA TAE
vt B Th A A B A OE A
BHTIEH . W p=133 I, TEHAT k=4 FeII 5, MifE
55 4 BT, 34 MBS 32, 330 34 Bk
FERAT VAT, AR NS H 16 25 S35 O T - IR R
TR I A, WA VI R S ELE E T A, DAL
A DA —E R EHCA ) R ik
3.3.2 LMS AHHEREEM

W—#Br C s LMS RFE R e, X
I LMS AHA BB, A TAESE R 1 T
JEREH, WK 9 fior, LMS AL A LMS 2
AR R Ay R AR B(LMS._LEAF GEN) FIR A
J(LMS_TREE_GEN)P 45

LMS_LEAF_GEN

3[0:p-1] OTS_Pub_Key
% —» LEAF
oTS_ HASH HASH
Geny | pipo puLL | LS | 432

{Lr.D_LEAF}

LMS_TREE GEN
T12r]

ROOT BUFFER

-
HASH
688

A

(Lr.D_INTR}

DE
MUX

T]2r+1] e

B9 ZHEMMRRIT
Figure 9 Top design of key generation
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THEL PR R A TE AN W] AL UM b

T e — 49247 1) 7 A7 % (BUFFER), Ith41 7
TER I RST A hX256 LR ATTERUR, #2fF4%
[ AEAS A7 BR & BUFFER[:], 2" BUFFER[i]#f 2&
256 LUkE H. 0<i<h. BUFFER F LASEREET I A W 2
TR I ORI AT A A
ROIHATRRC, WU | R A SRR, 12X
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PhRE %Y A 27, HASH LS T AE I b 350k
[ px256/1088] 27 o IFERFEIIE AT UL 4. AR
BUME 1T RSN PR T RO, A A - 1>
2" +[ px256/1088]+1 HI 2>2"+[ px256/1088 ]+
2. SR 1, WTREMBL BTN A S/ il AL AT
h>34(MEIS p=67, w=4). (HIRHER 2, H AT 7 BHERE B
KAED 250 SAEHEREZHUR T, AB PO LK
HREER AT LAAE AN ISR S0 R Rt 58 s R 5

x4 HFHRE5RMTRITERSHE
Table 4 Computing clock cycles of leaf nodes and
internal nodes

7 vk SN B PR TSI B ()

2" x27+| px256/1088]x 27 +27 (h=1)x27

3.4 REMSW

AL TAEPHRE R LMS J7 S 0RO v 5 R 2P
SHA2 BHUEHE T SHA3 BB, % TIXAEi#s,
7 BN 2 VAT S A
3.4.1 SHA2 vs SHA3

MIE TS 24 PE A B, AE NIST M b S
LR, SHA3 BA7 SHA2 BT <Atk RE,
F4E 128 Lbir 2 4ol FE (M Pl diE M (Collision resis-
tance)FH 256 LUARF 224> 0 B2 B J AR Bt 12 (Preimage
resistance) . M EHT 2 IR BCdi (2™ preimage
resistance) /7 [l, SHA3 pRE) 2245880 256 LLAkE,
SHA2 PRV AR 256-L(M) LUy, b M 2
BN EUR L, LM — AT MOEHESOIEAE R
PR WU, BB, SHA3 (1T 24
PEPEREBROE T SHA2 bR %, L(M) B AT AKX N(12).
3.4.2 LMS &4

X4 LMS 7E N 1) HBS 7 %, il 4tk
SEASI T L b SR (R 75 bR B e U 0101,
w0 bR, OTS H i H G A bR ESORT LMS % (1) A 58
AT R G A5 R B0 AN, ECR T B 1k
S9UG Ay R B B IO, S R FH A [ 1R P A
RE, i LMS SRS % R IAT BAR 5% T AR
SHA2 pR %, [KIt, LMS J7 &2k 58 i T
K HH B — G Ay R PE . T AE IETF A (1)
LMS SCHRHPHRS, 510 S R0 E ] SR R
7 B 8cin SHA256(RI SHA2) R SHA3 e 8, (e %4
HFRRUEANBW IR T, B A w I A

s RN eI
4 EREITE

PEREVEAL J7 100, B ) 2R G A g A B T 1Y)
AR 28R 73 ] verilog SEATSCEN, Z5A 5 Sl #2
KM T Xilinx Vivado 2019.2 A EDA T. 1., ARM
1 FPGA V-5 1%+ Xilinx Zynq UltraScale+ MPSoC
ZCU104 JF KR -

4.1 EHEIZRS

ST AP R R g8, A i S VR (3R 5)TH #E
5013 ME#k LUT(Loop up table, LUT)F1 9838 /Ml
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LUTs 5013 230400 2.17
FFs 9838 460800 2.13

75 w=8 H h=5 MSHT, BRI RG22
9 s Ao A7 58 B A o o 32 BE 1 I [R]H FEYE FPGA
5 ARM [ G bR . X P avERg, it H o R
B 30 8 T — AU AR, LR AZ O T B, Kl
PEIEAG LRV AE 758 2 I Bh G B PR SIS R 7 e
B HBEE w k5K, AR R RS A B
T SRR I s bk, DR, H RTA ST S
AN RSFISECR I T TERE, BT IR
LMS B [F] R 48 10 0 AR R, R RE T DK i 48
TAEFE ALY N 3755 RS LMS 1IN ) 44 g
5%,
42 EREMZEM

T B BH A R B A SR, R I
HASH_LS BHe b fifi I ¥ FIFO )X <1y 64 X 1088 LA
WA BB ) BUFFER RSPl 32X256 s, Bl
AVFIIERM A 320 R T HHBARILA TR
B, B IRATT RN 1 BRGNS 5k
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4.2.1 MATHEER AR T 82.75%MITTHe . 27.49% 1Ml % 3 F1 5.45%
Vo, FESCLE A, TERK TAEBIER R, IR IO ST,

AR RS (e A BB (K BE U IR LR 6 T

AR T SRR IV U A _E, HASH. X B "7 IERRRAALEI L

HASH LS K 190 7 0 S22 5. Jmk, T Table 7 Comparisons of throughputs of HASH mod-

HASH X MUg R Sk (7 5aR A7, A S aish b — :Emﬁ% ——
FH 17 ik 22 (Block RAM, BRAM). [HIIt, it ia 754 : — :
HEAT 4) TF BV S) T A TR PR 1 45 R« ol Vinewo f 5830
[36] Virtex-7 o 13963
£6 MAERAREHE . 14876
Table 6 Resource consumption of HASH modules AT UltraScalet %\ 14103
BEU & 13297
s TOm — SRS (T @ S T i E T Hb % KECCAK-1600 1
HASH 440 2661 2300 5 SHA3 Mi¥l. @ ATAEMEEEH BRAM {7053 5% . HASH_LS
R HASH. X K. )
HASH 432 2943 2296 0
HASH_688 2927 2551 0 =8 THERSENE
HASH_LS 6502 6175 7 Table 8 Resource consumption of the key
(7 AL HASH LS BiberP ) Buffer FIFO S} 64x 1088 LLAR) generation design
BEU Kot Rt 7 L6 (%)
D9 S M A T A v i A R v LUTs 190660 230400 82.75
Pk, X S Ay BEAT B ORI RO TS Rk R k5, I FFs 126656 460800 27.49
TR G TAE B &5 R FAT XL, sk 7 P k] BRAMs 17 312 5.45
W, A TAE b G A5 B A ik 22 5 A 50 AR v] ik 3]
MR AR H i A TR AR LMS 7 %N H B %A K T LMS WU 41 A4 i I FPG Al
BB RENE, XIS A B EAT A UL I vk 88 ARSI T RA, ARSCIEE A 12T HARSE & 1 A%
B, A INEEATT R KHEAT R LG, S RWRIPTN . T EE R AL, H
422 HHERENY T SCHR[291 R SCHR[30] 1 CPUSE L 45 J C &4 1 3¢

ST HEAN B AR, KRR A B BR[23]R A5 R, AEUE A PR BESCHR 23] P Mk RE . R
285MHz LA E, BREIAENG DL 8 Pias. thk  nlAH, A AR R 8 A4 i S A AT T H A Sos i)
FIH, AR SO AR R R TERE AT B R L, o) TARSEEL Dl SR LE .

x99 SURETTIERYZAE IR AT LE

Table 9 Latency comparison of key generation with previous works

ZEHT (ms)
WEh b ___ miL
ARM"%/ [31-32] CPU""/ [29-30] FPGA"/A TAE

8 5602 - 0.748 7489.3 X

> 4 702 - 0.097 7237.1X

8 179268 - 23.90 7500.7 X

10 4 22470 - 3.059 7345.5X

8 / 13720 764.8 17.94X

" 4 / 2519 97.83 25.74X

(1 @ ARM “F-£ 4 STM32F4DISCOVERY JF &AM, HH HAT 32 fi ARM Cortex-M4 [f] FPU W%, 1-Mbyte [N7F ROM F1 192-Kbyte RAM.
@ Jtib ARM T & 1 TH S IE I AR 4 SR 228 SCHR I 810 Cortex-M4 8K TAES 168MHz 154 H. @ 3+ SHA2 iifi. @ CPU %!
“Z 4 Intel Xeon CPU @ 2.20GHz, HATXUAEHI 7.68GB RAM. ® T SHA2 E#t. © #:T SHA3 E#L. )

T LART 0 TAE T ST S BN L HS AL B S PR SO, Brbrite 2% SO PR A (0 T U5 AR
TR SHA3 (1) LMS S23, FATEBEAT T8AE 1407t SHA2 256 W5 75 R 30 i SHA3 256 PR 4L,
PR, JRRARTAER) FPGA SEILS A SEIMEEATRT  IFAE Intel(R) Core(TM) i7-6850K 3.60GHz CPU #EAT
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T RVFZLFENSEI . A TAES 1% CPU [IE I
W 10 fios.

%10 CPU 5 FPGA SHIAYERT ¥ LL
Table 10 Latency comparison of implementation on

CPU and FPGA

WEh  hw  CPUZEN(ms)  FPGA #Eif(ms)  fnikith

8 1450 0.748 1938 X

4 180 0.097 1855X

: 2 100 0.103 971X
1 110 0.200 550X

8 46320 23.90 1938 X

4 591 3.059 193X

10 2 325 3.229 101 X
1 366 6.689 55X

8 1599110 764.8 2091 X

4 19575 97.83 200X

1 2 10422 103.2 101X
1 11889 202.8 59X

AL H, ATAEN FPGA sZBUAHLL T H §iee
L) CPU SEIL, EAFRIMSECE, HA 55~2091 %

(IR T 24 h=5 H. w<8 [IHE, R THTR5)
K, S35, AV R, SAEse b BAR
T RIE/ME CPU H— SR S [ s ) A Bt 2 /D,
i FPGA SEILH B3R FHEEOUIL 1Y h 5w
SRR, AR w6 Y (3 B3R T Ak T
&, BEASHERE L.
423 5 XMSS i B ATE

1T LMS #1 XMSS 77 I AHRUE, 75 LMS B
AT TAEAREO T, SMHIER XMSS
KK TAELRB AT €M HERE L. T
XMSS %, HitC &g 2 s S5 4a T
YpUS26-2T33238390 R i, X4 TARR 24 T
ARG AR R . FRATTAEER T H Ay SCEk P ST
XMSS S804 el F (v e A 27128 fe b ) &
AEEY . AL S B ) A b S AR A L,
5 11 Fin. T LUE H, fEIE SET T, 41
BT XMSS AT SEIL, A AR B8R S BL T ke
PN R I L, AHEE T XMSS ) FPGA S28, A
TAER ARSI T 2 70 A5 NI LG o X0 Ee
HE— 30 U B A A P S B AR R A s s 1 v 5k

&1 5 XMSS K% AL RGE R EE
Table 11 Latency comparison of key generation with XMSS

TAE Ji% & A R W h b w fadis)
[31] © 5 4 145s
[32] XMSS ARM"™ SHA2 10 4 95
[38] XMSS FPGA® SHA2 10 4 1.68 s
[27] XMSS CcPU” SHA2 20 8 25h

PN 5 4 0.748 ms

T LMS FPGA SHA3 10 4 23.90 ms

fk 20 8 ~2.455"

(F: O ARM fLE 5 R 2R 9, sk AR SCh 5 LMS AT ) XMSS_SIMPLE 5 .

(@ FPGA M5 % Xilinx Artix-7 25, @

CPU /52y AMD Geode LX800, B 255MB ) SDRAM. @ IEHEHEE 10 th A=15 HMEuE it d . )

5 R4

A TAEE AT R AR F, X LMS
HA%O K SHA2 MRS SHA3 R4k, 4 LMS (1)
RUEICE AT TR, B4, A ke
T A PR AR P [ R G %K P [ R G4
b BD BRI b, AT LMS SRR T A
R I I, 54 LMS 8EAYBE M 37 50 (158
bR B T 2%, [F, B BRI LMS 254
AR R, ST R TR 3E T FPGA
ORI IR LS o ZEZINEE B BETT b, 2T bl
R EAT R e ik, s 3R . 2Rk 5

THATERVFA R S EERTE LT, R IR
IR %S5 MIAE FPGA LISl L3R, B agf):
SCIRAEIE REVERE EORRAR TAE 481 CPU S,

Kk, FATE O LMS B LEP) [ R G s 4]
RS A FPGA BRI 7%, LUK LMS
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