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Abstract Public key cryptography plays a vital role in the security of nowadays global digital information systems.
However, with the development of quantum computing and the emergence of Shor's algorithm, the security of public
key cryptography has been potentially greatly threatened. Therefore, cryptographic algorithms that can resist the attack
from an adversary even has access to a quantum computer have begun to attract the attention of the cryptography com-
munity. The National Institute of Standards and Technology (NIST) has launched a global solicitation for the
post-quantum cryptography algorithms standard. Among the participating algorithms, the lattice-based algorithm scheme
achieves a good trade-off in security, key size, and operation speed, so it is the most potential post-quantum encryption
algorithm scheme. CRYSTALS-KYBER, as a lattice-based Key Encapsulation Mechanism (KEM) algorithm, passed
three rounds of the global solicitation for post-quantum cryptography algorithms standard. For post-quantum crypto-
graphic algorithms, the hardware implementation efficiency of the algorithm is an important evaluation index. There-
fore, this article explores the realization and optimization space of hardware design for the three main modules of
CRYSTALS-KYBER (Key generation, key encapsulation, and key decapsulation) under different parameter sets, using
the high-level synthesis tools (High-level synthesis, HLS). As a high-level hardware design method, HLS can be used to
efficiently and conveniently explore the hardware implementation of different algorithms. This paper uses the HLS
tools to analyze the software implementation of CRYSTALS-KYBER, and try different combination strategies to opti-
mize the HLS hardware implementation results, and finally obtain the most optimized hardware structure. At the same
time, this paper provides a tcl-perl collaboration script to automatically search for the optimal optimization strategy and
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obtain the optimal hardware structure. The experimental results show that the performance of the obtained hardware can
be greatly improved by moderately optimizing the loops and timing constraints. In comparison with the state-of-the-art
software implementation, this paper shows an obvious performance advantage. In comparison with the state-of-the-art
HLS implementation, our optimizations of Kyber-512 improve the performance by up to 75% for key encapsulation
algorithm and 55.1% for key decapsulation algorithm. And compared with the baseline, the performance was improved
by 44.2% in the key generation algorithm. For the other two parameter sets (Kyber-768 and Kyber-1024), the same op-
timization effect is obtained.
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tion

WNHE 2 R BB E S RAEMMERIE T
AR M R 08 T s B = A
i he: AN SR 4 . B
Ay, IXLETFe FHEE T Diffie-Hellman ZX4HAC e .
RSA SR RBIRT ECC 55 B A )25 55 i B3k K S
IR 2 A PR T IO T TS B ) ) v A
HMERE o

WAk, B R R  sL  wr
FEANKAG BIHEVERIIE L . 1994 4E, Peter Shor 1iE Wi
FH 7o ML AT DAAT S5 i K S8 250 R S 1 IR 2
H2 ) 8. Shor #5 T —FiFRBUINIE VL, AT H TR
P2 LY DR A HE s 1) R, 48] T DK 5020 A R 8 ROR B
SRR ) FL T K ) B IAR Y R G e A
S FLAE

Grover 182 50T LIRS 3 SR A I E 45 Wyt 4
R, R 3 2 TR A RO, Tt B
ARSI R R A . BARE R & 5E 4
R M HT S R G, (HIX AR IRATT 75 B4R w4
KN KARPTIL Lt o

[, Tk R P S 2 B A B aE A K
HUR- K (Michele Mosca) £, 2 2026 4, &
T B AT AT B8 AT R PE O RSA-2048, fif
2031 4F, B RUCHIRIh B R KL ] 50%,

PR, 7 SOL AR K 0 B R e AR 2
B[ A R R ) S P J ol ol g 0 1 2%
g (T ) P TR B S A e
LA R TR 38 R PR 22 A o B AR — 1, T A AR R
SR AR O, DA R FRATT T Tk A (A T 1
B M 2 A A RS

VE N 208 RS (W BT 1), 5 3 2
IR I EAE PRI R g . R & i SR = 718
HIEE I & T B A AR, &R 7L TET
EL M LR UL BRI RS, 2L

o}

[y
Jdu

HBUL G vt EHUR & 7 THE R B, i ] LAA
AT ) 24 55 30 A5 W isle B T A

5 H B KA BRI AE ARG A TR T
Ja T EVEAESE TR, 2019 4E 1 H 30 H, JFET
0 TRIEAE AR, IR 26 NEETEMEHUR . I
W O B R B E T LA R DU LS ST
KTty LT, LT 2R HMENETH
UR, XA A B S I R RR
Folt i - 00 B 2 T A AR ORI ) T B T) AN ],
LM S AR, HRES AN . fER e E L,
FEFAE IO SVLAE 2 A . ARV ST Fis S
WK B TR IR, DRI e A IR R TN
gy WO HAE 2020 4E A IS = H AL AR 45
R, VB — R TS I3 B e 50k, CRYSTALS-
KYBER JZh Ak,

JL4 CRYSTALS-KYBER %2 4 P45 3 7K A,
e R RaMAEERD . A WA
CRYSTALS-KYBER SHL#ET T {4 ¥ vk A
IR R . A SO T E ok A R

(1) B} KYBER H AR UE, ASCAEREAT
TR T T . AR ST T CRYSTALS-KYBER
(1) C B F AR, TR T A bR BRI AR A 1 U
KA

(2) i FH HLS Z545 50041 CE 5 AR, @t 7E 3R
JE TERVIE IR G K AT e S (IR R o A, BB
()5 M 4 g N5 e

(3) AT ERAT R A MR, At T
tel-perl IAFEY, HILLAZNZ1T HLS. %2/ Fidn]
DAR T30 5 & 7 R B 2 R &R

(4) RGBS TR
MR . E Kyber-512 1, = ANHEHL 4 5528 T
44.2%~ 55.7% F1 50 2% IR . ) T H e R fig
BRI, 5 ORI BB AR AL, PR ik
BT 75%F1 55 1% TE o BbAh, A SR L T
FRORITTA 55 2 Te) i 1 S8 4 AR RUAE



Bk 4% CRYSTAL-KYBER i E 5 Ak 25 4R R

(5) M FAFMIZELE, RATNEFIE R
HESINFA PN GEI IR

ARG SCHIA LB ITR: 5B N H T e E
T In# M CRYSTALS-KYBER, {35076/ 4;
I A IR AT TR S MR R R, SR DU
IR TAACROR, 5 Lo B 4540

2 PQC 5 CRYSTAL-KYBER

UL Shor FILA B A BET) T
SEHLR TS AE e R R N s S g A
KR RAE B 5 22 e, (0 AP Sk AER
KR B2 T AT s RO R g i) L
KEEE, KR Mpif e & T AHIER R,

NIST AR PQC S5 L B & pRp Y % 4]
dab e SR (AR A T DI R, KEM) AT B 7 25 44 5
EUN R R EOGERT— R, PQC ALK
KEM 72— P 72 A 2T B ANRFEH]
YN RN PO NS e L i s S VA E S I IR e p U
FEFRASIN T — AN ILERE, A A PIRIFAP]I A0 3t
ML 58 A R B . ANRERCR T LU
(R A ol o K (81 G Ay BR 0, R I A T

53

BER R A B 2 B RE v o B R e ot ¥ BN 11
s Ffg s U214 B, KEM R BR B0 35 35 41 26 1
WP dab 2 R A i e 2 ),

(1) B BG4 5T A A8 pk AL sk

(2) BEHELRGR B A pk, FEILXT pk 1
I, it LR ss DL S

(3) PR BT A AR B FAEH sk AN
WL ct, P I ERRE 55

7t PQC kb, BT IR B i Nr S AR ]
B R AT, BTDAZ R T S A T,

CRYSTALS-KYBER(E fij Bk Kyber) & — Fji &
TH& 1) IND-CCA2 % 4> KEM S350 Ho e 4 1k it ST 4
Fiks T fi# 1k learning-with-error [ 85 (1) R #fk 14 I .
Kyber 17 =F 244, Kyber-512, Kyber-768, Ky-
ber-1024, 45k s 454 1, 3, sSU, AR
TR R L B, =R SRR P20 45 R
ot et .

3 RIt=EIRE

R TERE, ARSI T 1 PR
FEAR R B TE ] o

Optimization
to Arrays

Code Code F Optimization

Analysis

Al Optimized
validation Desien
with scripts g

Modification t to Loops

Timing
Constraint

B 1 RERRIUTZERYRIE
Figure 1 The process of exploring the design space

TG, AW C R F AR BT A
I3MT, FHATRAL I B - 45, HLS S HF RTL 284,
A A0 C V8 5 90 'S MBI T Y0 UE . I B HLS 7]
PLA SN Verilog AAFSFN TP #%. 5 N5k C i
5 RIS £ Verilog ARS ML AHEL, HLS - IR B
MR RS HE T —Fh B 7 SCPRAER 7 e R X
ML PQC FLVAREAF B R AT SR,
A SR T XS F BT (R R i d e b o 2R, —2% C i
A HLS S pr A SCE o T TR A
(1) Kyber £LH5LLIE N HLS MIEIN . Hem, HRIE T3
HETT R, RIATRAL), AR LHET =FAFJ7
S PLAL TS % o HLS $EAEXTE 4 (8 L RIE R 45 4
(IARAL o REAS [ (R B 25 46 m] N AN [ (R AR A SR s,
KIXBIE LSRR Toh, B R E RTL
WA EER R AP R ER H AR R

LR Nt T R RS L. He T Bk oA,
KRS T AT, A BR300 45 L2175
E, KRG EE M TTE
3.1 CEEREIHA

h T e R R AR R, Kyber ${IE 5
EURL C E SIS TRE AT, b, AR SoaE
A S Ry A 1

5 KEM ERE—2, Kyber W15 =4~
#: crypto_kem keypair, crypto kem enc, crypto
kem_dec. & 2~3 43l 7R T Kyber-512 )=/~ Tk
B AEH LRI E R . AL S EEER) Kyber
%, R REEA S Kyber-512 — 8. LG EWM
AT, PR R DL R R 7Rk H AN 3L
f, WEPACKRIGI L. AT RE, X
(PR EH K s, HAFRIT . KP4 k5 ek



54 Journal of Cyber Security {5 E 424 F4)k, 2021 4F 11 H, 5 6 &, 7 6 ¥

hash.g

shake_256
(fips202.c)

o]

prf
[kyber_shake256_prf]
ic-shake.c)

load32_littleendian
(cbd.c)

y
(poly.c)

poly_basemul_montgom

polyvec_pointwise_acc_
(polyv \,
<

[sha3_512]
(fips202.c)

loopl

keccak_squeezeblocks
(fips202.c)

keccak absorb
(fips202.c)

orl
(fips202.c)

| | keccak squeezeblocks

(fips202.c)

2 crypto_kem_keypair BIiAF X RER
Figure 2 Call Graph of crypto_kem_keypair

Bl G 1 ek, BTSRRI
TEGAEIA GG o

(RIS, 02 1 %) D A e A W o dr Al A 7 X2
TBHEMCR Y. £ 1 B/R T Kyber = AN F R EUHI |
B A BN NS RN AR 2
BAEVOE . JEEI AT SRR NG tHIX LE LR R TT
3.2 CiEERMEM

HLS ASCHrHAL C B 5450, lnshas marsr
Fil, SRV RGN RGN, 2507 K
& HLS Wit BERE IE W 1817, AR IO R aa A AT
T /NRFE

B, AR BN randombytes.c” 3L AF. A
PR%L randombytes 1 LA F 2R 48 SO A D BEATLEL,
1XJE HLS ASCFE#AE . RSO IESCR, WAk
I N 1) DY BEATLECE M, 2 Ja AR gk AT 1)
RN R, TR BB S S B
SoN 11T = RS i€ AN I D N VAT 8 =N B
o R SERATIRE, AR Kyber (PANTZ R %L
ININT —A 32 bytes FIAMBHIAL 1 .

SAh, 2 B R 7R SRR AR s g 3
AN, X0 HLS AR ERE. 2181
K, AR SCR BN S RO L BT
AR SO WA TR B B AN 11 3R B s e
K4,

3.3 #eBsik

fE Kyber B3EARGH, — ok i 30t i ok
R A B R AR B B . 76 HLS %
TR, 2RI, gk 3 pros.

1E Kyber 1, $41i R RK, Fril# 3 g s
(RIBZH WS AN T % 1 A S, B2 43 T T
FEEL N IR A, $ mr s o e B

X TR T Z BB AN L (R 2), I Bl
ST LU s R0, {E R B2 T A AT L i
VIR B8, M A48 N A 55080 fR 25455 I8 1)
3.4 EIRRKE

SERAR KRR I e T 1E 30 A i 8] o Gt fef
BARAR A ERASE YR 2R 2 1] 1R 8 A5 ] T J2 [ AT S I £ 6
B, HLS #2407 PRI L Sz, gk 4 pros.



74 4%: CRYSTAL-KYBER flf &4k 25 [ 4R R 55

crypto_kem_enc
(em.o)

KeceakFL600 StatePermute
(fipe202)

keccak absorb
@ips2020)

shake256_squeezeblocks. keccak squeez eblocks
(fips202) (fips202)

Wy ]
} ] I
= | loopl | | loopl poly_frombytes. |

ol

N . |l ot
e L o e s | o e |
* o) | [AEe e 6ips202) (ips202) (ips2020)
=
.

opl
load32 fttleendian
(cbd.o)

loopl

3 crypto_kem_enc #1 crypto_kem_dec HIiE X R ER
Figure 3 Call Graph of crypto_kem_enc and crypto_kem_dec

x1 FE=RIREETIR Kyber HHVFZAE . X TR, TR 2

Table 1 The list of third round candidates IR Mo AR RS GRS, R 5 R,
Code-Based Lattice-Based Multivariate E AN s ,TJE fit gijj: m 5 , $ TR 53/ E PR ;& keccak

W Classic CRYSTSZLIBS;EYBER absorb. keccak squeezeblocks I gen matrix %

SR MeRliece NTRU ANERAEHR, A A KR, Fik, R4

e 22 CRYSTALS-DILITHIUM OG0 AR SRS . X S AR IR

Sk FALCON W B T IR R SRR




56 Journal of Cyber Security {5 E 424 F4)k, 2021 4F 11 H, 5 6 &, 7 6 ¥

F 2 Kyber-512 HUINMIHFEOREKE
Table 2 Input and output interfaces and their lengths of Kyber-512

Function

Input / Size for Kyber-512, 768, 1024 (bytes)

Output / Size for Kyber-512, 768, 1024 (bytes)

crypto_kem_keypair

crypto_kem enc pk /800, 1184, 1568

sk/1632,2400, 3168

crypto_kem_dec
ct/ 736, 1088, 1568

pk /800, 1184,1568
sk/1632,2400,3168
ct/ 736, 1088, 1568
ss/32,32,32

ss/32,32,32

&3 HLS fxFHAMLTZE
Table 3 Optimization methods for arrays in HLS

P 772 FAR A
i FEEER B 2 A, R AR i N R OFAT B, BRAIRAEIR .
K e W AN I — AN, AT DAk 3 R 2 05
K WSt ) R 1) B 4 2 AN RO B B — A R A
1) AT WSS T AN R B A 1R — B ) JC R BEAT A%
K A KR o I W 45, o WIECH S BT AP . T DARRIR BRI G, e AT B
F4 HLS FHEIRL LS
Table 4 Optimization strategy for loops in HLS
(CEEN R e B AR A
FERIOK ﬁﬁﬁi@#ﬁf%ﬂ\ﬁﬂfﬁ%\iﬂt kﬁ%ﬁﬁﬁ?%ﬂtﬁ%l‘ﬂﬁ%o T AR T A B T IS B4 Wk AT L
THG . ik, 2 W e AR R — s R
(NS LV IGIEEN S =R IE 2 Ve 276 avial N DN il 1N 1 Vel s
&5 Kyber RERAISHZ
Table 5 Loops in Kyber
TSGR PR BAT SR R BB R, B0 A B B e B P AN 3 JLABR A
R RIEN XA rp 25 T A S O A 1 oA e K

PEIN AL I SR I B A S TR .
P SR TR A e AN BR 23 A, FRATTA 2 LA A
R, FERR A X Se 45 T SE B AL

156, Kyber SVEHAIRZ LR W RGN, BT
(1) Ty fie A AT 87 5 P B AR SRR BB 2H A

X T HA 1 SN PX R IR, B S Kyber Hii
ZARH R EL, G RETT | Al 2 AN R
1BV AR o EARS TH AR PR THIAR, (HNX
IR EAT e 2 R T S B AP 275 3801 . i,
store64 F1 load64 WEINIATE 8, "CATE A FHAE
A RETT Al D JE IR o

A2, AVARAELL RGO, WK h
% T RRUFN SE SR 2 [R) S35 4 (R A Al > i A i S v
I, Hedn sha3_256 AL SN 64; ol ek Eh
PRI/ IHH, #1140 pack pk 1 unpack pk; B
(EEZ RO | S =2 S A o o [ I e A
KeccakF600 StatePermute o A% 3CIA A 1% L6455 i B i &5

A ALK e o

BRAh, A7 SEARIA A AT S Rk, IR
PR o BATVN b AN LA IX TR R R IE A
B e e R 2 AME AR AR o

ek, MBI ] G IE, WK LA X B
AL AT PR P ERAE A B RS K. MR K
2 PEA R MRETT, ORI i r i i B, 451 4
cbd PR¥. DAL, PYERTRIA ISR AR AR S 2>
I B AMEARIA K 2 U0 K 25 9 5
SO LR RAE RO, M S 2 R R A B, (H
R EGEIR Ty T R RE S ) Bt

SRR Al bR B 1A AT R R . FHRE
] OB PR, SRR REAT WK 2 LA, 25 B
PR e A T IS D0, 38 ) AEIF BT MR 22 o [
I, w5 H e KA B A PR P B T L fREA

Pt CA AR A AU AR AT S R0OR, R AT T 5T
Hopdo FATRAESLIR A AR FATHIWE 74T



Bk 4% CRYSTAL-KYBER i E 5 Ak 25 4R R

35 BIFAR

I P LR A B E 4 5 HLS et o 75
P B PR AT %6 B g, A A S S H S AR R T AR 3
(AT o SCHR[14170 8T T NIST (1) 7 s g dt B 539
Fl 4 FhE A L) HLS S MifE SCRR[ 14182 H 1
Ji &, Kyber 1) HLS Bl & #8170 I B & 114
15ns. TR SB B RWIA G, BATENRAH 2
TRAN [V R 7 20 AR 3 b 1 i

57

3.6 FHIZABmEIIE

Wt CL By AT, BRATIA3 B T kB0 A TR s 1) A
AJRIN . A AR OREh R, BTN LIAE A
o XA FETFER R EAER 4T, BT HLS 32
F tel JARESH], 7 WA ISR R I e 2 At
PQC 5%, BMI'E T tel-perl WAl AT oK S2 B
FH R A

RS IR 6 o LR Zhit:

% 6 tcl-perl thEIBIZAIZEFINEE

Table 6 The function of tcl-perl collaborative script program

e H A A
C RI45:H7 BLIE BR BRI AR BN o FEIRFMR T IR INERRE, 77 ()5 SR BT .
. . H1F HLS FERATOR AR IR T TR 2 YT tol JBIAR, DRIGARAR 35— v i o (10 ok ORIBR 45 LA JOR
FRAR A A 1

Kz HLS FER-I81T

BT TLEE AR

AR RE

[ 0PI SRS A4 AL PR JRIAS S A o

58 B84 IF HLS R/ 7 IR ST SLb 7, AR5 A B ML SRS 2 R AF L& R . fE b, nfikEH
FrREPE & T2 A PR AEREFPEtr el i, /RSB T AL E L TR 2%, HLS ik
HEEH RO, EaSBREF G & L. TATBEE T LR R AR vt ) 8,

EEH T 45 e B, AR % JS(BRAM. DSP. FE. LUT). ZERFIM AP 4. HEGE v LALIE
LR AE A, (TR

Al DU H AT A PQC Hik HLS R, HFFEEM C 5, Jdni HLS ASZHRE#EAE, #tnl s
it HLS M5 SLIIE . Ak, TATEFIRR I PQC BIEMILAL A% ).

il

ASCSEAS T Vivado HLS 2018.2 TR, JFLA
Virtex-7 VC709 1E g HARME -G o B i 18 I8 5 3
(R PR SIE G, AR BT (R IR 4 BBl 10 nse

[, 230 Kyber-512 1E 4 EE 05, %t
F AR A SR W AT B AT . A S HUER AR A
VWAL B85 BT 45 AT LR

T REFR AR, TATH LR JLAEE: Bk, A
TR TE, FRATT R L8 e (R RO
FEo IFEMmET DU kA EVERE, FF A LUT HO20E
AT DA SRt s A A S VT o bk, PERERTE U ]
(I P — N T A R bR AR O AR, &
AT LR i SE R e LAP = (FF+LUT) X clock
cycles fE—ANJEE. LAP 8/, YRR . 7R
WA, AT T AR L5, SR clock
cycle ANRESEAM E AEAN R B BP0 o) B 75 B VT S
LV S N i b 7 DR B S S -l N [ RS RTTE 2 72
TAP=LAP/f clk(WEI32)= LAP X clk(Ie0 8 1) 0 5
O HL s P e/ B YR B3 i A T R
4.1 AL

T~ =N T2 o 2500 D0 A &5 SR A AH (] 1 3

LEIX B LA crypto_kem enc BRI A 1 HEAT 15 HH

il 4 Fros, R A pg E i 1) P AR
Hert s VAT R Ay ) T AR A SR B i T Ak
Sy 1 (1) i 1 sl 1467 5 (o 11 A AN ASEER ) N
M), 7e 4 b, BEAAbR R T AR LA SRS .
FER B O AE S N 203 (AR b, R fil i 2« A kR
(% DL S IEIR o 378 D N AT I AL BR, e Ik
IB-TH AR LAP,

)T P SRR [ SR 1, A 4y B e i 1
B A Y5 B PR AR AR, AT 3R A5 1E [ DAk 1R 2
o (HE, XA k1 IE AR R AR N, H
0.128%.

) S, SRty 1 )P A 8 R A 4 9% 0 T 4, 1
WA AN H PR E R, K5 R A s, X &
LAP W8, Horr, Y D HERmel 6 LU R,
LAP ¥R %, 153 67.2%. Kk, i O wRL,
LAP ¥4IMEZ

MNEERAKT, B A TGRS B AR P RL
R FrLh, e s AN F 25 IE 2 AL
4.2 MEINGHIBILIL

ARIAX R ERESR G WS, =AT)E
BRI 45 R 3 A



58 Journal of Cyber Security 15 S %4244k, 2021 & 11 H, 6 4, 5 6 i

180000

3.000E+10

160000
140000

2.500E+10

120000

2.000E+10

100000

80000
60000
40000
20000

0
bascline (double port. 8bits wide) ARRAY_PARTITION for intecrnal ARRAY_ PARTITION (o incrcase ARRAY_PARTITION to increasc ARRAY _RESHAPE to increase of ARRAY_RESHAPE (o incrcase of

interface port number to 4

YEFIU SSEFT0 1500E+10

1.000E+10
5.000E+09
0.000E+00
port number to 6

the port to 16 bits the port to 32 bits

e FE s LUT e Latency LAP

E 4 Kyber-512 O F5m OB A TS0 E EI 10ns)
Figure 4 Optimization for interfaces and ports of Kyber-512 with clk=10ns

5L, Wk 5~7 FroR, SRR A 10ns 544
AR, TR PSRN S R A RS AT T IR )
Ptl o MBS RAATTFE, B EH AL OBV (1) 1) SR A
R FAGIRAL TG % LAP AR IE E] 41.3%
H116.5% KT, LAP AR5 ik 31
45.5%F1 26.9% o KT B R 5%, LAP (LA 7
IEE] 41.8%H1 19.7%. XEWRFE, LIl 0GR LS
HHATHIOARAL, BEELH: RE v 159 2 KR TT .

K T~8 JEIR TR =PGRS R IR R KR
TEIR RETF (150

FLrpr, ) ) BRI B 45 4 B A A 45 AT G el

120000

ARAE 251 3 W A 28] R R o

T TR B S IO A PR 45 0, 0 A A A T ]
FR R — 8. EXT Kyber SIEFEARE &
THOLIR RIS FE R, AR SCR I, b — MR E 1 i
PAAEER G R P B B AR (Kyber 53 105 5 2R ik S 45
MEE 3 2)a— AR G G FR3K,
A DASRAS S A AR B, B4 polyvec_compress
PREL . IX MR G IR S5 R B RRE 2, BN 2 BTG
IR R T0 2 — P ] 2R s S BB 4R A, D B A
I NAEIR LS o IXRIAS ST ] B8 2 A8 I 1 4
Fr—%.

7.000E+09

6.423E+09

100000

6.000E+09

80000

5.000E+09

4.000E+09

60000

3.000E+09

40000
20000
0

baseline

simple loop optimization

2.000E+09
1.000E+09

0.000E+00

complex loop optimization full optimization

won FF wss LUT s Latency LAP

B 5 FEHE 10ns T, X Kyber-512 ZH4E R E AR BIRE M1
Figure 5 Optimization for loops of key generation algorithm of Kyber-512 with clk=10ns
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Table 7 The number of pipelining and unrolling
added to simple loops

Function Total number of loops Unrolling  Pipelining
crypto_kem_keypair 26 5 18
crypto_kem enc 34 10 19
crypto_kem dec 45 13 26
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Table 8 The number of pipelining and unrolling
added to complex loop

Function Total number of loops ~ Unrolling  Pipelining
crypto_kem_keypair 16 2 3
crypto_kem_enc 18 3 3
crypto_kem dec 18 3 3
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*9 HEARTALZIMAY Kyber512 BB TR S E EAXT Eb
Table 9 Clock cycles of Kyber512 implemented on different platforms

Implementation platforms Enc Dec Enc Time Reduction Dec Time Reduction
[cycles] [cycles] Percentage [%] Percentage [%]
This work 43127 63463 — —
FPGA ™ 49015 68815 12.0 7.8
Haswell (') 161440 190206 73.3 66.6
Cortex-M4 2% 634000 597000 93.2 89.4

10 Kyber512 EHIRARR HLS LMW H IR
$H R I REXT EE

Table 10 Comparison of hardware resource overhead

and performance of Kyber512 Encapsulation module

LUTs FFs Time(ms) TAP
This work 147195 38536 0.309 57353
SCHR[14] 1307825 11699 0.475 626773

R 11 Kyber512 FHMBH KR HLS LIEH IR
FriH R M REXT EE

Table 11 Comparison of hardware resource overhead

and performance of Kyber512 Decapsulation module

LUTs FFs Time(ms) TAP
This work 135290 38648 0.454 79037
SCHR[14] 1977896 194126 0.645 1401605
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