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Anomaly Subgraph Identification Algorithm based on
Non-peer Relationship in Directed Network
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Abstract Graph anomaly detection abstracts the communication relationship between entities into a complex network
representation, aiming to use structural features to identify abnormal behaviors and entities in the network. It has the ad-
vantages of objective existence and strong explanation of abnormalities. At present, this type of method mainly extracts
features based on the undirected network structure to achieve the purpose of identifying anomalies. It mainly focuses on
the abnormal structure at the interconnection level. There are still few studies on the identification of abnormal subgraphs
composed of collective abnormal behaviors, and there is a lack of correctness. Analysis of abnormal synergy in behavior
direction. The traditional method constructs the feature space by extracting the features of the node neighborhood structure,
and finds outliers according to the distance of the mapping point of the node neighborhood structure in the feature space.
Although abnormal subgraphs with obvious differences in structure can be found, it ignores the network structure. The
actual physical connection of nodes and the actual situation of non-equivalence between individuals due to different sub-
ject and object behaviors. In response to this problem, this paper proposes an abnormal subgraph recognition algorithm
based on non-equivalent relationships in directed networks. The behavior direction characteristics between nodes are ex-
tracted through the connection direction information, and the non-equivalence strength between nodes is measured, and
then converted into sub-graph density form. Said that combining the density-based anomaly identification method to mine
anomalies, the actual physical connection is retained. Experiments on synthetic data sets with four different anomaly types
and real data sets with actual anomalies have verified its high anomaly recognition accuracy and robustness.
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Table 1 Triple structure in different types of networks
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8 lioj = tij = b
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10 End

11 If outlier(i) # 0 then
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16 End

17 Foriin V

18 Calculate INFLO(i)

19 LDOF(i) = INFLO(i) - outlier(i)
20 L — LDOF(i)

21 End

4.1 WEEREENA

AT 5 AN FLSEM LT T 7 A Skt
ITHAE, BAANHu R

(1) Politicalblogs(PB): 3 [ B R a9 & 1
L) JE L B TR R 4, T R OR I L, il
TR T2 A [ BB DGR

(2) Email-EU-core(EU): H1 X 24 B B 58 ML A4
(17 FEL 7 S A 5 2 B R 4, 1 SO0 R Tz AL A
W, A AR C 5 — N RIE IR

(3) Wikivote(WV): 45 71 B} B I 18 25 8 52
P B W 2%, 7 AR 4R H R P, LR OR
M P THBEE R R

(4) CTU-13_6(CTU): £7{E M 414547 J 1 vt
FNHUEAS M4, T SARER T FALM S Lk, &
AR fIAI LT UDP, TCP, ICMP B33 i % o

(5) Relity-Call(RC): fF{EFEHE HEL TG 1) FLAL HLAS
WO SE AR s, 1 ARG e A%, B AR ]
BRI

B T A L SIS 5 R I 8% AR Y L TG v
WAL 2 A B E BT I KR, A SR T EU,
PB, WV 3 ANARFRvE S H I E LM%, i A A
0 T Y O BB B0 S e R R R AT
HIUE . Z G AEAFAEARTE e H Bl ik 2% CTU, RC
AT SERR AL IO UE o DU AL 25 19 25 1) 45 A4 25080

x3 MEBEERESH

Table 3 Network dataset with parameters
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PB 1222 19021 31.13 337 256 0.320
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RC 6810 52050 15.31 142 227 0.050

CTU 12558 19556 312 2786 2060 0.010

42 REMRELED

TESEBRATAE T I M g gh kg v, S P e 3t
ITIRVE . NMREESHAT I, 4 R — L6 0 e 15 e
WAL RGN o SCHR[3410 S AT A AE M 45 )
W85 MR IE BT 72007, $ih T7 = 2RBRL
YR SPHGER o A SCAEEIERE b, M REE T LR 4 28
SEHAT R

(1) Tih%E 55 (Random): S5 5 A BEAL 1) 1
W SCRIAT A, H AR IEH S A DG AN,
DT RS VRS, Bt .

(2) i I P O 285 5 (Biased): B0 7 5 0 s X
T2 g5k AT — @ IR, ) — 1E R T SR U T
Shy T3 [ Bt 6o LA J 4 s R MAT A o b ik ] —
AN A i ) SR AT R 10 7 008 380 D 2B 1 1 0 4 A,
B BT — R 5 HEAA R IO N AT by BUIA B S5 A28
W H 8o BT ENUR B A, 0 5



AV A T 1) AR AR AR DR R K S T B UM Sk

FERRAEAT e B P i 5t

(3) FFF1T S(Hijack): i F ik 42 il ) 4%
opE Y S T SR R AT A, R IR Y R R
[ IE 5 Py SR AR AT A% 2 5 R e AT I AT HE
Mo W5 3750 DDos Bl 2 A (I ARAE ' Y
7%, W E N RN B R 2w ORFR IE R AR
A, MAE R DDos B Jo e i R HUA B0 2 1)
WAT A

(4) Bhk-h v O ke /i(Bi-Hijack): IEISRH
J UL BRSO GG, e P AR R s e
WU, I AR I A AR YRR
1720, BA I Py A5 AT I AE b HE v i 5L al
T R S AT A B S n] B L7 1 T SOEAE AT
HFAE, DL B RF SR IEARE R a0 H 1, H T
WL VED . ARl VE DN S5 S .

43 LR ESHREXI LA ZE
4.3.1 R EEEIER

Shy WA 1 S B R I SRV A DNORG B, AR S
EHLT TPR, FPR, Precision, Accuracy 4 Fl#5kx WXt
FEH TR E SR RIRE . AR DRI R
ERF G 45 7 TSR A B AR e R e ), BAR Y
Hunh:

(1) ELIE# (True positive rate, TPR): 732
RGN IEBI AR T, B LA IEBI R b2, H DA
HOTVERIES 73 2K i, AR R,

TPR=—© (15)
TP+ FN

(2) MBUFE)#% (False positive rate, FPR): 72Kk
ZOARAT 1) 1E A5 B vh B DA I B ) B, o LS
T oL R LA, T DA 5 5 56 1 548 P s DU

op
Ae JJ o

R FP

TN+ FP

(3) HiHfi % (Precision): V15 T B SEE LK IE

BRI FEA R, R 2 28 0 B B Ee g, 322200
IEFEAR) 7y FENf %

(16)

TP

TP+FP a7)

(&) WA (Accuracy): MR P S REHI %, i i

A e T4 1 T 90 L, 1
TTEREAR Y REE ST

Precision=

+
Accuracy= & (18)
TP+FP+TN+FN
o, TP, FP, TN, FN A4S IERG R 1 1E 2,

B TR, BT R K, e R

91

AR
432 XTHIGE

AR SC I I IR o T P 5 R 4 R AT e 1
PR Oddball 757:") Fraudar 777 & ANMFG
7 3 B Sy AR S B 4R R R 6 B vk, dE R
Oddball J5 ik 0 5 B H ki Uy vk, s 4R ety
1 egonet TG 0] S5 FRFAE, K REAN 1T ST egonet 2514
B AVERAE R (A — AR 1, R T /s VLRI
FEAR AR R AE 25 1) Th 20 A 0 & R B, B a &5 &
LOF Jj 3547 Ge vt 20 i A AN REA i 70 il — A
I3 40, FH DA 501 05 egonet 2R SRR . 0T
VAN B E T TR, TR A T SR
R LT B A, ) A HE R AR E T RET
F T

ANMFG 75 i[RI — Mg & 5 i kil o7 vk,
FEAT 1) W4 24 25 ey R T A 8 R Al B R e 2 i 5 0%
(asymmetric  nonnegative  matrix  factorization,
ANMF)PO, A7 1) FSR 2 35 S8 4R 40 41, LAk
VE AT 10 0 255 A1 B I ) i TR BERF A A B . HL R4
THR RS B 5o R, ek T AR B A S E )
fi#t 7 1%:(Nonnegative Double Singular Value Decom-
position, NNSVD)#ATHI4a 4k, J5HIH ANMF #4714k
X RFE R0 it L RIS e 20 A B &7 s A AL
5 ONVELTT IR ATE AR B ) SRR R, S
DL b B T 45570 i 1) H 3 b TRl e 4 I i he
LT BT UGS 0 2% (1) B TR P AT 1T 2

Il Fraudar J5 i85 WA E Vo 2K i, BT
R ) S5 AL, I B R0 R I M 2% TR A7 AE
(S T AR, XS AR D A B AR A A
T REE R BN AR A 5 %0 RO JLAR T R
WABAT R, M5 R MR R RN R
Mt o 1715 RURAE M 2% rh DL 1 B AR 1 I B U,
MR R BZIE T EIRE MR I 200 i, AHEE o)
WL, VRS T T30 9 R W AR B AT T WA 20
K, ARSI R AR AR B AT AL, AR
SR S 7 P ) S 1 R P 2 e M ) )

AR ICTTIEFET— B A ) AR S B &5 R T
AT AR AT, BT E RN IR BT L E e
FH 1) 2 5 H 73 BT 1R 5k T — i I T 08 3 45 A4 £ JEL £
Oddball JjV55ASCIVEBAT I, DAEWIAMATAT
SRy AR AR P T S i R RS B T A vk, A
RO S X RE I o i A R A SO A AT
R AT I RFAESR AT, AH EE A 7 vk R A
RIS B LRSI, A T RIEER T AT A T 1)
FEAE 1) 2 2 0 M 775 ANMFEG K M43 B 7 7%



92 Journal of Cyber Security {5 B4 2##), 2022 FF 1 A, # 74, H 14

Fraudar T LLH . 5 A7 %) LE LASE H [RIFE 4 A5 L
ST ARSI VL e AL RE ), i 5 A R B L
SR H TR RE A B £ B4 R AR SO 100 52 R S
D732 RS DA P X 31
44 ZIHFELER

T SEBRE U, A7 7E B2 58 A0 A DAk
13, R R — R R A E M > A ) AT R
SEOC A I A 2R RS s R R EE 0y, H
FIT bR VE S0 5 v T 03 A B e R v AR 24475 T R
FEAEAR AR, S SO 45 R o DRI DA D5 7 T i e
K E R R ae 70, 2 HCH 7 R R
TR B RO A RO, #E PB, EU, WV 34
FCSEAHARHT S AR M 25 rh 32 CL_E A 4 Fh

SR RALY 4 PG DU SR AR . RS DL
AR 100 AN 5755715 RO O B 11 5
W9 288 a4, LA REAN Y SR T N X 485 1) 42 SR Y
o S 4 b S0 R AR, H AR
A B 26 v ] BE A7 A BN S N R ) R T
PRI B 22 AN S0 4 RUAH L B ) B ) S 1 s A T
Bl IRy NI e 4 A AR e L B S I e
N R 2% (RS- 35) i <k>—350 % Oddball 55 Fraudar P 7
T3 e R A R AR Sy kAT s, AR
TPR, FPR, Precision —Fifgbriltfr iy, SLrpih5r
Precision I L #'& 4 100, ASCH7755% BB 5K
KBE n ¥k 2, BRI 4 s, 920645 Bk 10 Y
SIS

x4 BRHEN4MEREFRLCNEE
Table 4 Detection accuracy of each method for four abnormal situations

Network PB EU wV
Index Pre FPR TPR Pre FPR TPR Pre FPR TPR
Random 0.968 0.0026 0.968 0.962 0.0038 0.962 0.934 0.0029 0.934
Biased 0.390 0.0499 0.390 0.622 0.0376 0.622 0.888 0.005 0.888
LPOF Hijack 0.948 0.0046 0.948 0.932 0.0075 0.932 0.916 0.0039 0.916
Bi-Hijack 0.349 0.0580 0.349 0.510 0.0541 0.510 0.888 0.0053 0.888
Random 0.478 0.0427 0.478 0.260 0.0736 0.260 0.086 0.0409 0.086
Oddball Biased 0.078 0.0755 0.078 0.454 0.0543 0.454 0.406 0.0266 0.406
Hijack 0.422 0.0515 0.422 0.294 0.0780 0.294 0.202 0.0374 0.202
Bi-Hijack 0.048 0.0848 0.048 0.208 0.0875 0.208 0.288 0.0334 0.288
Random 0.502 0.0805 0.518 0.551 0.2521 0.774 0.938 0.0172 0.872
Fraudar Biased 0.539 0.0790 0.584 0.588 0.2559 0.870 0.829 0.0100 0.790
Hijack 0.554 0.0782 0.571 0.613 0.2511 0.871 0.942 0.0172 0.884
Bi-Hijack 0.602 0.1733 0.915 0.643 0.2460 0.941 0.841 0.0102 0.726
Random 0.643 0.0295 0.643 0.658 0.0358 0.658 0.661 0.0114 0.661
Biased 0.118 0.0728 0.118 0.583 0.0415 0.583 0.252 0.0325 0.252
ANMFG
Hijack 0.348 0.0593 0.348 0.176 0.0928 0.176 0.124 0.0978 0.124
Bi-Hijack 0.162 0.0749 0.162 0.145 0.0950 0.145 0.157 0.0936 0.157
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Fig. 6 Accuracy of each method in different networks under four abnormal types
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Fig. 9 Comparison of abnormal quantification be-
tween different control methods and LDOF algorithm
on real datasets
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