76 95 i B %4 %M Vol. 7 No. 5
2022 4E9 H Journal of Cyber Security September 2022

A] 4wk B AT I8 33 R X BR 3% 77 55

REH, KER, & 5

BRI RS AR B DR JEat I 100044

WE AT X IRBEPT R BRSPS 37 5 AN hn, A5 SR . BRAADRY . il BB 5 ) H 19, A 200 SRAE
DCBRBE B RO BR AT INER . SR AR BEXNZ LR, S AT AT IR A FARIYUIEY] . RIS A SFROR, AR
T A AT g HLAE DT IR T S8 AEATT SR, A RS Ay bR BCRE I SUIR DX DB (K A R B, e AR ey
A (IR 1 B I 28 T TS E A L2 R g 2 AT, AT IRE s e 2 — D AT BT V3 T R A b 1)l R AT
GBI R B8 W 2% mh BRI G A SR, PR RIS SKIEEAT B . RS HON )7 R AT GBI, R e iy Hk e 1K) A
R A2 gt 2, SRR O AR O e A S I MU AT i . A TSGR R I RE DL, A A A RT LUK g
Ja BTN RBEATIRAE, A5 n] LASEBUAR OGS T G BT A7 ST TR VUEWI R, S TAES P10 R S IEa Tebr B, wl
DA UES B AU o 22 x0T R W17 S8 a2 B 1 T 2 el gt mlOB ST, HLBE T 73 900 KN AN TG 2t Fib s i
o TESEESIREY, (ERGSHOCLENGEEIET, J7 RN WE 5 Z M EY. S EUE R T X, TH
A RATRSEAT, DRS8N T S MBS AT R M AN K, AT AR BAT L (RIs AT 3%

KR DXHBE, Wi rE; AETTE, AT ARSI

FEESZES TP391 DOI S 10.19363/J.cnki.cn10-1380/tn.2022.09.02

An Editable and Accountable Blockchain Scheme
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Abstract With the continuous increase of information types and application scenarios carried by the blockchain, for the
purposes of regulation compliance, privacy protection, and data update, it is necessary to delete and update the data rec-
orded on the blockchain. In response to these needs, based on technologies such as publicly verifiable secret sharing, ze-
ro-knowledge proof, and chameleon hash, this paper proposes an editable and accountable blockchain scheme. In this
scheme, the chameleon hash function will replace the hash function in the original blockchain, and the leader will distri-
bute the trapdoor key of the chameleon hash to multiple users through publicly verifiable secret sharing, thereby avoiding
centralization problems caused by one party holding trapdoor keys alone. The user holding the key share will verify the
edit request that appears on the network and vote on the edit request. When most users agree to edit, editors will be elected
from the users by hash sorting, and the editors will restore the chameleon hash key for editing. In order to realize the ac-
countability of the editing process, all users can verify the edited content, and the regulator can realize the accountability
of the responsible party. This scheme also uses zero-knowledge proof technology to verify the correctness of the key share
during the key distribution and verification accountability phase. Security analysis shows that the scheme satisfies the se-
curity, editability, and accountability of the trapdoor, and the trapdoor subkey does not need to pass through a secret chan-
nel when it is distributed. The simulation results show that when the system parameters have been generated, the running
time of the scheme is in the order of milliseconds. The parameter generation algorithm is executed only once and can be
executed in advance. Therefore, the parameter generation algorithm has little effect on the overall efficiency of the scheme,
and the scheme still has better efficiency.
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