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Abstract In recent years, the number of [oT devices has grown rapidly. With the popularity of the IoT, the security issues
of ToT devices are increasing. In the related security attack incidents, the main attack method is to use device vulnerabili-
ties to obtain the highest authority of the device, and then steal the user's sensitive data and spread malicious code. Mining
vulnerabilities in IoT devices and discovering security vulnerabilities in [oT devices in time is one of the important ways to
solve the above security problems. Vulnerabilities in IoT devices can be effectively discovered by fuzzing. Fuzzing dis-
covers potential vulnerabilities by sending a large number of unexpected inputs to the target being tested and monitoring
its status. However, due to the difficulties of obtaining dynamic execution information of IoT devices and the inherent
depth of fuzzing tests, the current popular feedback-driven fuzzing technology is difficult to apply to IoT devices. This
paper proposes a feedback-driven fuzzing technology for IoT devices based on partial simulation. In order to obtain pro-
gram dynamic execution information and maintain a certain universality, this paper only performs partial simulation and
testing on network service programs that do not directly interact with device hardware. The method automatically identi-
fies a certain type of function, i.e., network data analysis functions, and generates a set of high-quality component-level
seed samples for network service components that take such functions as the entrance. It performs partial simulation, and
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obtains code coverage information. Experiments on 9 IoT devices from 6 manufacturers show that the method is able to
support 4 more IoT devices than FirmAFL does. It achieves an average function recognition accuracy of 83.4% and a re-
call rate of 90.1%, and triggers a total of 294 crashes for objective components corresponding to the identified 364 objec-
tive functions. We have discovered 8 0-day vulnerabilities finally. Experimental results show the effectiveness and practi-

cability of our method.

Key words IoT Devices; fuzzing; machine learning
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Figure 1 The structure of TLDFuzzer
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1  int parselnfo(char *user_input)
2
3
4 if((user_input[0] != Oxle) || (user_input[1] != Ox1b) ||
(user_input[2] != 0x1f) || (user_input[3] != Ox1d))
5 {
6 return 0;
7
8
9 if((user_input[14] == 0x16) && (user_input[15] == 0x1f))
10 {
11 memcpy(probuf_1,user_input+16,100);
12 memcpy(probuf_2,info+8,4);
13 }
14
15 memcpy(v1,v8,16);
16 memcpy(v2,v9,10);
17
18 sprintf(cTemp, "Device ProductID : %s", devicePl);
19 fputs(cTemp,fp);
20 sprintf(cTemp, "Device MacAddress : %s", deviceMA);
21 fputs(cTemp,fp);
22 sprintf(cTemp, "Device Firmware version : %s", deviceFV);
23 fputs(cTemp,fp);
24
25 puts("Write to conf!");
26
27 '}
2 EElg&MEEIEEITRERERE

Figure 2 The code snippet of a commercial device
network data parsing function
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2 int network_diagnosis(char *a)

3

4 char buf[0x100];

5

6 if (v28 ==1)

7

8 [/ AT AE AR 745

9 if ( Istrchr(src,";") && !strchr(src,"$") && !strchr(src,".."))

10 {

11 sprintf(s1,"touch %s","tmp/.web_diag.txt");

12 system(s1);

13 if (strstr(src,"ping"))

14

15

16 strcpy(v2,vl);

17 /P CA R B b A g — B AR 1 442 W
shellfir 4>

18 [/ 64 FEAERR i HH U T

19 sprintf(s2,"ping -c 4 %s -l %s 1>>%s
2>>&1",v2,v8,"tmp/.web_diag.txt");

20 system(s2);

21

22

23 if (strstr(src,"traceroute")) {...}

24

25 else

26 {

27 sprintf(s3,"echo \"Unexpected characters exist!\n\"
>>  %s","tmp/.web_diag.txt");

28 system(s3);

29 puts("There are unexpected characters.");

30

31

32 }

33 else

34 {

35

36 if ( Istrncmp(s4,"start",5)) {...}

37 else if ( !strncmp(s4,"output”,6) ) {...}

38 else if ( !strncmp(s4,"stop",4) ) {...}

39 else {...}

40

41

42}

B4 EHREFPIITMEISETIRERMRID R R
Figure 4 Code snippets in smart routers that perform
network diagnostics

type = Locate_Read_Type();
if(type==T)
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4 Operate_T(type);
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5 length = Locate_Read_Length();
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6 Operate_L(length);

1/ FREL B [ty pefllength i AT A OC KB IR A
7 Operate_D(data);
8 1}

B 5 TLD X EITRIE KD
Figure 5 Pseudocode of analytical process according
with TLD model
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Figure 6 Vectorization of TLD features
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: FOR /libFunc in libList
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6: END FOR

7: featureVec[] <« BlockCount (func-
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9: IF PredictionModel(featureVec/[])
10: Addr[] < FunctionAddr
(function)// W1 H H b p& FLFUIAL TR 50 1) 5 4
FIbreR 8, UDRE R el it il H

11: ELSE

12: continue
13: END IF

14: END FOR

15: RETURN Addr/]
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Figure 7 Process of feedback-driven fuzzing based on
partial simulation
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3: IF all characters in protocolContent €
Printable ASCII or CR or LE//#|Wr H FrFE T
VIS E Lt

4: protocol_is_text — TRUE

5: ELSE

6: protocol_is_text — FALSE

7: ENDIF

8: IF protocol is_text // U A A B

0 X
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11: ELSE/AESCA M AL
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13: SeedSpec <« ConstraintSolving
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14: END IF

15: RETURN SeedSpec
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Figure 8 The transformation instance of POST data
in HTTP
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Figure 9 Schematic diagram of partial simulation
technology
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3: patchedComponent < ProgramPatch
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4:  targetComponent < Instrument (patched

Component)//4fitE

5: REPEAT

6: seed<seedQueue.top

7: mutatedFiles<Mutate(seed)//"%2 5+

8: FOR file in mutatedFiles

9: coveragePath, isCrash < exe-
cute(targetComponent, file)// 1§t i H %1 $h AT
PR

10: IF isCrash

11: Spec~file

12: RETURN Spec//4fi i 57
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13: END IF

14: IF coveragePath not in coverage
Map

15: coverageMap < coverage
Map + coveragePath//¥s V& i i 4%

16: seedQueue<seedQueue +
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17: ELSE

18: continue

19: END IF

20: END FOR

21: UNTIL keyboardInterrupt
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Figure 10 The component structure of firmware
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Table 2 The target IoT program of experiment
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7 Dlink DSL-3782 1.01 tcapi B A MIPS
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9 TP-Link AC1900 V1 18 tddpd B HE G E M K ARM
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Table 3 Validity evaluation of decision tree algorithms on target function

Scbr B brea e PUNBIRE AR IEFEA

] T itk TP CPU #5414 AEOS EEAECD Y FEE©%) A %)
1 Netgear R7000 httpd ARM 83 89 77 86.5 92.8
2 Dlink DIR-825 httpd MIPS 49 53 45 84.9 91.8
3 ASUS AC66 networkmap ARM 15 16 13 81.3 86.7
4 Dlink DSL-3782 tcapi MIPS 8 9 7 77.8 87.5
5 Netgear R8500 httpd ARM 80 87 75 86.2 93.7
6 Trendnet ~ TV-IPIIOWN cgibin MIPS 45 48 41 85.4 91.1
7 Dlink DAP-2695 httpd MIPS 19 21 17 80.9 89.5
8 TP-Link AC1900 tddpd ARM 13 13 11 84.6 84.6
9 Tenda AC9 httpd ARM 84 93 78 83.9 92.9
T / / / / 44 47.7 40.4 83.4 90.1
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Figure 11 Construction of code coverage ability



90 Journal of Cyber Security 15 FV& 4244, 2023 £ 1 H, H8 &, HFH 1M

AFIRETH, s 4 NPT FirmAFL ASSCHRET
HHHATBORIINAR, 117 TLDFuzzer A S2HE%F A A
FEFPHEATRORIIAR . BT L TLDFuzzer 7641 %45 M
WA IR 248 5 AR A e, i B R AR
(18 38 1
4.6 TLDFuzzer 2KSEIGIER

7 4.2 T SEIR 3RS R, TLDFuzzer M 9 MR,
FERP AR ORI 364 AN H bRk, 20wl LLiZk
PRIESCA N 0] 194 2488 i 25 2 A4 T 1 /N (G 1T 11 i
NG, 1T 90% I ECFE P AE 300 s i ENTRY £ H
K T 2%, SRR HARZLERET 1 h A
R AE RS 78 2 ) IR, LR ILT 294 4 crash,
SRR MAAFR S KL 32.7 4 crash. &A1 15425
M, HA K5y crash 3 HAHIE T 250 1-day Jeil 51
o H 7 A crash 76 AERE VAR, St
(50T, 389 0 R A 0 4 Bt A N H b ok B2 i
VA T RS e B AT R A, FLAZ R B AT I )
By N YR T B A B H A R BOR BT o 1 T 3RAT]
(1977 7 52 LA 268 B0 A AT R 500 N VAT BRI AR,
ZRE LN crash 7EJEAEFEP R TRk, BT LARSOR]
MR &5 RATAE— B Rkt . i S LE)E, i
INRGILRIL T 22 AN, 35 14 4 1-day I
& HA1 8 A 0-day Il 15K 5 AT UL, 8 /> 0-day il

KHLT 2 A CVE 4’51 1 4~ CNVD %i's, WA T
D-Link. TP-Link FlI Tenda 3t 3 AN i (O HK N 15 4%,
TR TN Fe Mt 55 HE v H IR (AR SC O 1k R R &
F T LA I N A7 R S K2 4),  FLTAE B3
BIr5E TLD Bk, AbAT1#ER 2 T T-L-D = # A 3A
R

5 HxIfE

FERR /D] ER & ML RS S SN 5 3
185 22 1K) 22 I FE N DKEHS ) 8N 214 1k 9 4 % Y I
P IWEIE TAE T . fEEFA #7710, Shoshitaishvi
S N G TR I A4 — b R o rh RS DA E st U
T 1 J7 5, RSN T A ik ) o b AE 4
Firmalice®” . 4R, %77 AER 6 /D8y )L i FH
&R EFREAT T 50 M, Bl SR80 8] IR % 07 7%
HEATRE M, 75 222 o0 N b1 = 500 [ A 24T 7
r o N THEH — 2 A ms, M™ERK T TARMA
b rkRE, I B LRSI A )84 . Costin SERF5T
N SARE PSR A St 28 T (R 0 00k T 88 45 1 A 1A T T RN
AR (RS 0 A F DA R IR A A A v TR v
Cojocar Z5HE H T IR 52 4 1 P s b 4
(1 7592229, AL AN ARG 5 R A R 455 40 4 6 (1405 40
PLRS H AR

F4 1-day REREFR
Table 4 1-day vulnerability triggering

R i o ik P s TLDFuzzer fitt
FirmAFL  TLDFuzzer Il (£9)

1 CVE-2016-1558 Dlink DAP-2695 1.11.RC044 httpd V J 92

2 CVE-2018-19241 Trendnet  TV-IP110WN v122 cgibin y J 42

3 EDB-ID-38718 Dlink DIR-825 2.02 httpd N \ 77

4 CVE-2018-10749 Dlink DSL-3782 1.01 tcapi y J 9

5 CVE-2018-10748 Dlink DSL-3782 1.01 tcapi y J 8

6 CVE-2018-10747 Dlink DSL-3782 1.01 tcapi y J 11

7 CVE-2018-8941 Dlink DSL-3782 1.01 tcapi V J 14

8 CVE-2017-6548 ASUS AC66 3.0.0.4 380 networkmap N/A J 143

9 PSV-2017-2427 Netgear R8500 1.0.2.100 httpd N/A J 48

10 PSV-2017-2428 Netgear R8500 1.0.2.100 httpd N/A J 98
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T / / / / / / / 80.6
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Table 5 0-day vulnerability discovery

J RS TLD iR S BRI AR R
1 Dlink(DIR825) v He it H CVE-2018-9170
2 Tenda(AC9) J He it CVE-2018-9164
3 TP-Link(AC1900) Heits CNVD-2020-00019
4 Tenda(AC9) J Mt *
5 Tenda(AC9) v He it H *
6 Tenda(AC9) J Fei *
7 Tenda(AC9) v Heiti *
8 Tenda(AC9) v HE S H *
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