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Abstract The access and intercommunication of medical information helps doctors to grasp the patient's condition when
the patient goes to the different hospitals, and provides convenience for medical services. However, the medical data in-
volves patients' privacy, and there is a risk of data leakage. Once the medical data is leaked, it will not only damage the
reputation of medical institutions, but also affect the personal life of patients. Moreover, most medical information is
managed by medical institutions, and patients are not aware of the use of their own medical data. The access control is an
important security mechanism in the medical data sharing scenario. Among them, the attribute-based encryption mecha-
nism can realize fine-grained access control, but it has the problems of centralized attribute authorization, large decryption
overhead, and difficulty in traceability. The blockchain technology has many advantages in establishing trust and sharing
data among nodes in distributed medical institutions. Therefore, in order to solve these problems, in this paper, based on
the demand of patient sensitive information protection in the medical data sharing scenario, the access control mechanism
of medical information is studied with blockchain technology, and a medical information attribute encryption access con-
trol scheme based on blockchain is proposed. The access control model of multiple authorization agencies is established to
avoid the trust problem caused by single authorization, and a proxy decryption algorithm is designed to reduce the terminal
decryption cost and the decryption efficiency is improved. The scheme supports the revocation of visitors' attributes and
realizes the flexible control of medical data by data owners. At the same time, it uses the advantages of blockchain itself to
achieve traceability accountability of attribute authorization institutions. The security and performance analysis shows that
the proposed scheme is statically secure under the random oracle model, and has better system performance and computing
efficiency.
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Figure 2 The process of data access control scheme based on blockchain
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Table 4 Comparative analysis of computational expenses
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Table 5 Comparative analysis of storage overhead
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