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Abstract Cloud storage technology has developed rapidly due to its flexible use and high cost performance, more and
more users outsource their personal data to third-party cloud servers in order to save local storage resources and use data
more conveniently. A large number of security risks appear while storing data, the data that usually need to be encrypted
then stored to effectively protect data security and user privacy, but traditional symmetric/asymmetric encryption technol-
ogy affects data efficient retrieval and use. Searchable encryption is a special cryptographic technology that not only
guarantees data confidentiality but also provides convenient and secure data retrieval service. Searchable encryption has
attracted widespread attention of scholars as soon as it was proposed. At present, domestic and foreign scholars have pro-
posed a large number of searchable encryption schemes, but the existing schemes are based on foreign cryptographic algo-
rithms. After our extensive research, there is no searchable encryption schemes based on domestic commercial cryptogra-
phy algorithm has been published in domestic and foreign academic journals, which does not meet the requirements of
security and independent control of cryptography core technology. In order to enrich the research of domestic commercial
cryptographic algorithms in searchable encryption, and meet the security retrieval needs of data stored in the cloud servers,
this article firstly adapts the SM9 identity-based encryption algorithm to construct a public key searchable encryption
scheme (SM9-PEKS). Then, we prove the anonymity of SM9 identity-based encryption algorithm in the random oracle
model based on the security assumption of g-ABDHE, followed by the security of the proposed SM9-PEKS. Theoretical
analysis and programming implementation results show that, this scheme has a good balance between safety and efficiency.
Compared with the classic commonly used PEKS schemes, the SM9-PEKS can reduce the computational overhead by at
least 31.31% under extra communication cost of 64 bytes. Finally, the possible future research directions are proposed.
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