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Abstract Existing physical attack techniques for deep learning models mislead the deep neural networks (DNNs) infer-
ence process by adding perturbed adversarial patches to the attacked image, thereby making the application which based
on DNNs invalid to achieve the purpose of the attack. Such attack methods are easy to implement and highly transferable,
which bring serious challenges to the security of DNNs. The quantities of information contained in the adversarial patches
generated by existing physical attack methods is usually higher than that of real natural scene image patches. Using this
phenomenon, this paper proposes a defense algorithm with strong versatility and obvious defense effect. This algorithm
consists of an Entropy-based Detection Component (EDC) and a Random Erasing Component (REC). EDC component
uses entropy measurement to detect the perturbed adversarial patches and replace it with gray patches. This component
can not only significantly reduce the impact of adversarial patches on model inferencing, but also does not rely on
large-scale training data. The REC component improves the general training paradigm of DNNs. The deep learning model
trained by REC can not only effectively defend against existing physical attacks , but also improve the image analysis ef-
fect significantly without changing the network structure. The above two components have strong transferability and do
not need additional training data. Furthermore, we propose an efficient and transferable defense algorithm through the or-
ganic combination of two components. The experimental results on different data of the two image analysis tasks show
that the defense algorithm proposed in this paper can not only effectively defend against physical attacks against object
detection (the average accuracy (mAP) on Pascal VOC 2007 is increased from 31.3% to 64.0%, and on the Inria dataset is
increased from 19.0% to 41.0%), but also prove that the algorithm has good transferability, which can defend against
physical attacks of both image classification and object detection tasks.
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Figure 3 Overview of attack pipeline for existing physical attacks
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Figure 8 Detection results of the adversarial region
under different entropy thresholds

8



126 Journal of Cyber Security 15 FV& 4244, 2023 £ 1 H, H8 &, HFH 1M

422 TWEBE

AFTEGUE EDC AT AN [F] 47 B B 97 48 1Y) v 4 7%
Yo B9 JEoR T3 T2 vk e AR i w opE A A
F EDC AR A 45 . I, &
I R A R R R B X sk, T LR AR SO
BERS I L 5 BT AT R e X3

9 SHAREAMRE IR X 45 R
Figure 9 Detection results of the adversarial regions
on the adversarial images"!
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Figure 10 Detection result of the adversarial region
on the adversarial image B3]
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T HIE REC X1 H AwAaril 2 i 2eht,
SIFET Tiny YOLO™ J% Darknet®7 2%, %o Hb FEvHE A
T (Official) & £ REC VI Z5)i5 K15 8 7 Pascal VOC 1

Inria PWHAHE(Ori) E 1K) HARAGIES R . 30k REC %)
WIS SRR B, IR A o pis . 48
Jo, R Ori H R AR 5K FGORE UG A= i (755 B e il 4 4
PEHE(Adv); B, 78 Adv Bdiade L@k B bk v
TR N BRI B U6 REC B 48R 250k

%2 IR METUAE Pascal VOC 2007 LA
MBS, A5, 25 REC EHk I 205 1 M 2575 i
46 EHZ(Ord) L (A D HE At 2 BAT IR 48 Tt . S
B, PSR P B (Adv) EAG I 45 R TT
K B, F Darknet P45 [, 2 SCAR IR 046 ) &5
H o e I s B PR BT 7.6%
28.7%. UEW] REC AR TH A I 19 2% 71 Js 4 ] 45 1
(ST P B, ) IR0 00 40 Gt B A 33 7 4
fie ). [RIFER QISR 3 P, fE Inria Z4E 4 B m) LA
LTI S YA R 7

£2 AEENEELZE Pascal VOC 2007 K& LAY E
PRI ZE R (mAP)
Table 2 Object detection results (mAP) of different
object detection models on the Pascal VOC 2007 test set

Network Source Ori Adv
Official 69.1 31.3
Darknet
REC 76.7 60.0
Official 56.8 20.3
Tiny YOLO
REC 67.4 33.1

#3 ARENZEELE Inria NiXE LB BN R
(mAP)
Table 3 Object detection results (mAP) of different
object detection models on the Inria test set

Network Source Ori Adv
Official 61.4 19.0
Darknet
REC 61.8 20.0
Official 53.3 17.5
Tiny YOLO
REC 58.6 23.0

K11 RIE 12 205 R T REC 4T JR G A4 K
HEHR (Ori) KX HiEE (Adv) Hhig—Kmiert
B W 11 () “chair” F1 “table” 285, JL7EELSE
U A S Y, 4 REC E#IIgi )a, K
WA RALTHE 15% . [RIFEXTTA S8R4T <tv 2851,
RN ZE R R T EE 10%. BB, XFTE 12
Hx BRI, 4 REC EH: I MR LL T 5
iR (Off), ARSI kA 2o AT W25 48
Tho LIRS KB, REC AN AEHETF H A I 6 i
HERA 2, 1T EL AR 5 H A5 R W () B 1, BRI
AR e ok 18] UG
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Figure 11 The detection results of REC for each
category in the original image
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Figure 12 The object detection results of REC for
each category in the original image
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F4 FREGAEERERBEBGR LMD EER
Table 4 The classification results of different image
classification models on the original image under dif-

ferent networks

Network Source Top 1 Top 5
Official 66.2 87.4

ResNet18
REC 68.3 88.6
Official 72.2 91.2

ResNet50
REC 75.1 92.5
Official 75.8 92.8

Inception V3

REC 76.1 92.8

K5 53T Inception V3 M4k 89HE BirtIIBRE",
HARRRETBERINE
Table 5 Targeted physical attack on Inception V3
network ), its attack success rate under different mod-

els
Network Source Attack
Official 67.1
Inception V3
REC 10.2
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VREE R HARRL AT 25 e I i B G A st . B
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AT REPC D SRS AT KB 4. ARG, KBS
MEGENEIZL REC S5 10 H brA I kg 2%
HEAT R o HR 40 IR A A 00 A R 6 ) 4 59
OEERyg

FORME TR TAE VOC 07 MikSE I, 44—k
TEAN A A 26 S Ab B RE B 100 H FRAs il 45 28 . T, 7&
IR IRETER T (R A (Advy) L, BRI ()~ 404 0 e
TR (mAP)H &I N, BARRIR 2K, FRlRE
ZEECR, BInsE K HbR  “plane” b, "N FEIEEAL
T 25%, BRIAE/NHER “sheep” J5 L A MRS FE iR
FEiE 50%LL N IER] 4.4% LU, JUHRAE /N R 2%
Tiny YOLO Lo RAIASCHIMHSE, SPRRlR B
PETHIE, B A M 4% Darknet mAP H 31.3%
T+ H 64.0% 0 JUFHIEXST/NRSF I H bR BURFIE LR
B 10“dog”. “horse” A K “sheep” 2535 L fryAa il 44
W R EIL 50%. Darknet 25X “sheep” JSk
THERI R T 4.4% $2T13] 65.8%, LT R Bt K4
ORI R . 3K 8 AR T Inria b IR/NBIANRS I
25 R MERf R o PR, A SRR SEAE X 4T
BIG ERI 45 S 3 R T 20%.
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& 6 ET Darknet M4, AXEZAMNHEGPE—LMENHR

Table 6 Based on the Darknet network, the defense effect of our method for each category of adversarial image

Darknet mAP plane bike bird boat bottle bus car cat chair cow

Ori 69.1 79.9 79.4 71.9 55.5 53.6 77.8 72.7 85.0 46.4 67.8

Adv 313 59.0 36.1 15.3 293 36.1 58.6 65.6 25.7 10.8 43.2
Our(EDC+REC) 64.0 74.5 69.6 62.9 40.6 20.9 84.0 79.2 75.6 48.3 67.8
table dog horse motor person plant sheep sofa train tv

57.0 78.3 85.2 80.8 75.8 49.7 65.7 56.1 80.6 61.7

22.0 10.1 17.1 34.0 28.7 19.7 4.4 223 54.6 32.9

55.2 61.8 79.6 79.0 75.7 36.0 65.8 57.5 78.4 67.6

%7 ET Tiny YOLO W%, AXE XA HE G E—LKAMNNIR
Table 7 Based on the Tiny YOLO network, the defense effect of our method for each category of adversarial image

Tiny YOLO mAP plane bike bird boat bottle bus car cat chair cow

Ori 56.8 71.7 67.1 56.1 40.8 33.0 78.0 68.7 69.2 34.6 48.2

Adv 20.3 44.6 22.0 15.4 21.7 14.6 354 394 7.5 10.7 25.9

Our(EDC+REC) 48.2 61.0 50.0 45.0 26.1 23.2 68.9 63.5 50.8 31.8 454
table dog horse motor person plant sheep sofa train tv

48.9 61.5 67.9 66.6 62.6 36.3 51.7 459 69.1 57.7

18.5 10.7 10.8 25.2 16.8 13 1.1 9.8 23.6 39.2

38.8 39.2 59.9 51.1 55.7 22.9 46.8 52.0 64.5 66.8

%8 Inria Mt b, AXEAEREMEEE T
X470 E 15 B AR T SR
Table 8 Based on Inria test dataset, the detection re-
sults of our method on adversarial images under dif-
ferent networks

Network Ori Adv Our
Darknet 61.4 19.0 41.0
Tiny YOLO 53.3 17.5 35.8

BEXT H Ak 0 90 2% 1) ) BB, AR/ B AR LR A
BRI

I, RATHE AR BT 0 B SR A S
By 1 S (A o FoAdcih, FRATTHE A # Mot 1) S 4
Pascal VOC 2007(Ori)#lliX4E I, 1Wid Darknet A
Tiny YOLO 9 45 (1845 0 ~F- 1) HE R 25 58 UE: 7 48 S g ]
HE,

X9 BT AR I I B AR b, R SR

#2527 Darknet /% Tiny YOLO W% (Off) 7RG,

A B A SC B A1 725 (Our) 73 2 R P38 HEAf 2 o AFR 9
ALAN, AHEC T B O BB R I 45 2R (Ori), A ST
FEWA S 33T T 6.4%1 5.5%. UERH T AR
B fE 2 EDC ] BEHR R fs BB X 3K, (H
23t ERC IZ5 i (1A% 1) e d ik LAt X 3 A kAT
HARALE MM % e, B 13 BRTR 9 F
Darknet %2 5%J RER PRGN AERG R . 7] 50, 7E 20 K
17 AP AR T SCHR[27]. iR S,

E ] T AN S B A 0 B S B T H A 0 190 2% 1) A
TR o SN EE, AR ISR A DT B
A1 )5 DAY ) B iy HLRE SR TR e MLt I 4R
(RIS HE A 2

%9 Pascal VOC 2007 ke b, AXEEEIRIAE
R L5 R
Table 9 Object detection results on the Pascal VOC
2007 test dataset clean images

Network Off-Ori Our-Ori
Darknet 69.1 75.5
Tiny YOLO 56.8 62.3
1.0 ¢
—o— Our-Ori
09 r R
0.8 ¢
%07
z 0
0.6 -
0.5
0.4625\61%&\& \% "QIN‘Q;@‘"Q'C\
N O Q> > ;
Q\‘b?n&%éwo*oo‘@ O, aQ‘b' bo &%’&'\:,@,0 (}%&,@ AN (&\

B 13 ANBZERBEGPE-EENHR
Figure 13 The detection result of our method on each
category in the original image
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Figure 14 Object detection results of images under
different processing. The first three columns show the
detection results of [27], and the last one shows the re-
sults of Ours
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