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Abstract The rapid development of the Internet has brought about the continuous growth of the network scale and the
increasingly complexity of the topology, and at the same time it has presented huge challenges to network security.
OSPF (Open Shortest Path First) has become the most widely used routing protocol in network deployment, The secu-
rity of OSPF and other routing protocols is increasingly becoming an important part of network security, there will be
no network security and stability without the correct routing information. This paper discusses the internal interaction
mechanism of OSPF, and digs out the loopholes in the OSPF routing protocol itself, deeply studies the attack technol-
ogy based on the vulnerability of the OSPF protocol, analyzes the design flaws of the protocol, breaks through the pro-
tocol’ s built-in protection mechanism, and disrupts the normal protocol interaction to achieve the purpose of attack.
This paper describes in detail several typical attack principles, and the establishment of a network environment in the
simulation software that confirms the existence of vulnerabilities. In this paper, several typical attack principles are de-
scribed in detail, and the existence of vulnerabilities is verified by constructing network environment in simulation
software. Based on the characteristics of OSPF vulnerabilities, the CVSS3.0 scoring system is expanded, and the cor-
rection coefficient of the attack range is innovatively increased, which improves the rationality and quantification of
OSPF protocol vulnerability evaluation. The evaluation results can provide guidance for the research work of vulner-
ability defense, and have a positive demonstration effect on the vulnerability research and analysis of other routing
protocols. Finally, some corresponding security measures are proposed for the vulnerabilities described in this paper,
and a routing threat monitoring and prevention system is proposed to monitor and prevent routing protocol attacks. In a
word, to protect the security of routing protocols such as OSPF, an overall security concept should be established to
ensure network security at multiple levels.
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Figure 1 Schematic diagram of self-counter attack
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Table 1 Comparison of OSPF attack methods
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Figure S Network topology of test

H:ir, FRR1. FRR2 KUbuntul8.04 R4 2%
TFRRouting 7.5.1 Jii 4%, FRRouting®J2&—/> 4 % (1
FFJ5 P 28 1% PR, 2R linux Alunix 1 &, SZIL
T BGP, OSPF, RIP, IS-IS, PIM, LDP, BFD, Babel, PBR
LINRE, FORTHIMRAS Sl 8.0.0. R1-R4 f#i ] T Cisco
3700 F 51t 2% 1 10S software, WA 58 12.4
(25d).

4.1 $HERKBRIZAFED LSA Bidlik

1) Zr%l#F FRR1. FRR2. R1-R4 fit'& OSPF, I &
SERUE, 76 R3 & B REOIRA SR E W& 6 Frs:

R3#show ip ospf database
OSPF Router with ID (33.33.33.33) (Process ID 1)

Router Link States (Area 0)

136

8
i 22 1793
33.33.33.33 33 33. 33 33 155
44.44.94.44 44.44.44.4944 151

Net Link States (Area 0)

Link ID ADV Router Age
1.1.1.3 33.33.33.33 1785
3.3.3.1 33.33.33.33 1785
4.4.4.1 33.33.33.33 155
TeTTeT 8.8.8.8 337

g.8.8.9 8.8.8.9 1581

6 R3ERIRZSEE T

Figure 6 link state database of R3(before)

2) & FRR1 Jife EHL EMIEIFRIE— KGR
Router LSA, ¥4 LA F P I% & A — A AFELE I
Z8h51H 10.10.10.10, FHFi'E 2 AT MG L, W
* 2 FioR:

#2 TEELSARXFE
Table 2 Malicious LSA message fields

VA= FB &
Source Address 8.8.8.9
Destination Address 8.8.8.8
IP Header
Protocol Number 89
TTL 6
Type 1(Link State Update)
OSPF Header
Router ID 8.8.8.9
LSU Header LSA number 1
Link State Type 1(Router LSA)
Link State ID 10.10.10.10
LSA Header
Advertising Router 10.10.10.10
Sequence Number 0x80000001
Link ID 12.12.12.12
Link Data 255.255.255.255
Link Type 3
Metric 1
Router LSA
Link ID 444.1
Link Data 4444
Link Type 2
Metric 1

3) Mi% LSA AW & (1% s ), PhisGdErE
YORAEFIR LSA, FHs B RE s RS Edm b, il 7
Jia~, 6 R3 [ 8E B P e P 38 n 7 — 4% Link
ID=10.10.10.10 (H%HE 4 H .

BT UL s a5 R, vl DAHENT, iR ol
AN & 3% Link State ID ANAEFE) LSA, K S M
26 b BT HEW I PR A R O AS B R T A
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R3#show ip os database
OSPF Router with ID (33.33.33.33) (Process ID 1
Router Link States (Area 0)
Age Seq# Checksum Link count
0xB0( 0

1594

878

14

187

22.22.22.22 1477
33.33.33.33 33 33 33 33 202
44.449.44. 44 44.44.44.44 158

Net Link States (Area 0)

ADV Router Age

33.33.33.33 1268
33.33.33.33 12€8
33.33.33.33 202
8.8.8.8 1644
8.8.8.9 1030

E7 R3EHRRESHIEEREMER)
Figure 7 link state database of R3(after)

73 B A A REAC TR 6 il B, 2 EEE 48R4
Hitio
4.2 BRXFISE—BEMIK

1) fEIXH, AT R4 1E WS HbR. 43 HIE
FRR1. FRR2. R1-R4 [it'& OSPF, Bl'E 58l )m, ZEHL
W2 AT ] — 55 ik R4 LSRRG 2y, B8 JEZR T R3
ff) OSPF % 1 3%:

R3#show ip route ospf
22.0.0.0/32 is subnetted, 1 subnets

o .22.22 [110/11] via 3.3.3.2, 00:04:12, FastEthernet0/0
7.0 24 is subnetted, 1 subnets
(o] .0 [110/20] via 1.1.1.1, 00:04:12, FastEthernet0/1
0/24 is subnetted, 1 subnets
[+] .0 [110/21) via 1.1.1.1, 00:04:12, FastEthernet0/1l
11.0.0.0/32 is subnetted, 1 subnets
o .11 [110/11) wvia 1.1.1.1, 00:04:12, FastEthernet0/1
0 2 is subnetted, 1 subnets
[¢] 44. 44 44.44 [110/2) via 4.4.4.4, 00:04:12, FastEthernetl/0

8 R3 OSPF ik
Figure 8 OSPF routing table of R3

2) £ FRR1 FrE EHL LG IRk — &%=
Router LSA, Hili HFrA R4, FixE W FB, I
* 3:

% LSA Fik HArgth#sa, ik A L],
Hbr i 285 K 1% LSA 0P 55 A 5 KT
Ox7FFFFFFF [f] LSA.

3) £ FRRI JifE LML E MG R%E—RER
Router LSA, X H¥r A R4, F55)"5 & & N i/
i, BeEW F7B, WK 4

M TSI J5 S, R4 IF R K3k A fedi LSA,
Wik 9 Pror, R4 5¢F Link ID = 44.44.44.44 HriR7)
LSA 174154588k OxTFFFFFFF.

4) 2P BR3 v LSA B W 2 i (1 LA 2 2% )5,
BT SEEULHRI R R, s R S IMBR 1% LSA 11
fG B WK 10 fror, R3 MRS T RA 1B H
{55 44.44.44 44 CARIEAET o

49
*3 EBELSARXFHE
Table 3 Malicious LSA message fields
VA= FB 5
Source Address 8.8.8.9
Destination Address 8.8.8.8
IP Header
Protocol Number 89
TTL 6
Type 1(Link State Update
OSPF Header » pdate)
Router ID 8.8.8.9
LSU Header LSA number 1
Link State Type 1(Router LSA)
Link State ID 44.44.44 .44
LSA Header
Advertising Router 44.44.44.44
Sequence Number 0x7FFFFFFE
Link ID 44.44.44 44
Link Data 255.255.255.255
Link Type 3
Metric 1
Router LSA
Link ID 4441
Link Data 4444
Link Type 2
Metric 1
x4 EBELSARIFE
Table 4 Malicious LSA message fields
A=+ FE 18
Source Address 8.8.8.9
Destination Address 8.8.8.8
IP Header
Protocol Number 89
TTL 6
Type 1(Link State Update)
OSPF Header P P
Router ID 8.8.8.9
LSU Header LSA number 1
Link State Type 1(Router LSA)
Link State ID 44.44 .44 .44
LSA Header
Advertising Router 44.44.44 44
Sequence Number 0x80000001
Link ID 44.44.44 .44
Link Data 255.255.255.255
Link Type 3
Metric 1
Router LSA
Link ID 4441
Link Data 4444
Link Type 2
Metric 1

5) FT LRSI SR, AT LAHEWT, %073k

JIyREwE T OSPF HR% ) B S UL, R Beedi & 45
BRAR R IXRP 5 SR Sy, W48 1K KR IR %
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Ré#show ip ospf database
OSPF Router with ID (44.44.44.44) (Process ID 1)

Router Link States (Area 0)

Link ID ADV Router Age Checksum Link count
8.8.8.8 8.8.8.8 1102 00060 OxO00BCED 2
8 ] 8.8.8.9 457 0 00SE 0x005B16 1
11.11.11.11 11.11.11.11 654 0 € 3
22.22.22.22 22.22.22.22 6§06 C 93 O 5 2
33.33.33.33 33,33.33.33 575 C 0374 O 7 4
[fi-44.44.44 34.44.44.44 3165 Ox7EFFEEEE 0x00DA17 2 )
Net Link States (Area 0)
Link ID ADV Router Age Seq# Checksum
1.1.1.9 33.33.33.33 575 0x80000398 0x00D192
3.3.3.1 33.33.33.33 575 0398 0x00CSEE
4.4.4.1 33.33.33.33 575 0010 0x000C58
7.7.7: 8.8.8.8 1142 1 0x00368B
8.8.8.9 8.8.8.9 €87 0x8000005A 0x000D70

1.0.0.0/24 is subnetted, 1 subnets

[+] 1.1.1.0 [110/20) via 4.4.4.1, 00:15:54, FastEthernet0/0
33.0.0.0/32 is subnetted, 1 subnets

o 33.33.33.33 (110/11] via 4.4.4.1, 00:15:54, FastEthernet0/0
3.0.0.0/24 is subnetted, 1 subnets

¢ 3.3.3.0 [110/20) via 4.4.4.1, 00:15:54, FastEthernet0/0

22.0.0.0/32 is subnetted, 1 subnets
2

] 22.22 [110/21] via 4.4.4.1, 00:15:54, FastEcthernet0/0
/24 is subnetted, 1 subnets
o 7.0 [110/30] via 4.4.4.1, 00:15:54, FastEthernet0/0
0 /24 is subnetted, 1 subnets
o 8.0 [110/31] via 4.4.4.1, 00:15:54, FastEthernet0/0
.0/32 is subnetted, 1 subnets
o 11.11.11.11 [110/21] via 4.4.4.1, 00:15:54, FastEchernet0/0
E9 R4 EIRIKZSEIREEF OSPF FRHZ*E
Figure 9 link state database and OSPF routing table

of R4

R3#show ip route ospf
22.0.0.0/32 is subnetted, 1 subnets

0 22,22,.22.22 [110/11] via 3.3.3.2, 00:00:48, FastEthernet0/0
7.0.0.0/24 is subnetted, 1 subnets

o 7.7.7.0 [110/20]) via 1.1.1.1, 00:00:48, FastEthernet0O/l
8.0.0.0/24 is subnetted, 1 subnets

(o] 8.8.8.0 [110/21) wvia 1.1.1.1, 00:00:48, FastEthernetd/1
11.0.0.0/32 is subnetted, 1 subnets

o 11.11.11.11 [110/11] via 1.1.1.1, 00:00:48, FastEthernet0/l

10 R3 OSPF FEHIR
Figure 10 OSPF routing table of R3
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Figure 11 Work flow chart of maximum age attack
defense
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Figure 12 Work flow chart for preventing neighbor
table overflow attacks
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MisE A: CVSS3.0 #5FRrE 5 R FNEVE

Eiftan Fabr I H1E
Network(N) 0.85
St Ay Adjacent(A) 0.62
Local(L) 0.55
Physical(P) 0.2
Low(L) 0.77
s P
AASIARBAC) High(H) 0.44
None(N) 0.85
HLRRZLK (PR) Low(L) 0.62 (or 0.68 if S= C)
High(H) 0.27 (or 0.5 if S= C)
None(N 0.85
F P14 H(UI) one()
Required(R) 0.62
MWLM (C)) High(H) 0.56
SEREVEE (L) Low(L) 0.22

nf P (4)) None(N) 0




