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Abstract In the rapidly developing era of information and data, cyberattacks pose a serious threat to human privacy,
work and even the safety of life and property. As an important equipment for human to communicate in daily work, and for
entertainment and data storage, the host has become the main target of cyberattacks. Therefore, it is urgent and necessary
to study the host attack discovery technology. And as a carrier to record all behaviors in the host, host events have become
the focus of research. Attackers' various malicious operations in the host will inevitably be recorded as host events. How-
ever, malicious events are hidden in large-scale normal events, that are difficult to detect and filter out, leading to academic
research on a series of issues such as how to obtain host events, how to identify and extract malicious events, how to re-
construct the attack process, and how to conduct security protection. This paper has carried out extensive research and de-
tailed summary on the research related to host event based attack discovery technology, and combed its research and de-
velopment history, then compares with intrusion detection and digital forensics from four aspects: analysis object, analysis
method, time of action, and analysis purpose. After, the definition of host event based attack discovery technology was
conducted. Subsequently, this paper explains the key concepts involved. Two major problems which are dependency ex-
plosion and timeliness are pointed out. Then the research is divided into three categories according to the stages: host event
collection, host event processing and host event analysis. The research results and progress of the three categories around
the two major problems, which are 12 subcategories in total, are introduced respectively. Finally, the possible research
directions in the future are pointed out according to the current research situation, including integrity and credibility of
host event records, timeliness of attack discovery, cross-device attack discovery, multi-step attack discovery, and algorithm
application.
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