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Abstract OP-TEE (Open Portable Trusted Execution Environment) is an open-source trusted operating system running
in Trusted Execution Environment (Trusted Execution Environment, TEE) based on TrustZone. Although OP-TEE runs on
the TEE side, it remains hidden vulnerabilities and suffers from attacks from the Rich Execution Environment (REE).
Fuzzing is a commonly used method of vulnerability discovery, but due to the high isolation between TEE and REE, it is
difficult for a fuzzing tool on the REE side to directly fuzz OP-TEE. Besides the state-of-art fuzzing method based on
OP-TEE source code instrumentation has problems that rely on source code and professional domain knowledge and have
low crash tolerance. Based on the whole system emulation to emulate the environment that OP-TEE relies upon, this paper
proposes a method of fuzzing the OP-TEE kernel. This method hosts the OP-TEE in an emulated environment and tracks
its execution process. The fuzzing tool observes the execution process outside the emulated environment and generates test
cases based on the execution process. This method is designed to realize the communication components inside and out-
side the emulation environment, exposing the OP-TEE system calls in the emulation environment to the fuzzing tool out-
side the emulation environment so that the fuzzing tool can fuzz the OP-TEE core. Simultaneously, aiming at the problem
that single case testing takes a long time in the fuzzing process, a pre-translation optimization mechanism is designed and
implemented to reduce time consumption in the fuzzing process. Experiments are designed to verify the feasibility of the
method, evaluate the effect of pre-translation optimization, and evaluate the vulnerability discovery ability of the method.
Besides, an experiment is designed to compare the efficiency with the existing method OP-TEE Fuzzer. Results of the ex-
periments show that the proposed method has the ability to find potential vulnerabilities and the pre-translation optimiza-
tion mechanism can reduce the fuzzing time by 19.05% on average. Besides the actual efficiency of our method is better
than OP-TEE Fuzzer. Especially, the throughput of our method is increased by 104% compared with OP-TEE Fuzzer.
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