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Abstract A series of functional extensions and security proofs (extensions) of identity-based cryptographic algorithms
have been proposed in order to promote the cryptographic techniques to achieve the goal of safety and advancement, in-
dependent control since identity-based cryptographic algorithm SM9 was incorporated into ISO/IEC international stan-
dards. Based on Gap-q-BCAA1 assumption, Cheng gave security analysis of SM9 key encapsulation and encryption algo-
rithm, key exchange protocol. Later, Lai et al. proposed Twin-SM9 key encapsulation mechanism to effectively eliminate
the dependence of SM9 series algorithm on Gap assumption with Twin-Hash-ElGamal. However, the decryption operation
of Twin-SM9 key encapsulation mechanism requires two bilinear pairing operations. In resource-constrained environment
where frequent decryptions of massive data are required (wireless sensing equipment. cryptographic chip etc), the expen-
sive pairing cost will become an important bottleneck which restricts the efficiency of the system. To solve the problem,
we propose a new key encapsulation mechanism named BAOC-Twin-SM9 based on Twin-SM9, with purpose of support-
ing multi-ciphertexts batch auditing and decryption outsourcing. The security of our BAOC-Twin-SM9 is secure against
Replayable Chosen Ciphertext Attacks (RCCA) under random oracle model. BAOC-Twin-SM9 eliminates the influence of
bilinear pairing operations on the decryption efficiency of the Twin-SM9 key encapsulation mechanism powerfully using
the frederic computing power of cloud service center, terminal data user with limited computing resources can finally de-
crypt the outsourced computing results with only two simple exponential operations. Compared to the Twin-SM9, it is
more suitable for resource-constrained environment when frequent decryption operations are required. To solve the issue
of efficient audit for decryption of outsourced computing results in semi-trusted cloud service center, BAOC-Twin-SM9
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implements batch auditing for multi-ciphertexts outsourcing decryption by using random blinding technology, thus ensur-
ing the correctness of outsourcing computing results. Theoretical analysis and simulation data demonstrate the feasibility
and efficiency of our BAOC-Twin-SM9. Our BAOC-Twin-SM9 extends the application scope of SM9 series algorithms.

Key words Twin-SM9; outsourced decryption; batch audit; SM9; key encapsulation
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Figure 1 The diagram of system model
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FHIHN>2", ABEG,, G, KAEmILHHIN
BRI P, HH B=9p(P) . WHLIEI k,k, €
LN 1], & X% i W 75 5 50 H, - {0,1)" x
Ty =7y, Hy 0,1} x Z) —{0,1}"" (klen Xy
BRI, B2 SR G, Pt E
Py=kR, B G, T IR gy=eB,P) ,
g =eR,P)", g, =e(R,R)", HHIERMH
P AT hid oK, fith RGN TF S pp M
ARG R msk 435
pp=(D,R,P,,F,,.80,88,.H, H,,hid),

msk = (k;,ky) o

+ Setup,: = REFT LR L ESHANARS
NITZH pp, EFBEHE L, e[LN-1], %
mM S o ER N sk, =k,, WHHEBEG, T
MILHE K, =kP,, % pk. =K., fithz %
Hy A FLVAXS (pk,,sk,) o

* Setup,: FHEMLHEMALZESHNMAGE L
2% pp, EFEBENIEL 2, e [LN - 11E A Edls
i R, & sk, =z, WHHREG, YT
RZ,=z,P, G, TWILES, =g, %
pk, =(Z,,S,) TE BRI A, fhs
P fd 3 A FAEANS (pk, ,sk,) o

KeyGen : ¥l 34 1) KGC $248 % 87 Hiiid,
IFRIE B AR U R . KGC ARG AT
¥ pp, RGBT msk = (k. k), =IREF
O p =K., B # A pk,=(Z,.8,),
BARAE RN ID € {0,1}, KGC 4754 R
WF, LS AEEILE s, = H,(ID || hid, N) + &, ,
WHBEHLE ye[LN-1], 5 K =y-K, +
k-si'-z K =y-K,+ky,-s7 -2,
K,=y-PB,, % sk, =(K,,K,,K,), ¥ith sk, 1F
h AR il 3

KeyGen,,, : $4 7 F 5 8 FH A 2 51 A
%, BONBAEAE S R, A thyp = skyp =
(Ko, K\, K,), AN ik -

Encap : HlEHAE AN EZ, MARGEA
T4 pp , BAEHE A% pk, =(2,.S,), h
T B LR R Klen (W3 LB 1D 1%L
Pl BRI LB r e [LN - 1],

u
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WH G =S, C=r(H,(D|hid, )R +P,,),

=g, w=g, K=H,(C|wlwlID,ken),
o (K,CT) , Hob KR B R,
CT =(C,,C)) 2L

Dec,,, : 2 45 ot W 20 s 458 H 5 1 gt 2% 41
R RGE, AR SMUEE. IR 3
B CT =(C,y,C,) , MBS th = (K, K,,K,)
RSP TFNH sk, =k, , PUTIFE MR

), ! CaK) k
sk g o o) =—2GK) __p gy
TG Gk Ky A
' e(c1sK1) kor A
=——V VP, Z), WIS
? e(Cy,sk, - K) “iz) i !

RC'=(.G)).

« Audit: KGC fE X558 =7 HUA )[Rl — £ s

WA n VS R IER VST R O

LN R G LT msk , B R RS
{CTE }ie[n] = {Cijoaci,l}ie[n] s P AR e
{Cil}ie[n] = {Ci,l”ci,Zr}ie[n] 4 :/H‘:EP n yﬂ%—:i’ﬁ:}
Mo AT H XS Cohay» 5

n Zn:i’i ’
E:HS]:’ ZSL;ZI . Xﬂ‘ﬂ:‘&l\@t%%géﬁ {q,l }ie[n]’
i=l

! N L ' klz”:ri
(Cabiam » WHCK = ]G =e(R,2,) 7

i=1

" 5 T
CK,=[]C, =eBoz,) 7 , KA W F X
i=1

EN =CK,, E"=CK, &ML, i 1
B Z MG PO, i o R RS
MR R R

Dec, : B fili FH# 2 AT R G Sk . B NSb
g C'=(C/.C,)), HEHILCT=(C,.C),
Ko AE 3 A A sk, =z, , M HALY
Audit(CT,C",msk)=1 (n=1) W , i
w =GN (BB, w =G =e(R.B)",
BB K = Hy(C | w || wy || ID,Klen)

a2 e Je i BRI K

!

3.3 IERAMESHR

BRI — S ko 3R ) r_ 4 ' >
— (Lo b 3L, =1(,0 )
& CT = (C,,C)) hEFEL, C'=(C/,C) N

AMELEE R AT AR B DL 25 6 BAOC-Twin-SM9 #x
TR BN IE A PR T IR .
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. e(CpKo)
e(C,sk. - K,)

(- (H (D hid, N)- R + By,p),7 - K+l (H, (D || hid, N) + k) - Z,)

e(r-(H,(ID| hid,N)-F + P,;,),7 k.- B)

_e(r-(H(ID| hid,N)-K +k -R),y-K, +k,(H,(ID || hid,N) + k)" -Z,)

e(r-(H,(ID| hid,N)-F +k -R),y-k.-P,)
_e(r-(H,(ID|| hid,N)- B +k - B),y -k, - P, + k,(H,(ID || hid,N) + k)" - Z,)

e(r-(H,(ID | hid,N)- B +k - R),y -k, - P,)

=e(r-(H,(ID || hid,N) + k) P,,k, (H,(ID || hid ,N) + k)" - Z,)

— e(};{ ) Zu )r~(H1(ID||hid,N)+kl Y-ky (H, (ID||hid ,N)+k; )"

e(R,Z,)""
_ e(ClaKl)
e(Cy,sk, - K,)

e (H\UD || id N) - B + Py). 7 K, + k(L (D | hid N) + k)™ - 2,)

e(r-(H,(ID| hid,N)-R + P,;,),7 k.- B)

_e(r-(H(ID| hid,N)-K +k - R),y - K, +k,(H,(ID|| hid, N)+ k)" -Z,)

e(r-(H,(ID || hid,N)- P +k - B),y -k, - P,)
_e(r-(H,(ID || hid,N)-B +k - B),y -k, - B, + ky (H,(ID || hid,N) + k)" - Z,)

e(r-(H,(ID | hid,N)- P +k - B),y -k, - P,)

= e(r-(H,(ID|| hid,N)+ k) Bk, (H,(ID || hid, N) + k)" - Z,)

— e(Pl , Zu )r-(H1(1D||hid,N)+k1 )-ky (H,(ID||hid ,N )+, !

=e(B,Z,)""

L 2 Y
E=[]Co=8"""" =S =e(R.B)

u
i=1

klzuﬁ: klirf

E=eR.B) T =CK =]]Cl =e(Rz,-B) 7
i=1

" n kzi”f
= = CKz = Hci',l = e(Pl’Zu PZ) -
i=1

kZZu z

Ek2 =e(PlaPZ)

W= Cvsk;I —e(P 7 )klrz,;I —e(P P )klr
17+ - 1>“u - 1242
' _Crxk;l —e(P.7 kzrz,:1 —e(P.P kyr
w, =G =e(R,Z,) =e(h,h)

4 ZEMHESH

A4 BAOC-Twin-SM9 25 4H k55 11 (1) 22
AP
EH 1. AFMAEREH, . H, NBENLIE S 28,

¥ g-BDHI [N At i) SR ¢ Bl o7, A SC 4 i
BAOC-Twin-SMO bl Z BN I T8 X 2 FlE
X 3 & RCCA %41,

UE BH. B W A A 22 T 2 TR R ek 0 AL,
HIH, BAOC-Twin-SM9 5 EABREH LIP3 ¢ &
ANE] IR, )R] e E A 22 30 I ] ) R R A
¥k B, T sRA# g-BDHI i B IMER g q“’"

H,
51 S S

. B

WooN — A~ BE ¥ W ¢-BDHI

1
(QlanarQ27r2Q29"'aquZ)a e(Q]aQZ)r %E*ﬁ@ﬁ*ﬁ
(r RAN), q=qy AXTBEYLIETE S H, R L.
Mgk, BIEWA R BENE 2, x, v, k., 7 € Zy
Eor KRR TR RS h=r-z ,
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ky =x+ vk, . BEEEBENLIESE " e[lq], FEN 20 i

Bog-1 AW W AR T 2 16 KL %
Zl’Zz’“.’Zi*—]’Zi*+]’.“’Zqo %X
q N q-1 )
f@= ] (e-z +z)=> ce mod N,
i=lizi" i=0
q-2
file)= fge) =Y be mod N,
e—z +Z[ i=0

q-1 ) q-1 )
W £0, =Y. c.(r'0y), (10, = ¢, 0,),
i=0 i=0

92 . q-2 )
SN0, = Zbi(’”le) , 1 (N0, = Zbi(”Hle)
i=0 i=0
Sy mIAR A 20 i) RS o SAR R . SRR A
q A
P, =2 ¢(r'0,) mod N = (0.

i=0

BR=9(B)=1(Q,

P, =o(f(N0) -z p(P)=kPE, K, =k.P,, K, =yP,

g =eB,B), g =e(P,,.P)=eB,P)",
g, =e(B.P)" -e(P,;. B) =e(R,P)"" =e(R,P)" .

L pp=(B.P.P,,;.8,8,8) » fith (pp,K..k.)
HRPIABE LA AL ABENE L, e 2y,
H ke, = kg5 OoRH, AT ks oA
pk, =K, =k,P,, BN B LEUF L FE rp 4% |,
HH, ABHLGS 25 . REEANAMMIERY, pph
(197G ZE 4 mT HY U0 ) RSB T4 H

MR . A RVEXTREALE S 88 H, F H,
AT A

(1) H,-#n. Bl Ebsil D, B /el il
L0k H R R, 8Ll (D, 2) B
LG Lo A58 i AN H W N ID,, i £, iAo A
ID;, WK R z, Hir it o 45

H,(ID;) =

. K
Z, [#I

W& BIRMIG A Nz, 8k, [N L LLUD,,z)
% (ID,,z.) JTEA TR o

(2) H,-in. BELGIEYIZR L, Wk H, 7]
(i N R, o6 3R A (G, Cp, Wy, wy, ID, K) T AT
i B LT W0 A Hy WA (G, Crywys
Wy, ID;) , A7 Ly, TAFAE (Co . Cryowy s wa 0 ID;) , W
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[0 R K . 5 AR DR 40 A BE4T [R5
« ¥ ID,;=ID. . B % M\ 4 3k W 2
(z' =H,(ID.)), (FEAALLE, BN ID, I ] ]
H,3RELZ), W T 25 e 75 o :
wz,i:(%i’ipz))z*-w{i. (1)
o AR AL, WA TTE (C, ID;) 215 17
P el e BRI B3 Ly v o 5 TCHRATAE,
Wl B L, XTI K, o #5AEAE, W
AN (Cy,, ID;) HEAT 3 SCAR B W R DR th K, Bl
Ja4 Hy(Cyy [l w | wy, 1 ID) = K, o
o B O)ARWAL, T B M {0,115 i B HLIEHR
— MR K B H(G wy
ID)=K, .
« FFID,#ID,. B M0, sppEHLEE— AN G
K, WA Hy(Cp lwy, [ wy, [1ID) =K, o
W B R¥K & AJEEHLA
(CoisCrisw Wy, ID;, K, o

WIRIPTBL(—). 7EIX BB, BAlg— MR T
RIS =0, A GERPEHIEAT W R i) .

(1) BUAR ). 9 NBE# A KA bR
Wk ID W2 FAVEH R R SR, BWE j=j+1,
MBI FR IR ID R B PRI, FFIRAT A 2% % 4]
sk =(Ky K| ,Ky) - #: F K B BfblLi&E# 2, ,
Y eZy iz, =z2'p, S, =gg“, o X IV AR A H
HEHAYIA pk, =(Z,.S,), BT FH ERLH N
B il 5 K=y K +k-s'Z

'
Sku = Zu o

u b

K1,:7"Kc+k2‘sl_l'z

p K)=y-p, . %
skip = (K, K|, Ky, BURBEIMLEHN thy, = sk,
H¥t (7, ID, sk, thp,, pk,,,sk,) TENBIFR T
() fift = R W . B kR R ID, W R
ID; = ID,., B A5 (DI M, 5 )5
Koy =7k (r=2 +2) (10 +2,(r—2") (N Q,
z,(r— f*)f (r)

r—z +z

=1k f () + O

vK, +LZV,
H,(ID,)+ K
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Ky, =rk,(r=2 +2)fi(N0, +z,(x+ y(r -z ) £;(r)0,
z,(x+y(r=2)) f(r)

r— Z+Z

=rk.f ()0, + 0

Hl(lgj)+kl “ur

Ky, =y(r=2"+2) ;0 =7 f (O, = ¥ P o

% sky, = (Ko Ky, Kyy) . BREH i Aol
(i, 1D, skyy, ,thyy, , pk,,sk,) FEAATAETRT 11, QERA
FEAEMVR AR L, 15 WK (skyp, , ph, sk, ) 3R PIET #%
A, SR sk, 2 ARV A

G) AU B MR, BRAL AN oA
(i, D, thy, ) RETAFAE TR T, WARAAEAE, W B iR
[F104 L, A5 MR RSO thyp, o

(4) SR W, CANIBSC(C, ID,), B
72: B AN B2 L) X 888 S5 V) i (1 i N i o 2
ITidsk, HI#k L, h e E A AN (CL,ID,K) - #7
Ly, THAEAE (Cy,, ID;) , WPKERT I K i, 15 AR 4
PUR &A%t A TR

ID; # D, . B B 5CiHHARUUID, WAL skyp,
RGN (skip G IF AT 7 55 505 i o
(W, wy,) 5 BUJSHIA (Cyowy o wy . ID;) X H, Bl
Wl 5 28 2T R 45 21 K, HR A A Y K

« ID, =D, . B M\{0,1}"" FhBENIERUCE K, 1
MfEE s R, IR A

BJa L, LA(Cy,, 1 K)ff/iﬁﬁii%?

PRER B B fEPb AR N DT B A B R, #F
ID" % ID,, W B BHUAIE L, HUH H (ID ) =2".
BT RBENER seZ,, K {011, Fit5Hk
i % Cy =8, C'=sB ., %4 B e
(Cy,C K ) WeAT HHAT L i s v i 48 1, 4500 B A8
WL s, WZGRIAIA KN (C,,C LK)« APkl

BESCBENLEC s =;, 11

=yK, +

=y (H (ID )R +Pub)——(z B+(r-z )P) sH o

WO BENLE s AR B S Cy L G RN

WEB(Z). A VRS AT FA B 6 [n) A1
SCAR AR, AN REEAT B bR U 1D (¥ FL A 0 1)
FIBk I % 3 (Cy €L IDY) Mg 25 ), B AR 4 0 1]
BB (—) 45 R0 A BT[R5

FRHrE. A et i HE SR . i, B2
s AR g DR, IR S H, [Pk i R

(CO*:Cl*awl,Wz,ID*) , /E\: EFI Wl* — e(Pl,Pz)S*kl ,

w2 =e(B,B) " . BEH5, B M L, kB e s

X w Fow,”

wy = CBB ey @)
W

JUES)

W =B R = e 110 0

-5z f2(r) ’
= e(f(’”)Q]af(”)Qz)x e(0,0,) 7

—sz [ (e)
e

Yel f2(e), :T(e)+—, Hr1e)

M 2q -3 REIN, d 2D RIAEEF L.

il Q) =0y, f(NO =p(f(10,), W e(0,0,) "
TSR K. BRI B 2T
* 1

Wl 7

(e(Pl apz)s e(0,0, )T(r) )

1

d
(0.5 (10) 0.0 "
e(R, h ) e(9,0, )T(r)

d 1 1

=(e(0.0,)) =e(01.0,)"
1%y g-BDHI [ il OS2 P
VERE LA bE Wi R R G AR B, AL
FREAI SRR SR AR T 4. B ID7 55 7 AN
Hm%&ﬁA,W&ﬁﬁﬁAﬂﬁﬂﬂ)&i £ 7

B, LRSI R q— .
Hl

WR A A X(C,,COowwy , IDY) R H,
W), WA B BAOC-Twin-SM9 254131 01
DLt vl 20 . AR, # A B LA AT 2% 1]
oo BB H L, WA BE DL e MR X
(Cy G owowy L ID) R A3 BIMI N ) H o AR HE
25 X2), BAEIARE] (w,",w, ") I 3K 145 %E g-BDHI
] R 2 BT, B KA g-BDHI A ) i@ i 2y




P A SCRFHER ST IR A Twin-SM9 5 PR

(it -
9y,

AR ) BAOC-Twin-SM9 %5 435 B 41751
KT J(WRM2 Bh#F) e atir S
BAOC-Twin-SM9 # £ B R ML 0C T8 X 2 (1 41
UEPAFEAAH A, BT Setup, ik hBdi 5k A 1847,

EBL 2. AEMAREREH, « H, WYL S 5%,
% ¢-BDHI A Mt i) @l % 5 o, W 3o # 78
BAOC-Twin-SM9 % £H B FE WL ¢ T8 X 4 & v] #i it
LA

UE B . B A7 AE — A Mo Bk A RE B
BAOC-Twin-SM9 #FH 35 R 48 (1) vl wF v, W2
L A HERERIEE B 2 A ] 5 P 2 AR AL
HUR,

Witk BIEEAFEBENE 27, x, v, k., 7 € Zny
fEr KAMMETRTFTESHBESR h=r-2,
by =x+yk . BBUGHIBLUERE ellq], JFMZy %
U g1 AN AT 2 1 B8 WL S 2,2y,
z, o EX

S EE LR

9 q-1 )
fe=11 (e—z +z)=Y ce mod N,
i=0

i=l,izi"

f(e=—1© =qu,.e" mod N,

e—z +Zi i=0

q-1 ) q-1 )
W £(0, =Y. c.(r'0y), (N0, => ¢, 0y),
i=0 i=0

q-2 ) q-2 )
[0, =261, . (10 =Y b(r"0,)
i=0 i=0

Py AARYE O b S A R SRR
9q
P, =Y ¢,(r'0,) mod N = £(r)0,

i=0
B =p(P)= ("0,
P, =p(f(N0,) -z p(B)=kR, K, =k.P, K, =yP,
gy =e(B.P), g =eP,,.P)=eR,P)",

g, =e(R,P)" -e(P,,;, B,) =e(R, B =e(R,P)" -

)4

2 pp=(B.P.P,,.8.8.8)  fith (pp.K..k.)
IR ML BT A . AR DN e Zy,
ok, o = kS OoRH, HATF s oA
pk, =K. =k P,, BRVEE Bk i B E4% H,
M H, AN S Ay RE T AAREERS, pp
(1) 7625 30T b L 260 1) i SE A T A H
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Y FRIBBL(—). A S R 2 A L 1 60
FAMILEERW N o T B A0E R FAH msk , HRE
IEAfII 2 e A 1 IR

PEAR B B, R Pk b I DT B A B R, A
ID" #ID,, W BEEHIR & 1L, &4 H (ID") =
. BETFKRBENLIERseZ), K {0, It
Bk e =8, C =sP, waBMME
(Cy ,C K ) WoAT HEAT 1L 2 ) ) 48, 5 00) B 03
HHLs, RZREIA K (C,),C0 LK)« A Bk

%im%mﬁ%§=é,ﬁ

C =5 (H\(ID)R +P,y)=~(z'B +(r—z")B) = sP,.
r

MR BEALEL s™ AR BRI C, L ¢ AN

WEMB(Z). A RVFGRS00 FARH R % S0 RS
fift 2 ) ), R BB O Bk bR I IDT R B g % S
(C,",C",ID") 7y WIBEAT R AN 3 40 i, B HR 9
] B B (—) 1 &5 SRt A BET RIS

BB SOh SR A Rl G A A S
CURC", A RAELUT &AL M T A4
REMRATFUAR o

(1) Audit(CT",C,",msk) —>1;

(2) Audit(CT",C," ,msk) —>1;

(3) Dec,(C,",CT",sk,)# Dec,(C,",CT",sk,) -

() 2R G ) =(C1,1 LCaY s Ef =C1,1' >
E" =C1,2' . & (2) Kt I G : =(C2,1 'acz,z ),
EY=C,,', ER =Gy, MMAME 1 MM 2, 7
EY=C,'=GC,,", E%=C,'=Cy," . HRiMi, 41FQ3)
Lo " G T, (CTHCTD LI (CTHETY P 5%
PEOYRSEAEQ) T IE . I, b5k A il
AR I F ] 2 11 o
5 EBiEMRES

AN} BAOC-Twin-SM9 4 TERRE Lk M {5 Al
THSEIFRS AN D7 AT YERR /34T, I 5 SCHR[24], [26]
HATXI LG PR 5 R RE: INVERE G, « G, FISRVERE G,
TCHRIMKANIMAIG, |+ |G, |Gy | R, T, MLk
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PR IE ST, ARG, G, % 3RIE 50 ) H
T, ~ T, Fon, FEERE G PINTREOE N T, 25,
H, FonWLst B 7, IS0 75 R, H, st
) {0,11"" [y B 75 R K, 4 2 R 3 W1kt b
iR,
5.1 E EMEEIEIEaHh

2 2, 3 o, ASCHEH ) BAOC-Twin-SM9 %
B b 2B BV AE R G N RS A AR Y T, AL T
Twin-SMO %5 5 355 5220018 3 ) /N J 486 m 1 A
JCE, D RE I A K T B B A e A AN A
750K IR 2 ity A B, 7 8 s At 3 B TS o R
5 Twin-SM9 1 2 N FEIT K I IC 12 F R 2 2 A4
A PR BUE 5T, MRS CR S B 3Tt .

F2 BEAMIEER

Table 2 Comparison of communication costs

Sk N X \

A Ak 2 1k

SM9 FAHEFNLHIPY 2| G, [+1]G, | +1| G, | [1]G, | 1|G, |

Twin-SM91?! 2|G, |+1|G, |+2|G, | |2]|G, | 11G,|
BAOC-Twin-SM9  2|G, [+1|G, |+3|G,||3|G, | [1|G, |+1| G, |

#3 HEFHILR

Table 3 Comparison of computational costs

[ R W | S

SMOEDIL p | or ar 1w, 1k, | 1T +1H,
LB 1T 2 1T

Twin-SM92¢! 271,m2 +1H, 2th| +2Te, +1H, +1'H, 2Tp +1H,

BAOC'EWin'SM 3T, +1H, | 2T, +3T, +1H, +1H, | 2T, +1H,

52 BORMRESLIREIRES R

X3z B fr R G 2 T AR N TR 2904 524.71ms, 1E
P VLB Gy EIAT — Ik Fi5 Has B R R 2
192.25ms, fEMEREG, « G, LHAT kbR R IRIE 5
IS ) %43 294 54.06ms F1 128.17ms. /i E5¢
K& T k& & —6 12GB WA, CPU A
Intel(R) Core(TM) i5-4210U CPU@1.70GHz 2.40GHz,
64 17 Windows 8.0 #:/E R M2 iC A HUfim, T g5-vii
3472 —4 64 {7 Ubuntu 20.04 LTS #1F R4,
CPU Jy Intel® Xeon(R) Gold 6428 CPU@2.50GHz X
80, 251.5GiB A%, 25.0TB fifi#i [ 3 1 IR 45 e, 4 1]
CiESgnfE. WML/ AR 1 43R0 100 432 3¢, H5k
JEXE 1 ARAT 100 4 45 AT o oA T 2
MEERMEK 4. 5. 6. 7 Pron. MK 4. 5. 6. 7 1]
DUE HH, A5 ZAERWERAS 492.75ms k=& 1H T
B5AN, Sumfi s Z) A 39215ms, ML SM9 Al
Twin-SM9 & HE AL H) 52716ms A1 107792ms 1)
L E), AR T 25.61%F1 63.62%. Kl 2
T, BEA B SCREMIGA, AT fARE T
L DN PN & N W N DN ¢ AN LWk E (e
S b T T 1 R B AT SR [26), AT BE I
FH T V1 5500 A PR AL SR PR Tt ey J9 K At 4 045 K
(RIS (AN B8Rty . AR s 5 55, WA ST SR 52
A0, SER 45 R 5 B /b — 5.

x4 BEEPm 1 RBRERE R
Table 4 Comparison of client 1 time decryption time

ik L3 % /ms
SM9 4 BB 534.38
Twin-SM9! 1085.99
BAOC-Twin-SM9 397.27

x5 HEXAERIG 100 XAEZRTE LR
Table 5 Comparison of client 100 times decryption

A T8 o g R BN 7 AT SR, I 5 SOk time
(241 SCHR[26] T BE AN EVE IS AT I M EA TR . A ik i % ms
SCAE A Miracl KREE, KA MR 4 256 A7) SM9 BRI 52716
BN [, YEHL R-ate WZEHERS, 253t 100 YMiAECT Twin-SM9E4 107792
BEA B L5 rh AR RIVERE Gy AT — IO Z PR I BAOC-Twin-SM9 39215
Fzo6 EHEHM 1 XAERE K
Table 6 Comparison of other 1 time simulation time
ik B A% FH #F VR /ms BHAE Wl /ms N /ms fif 2 M /ms LS T /ms
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Table 7 Comparison of other 100 times simulation time
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