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Abstract With the advent of the information age, information security has become increasingly important. Information
security can be divided into two categories, Software security and hardware security. In order to obtain the desired infor-
mation, attackers not only use software means, such as viruses, worms, software Trojans, but also use hardware means to
threaten the security of devices, systems and data, such as hardware Trojans embedded in chips. If the hardware Trojan
horse is embedded in the processor, which is the core of information processing, the risk will be higher and the harm will
be greater. However, the hardware Trojan horse is located at the bottom of the information system core level, which is dif-
ficult to detect and discover. Hardware Trojan is a hot topic in academic circles at home and abroad. Especially in the de-
sign stage, the problem of hardware Trojan detection combined with source code is not only a new problem, but also a
necessary one. This paper is based on the above background and combined with the actual needs of domestic chip RTL
source code security risk assessment to carry out related work, mainly for the detection and verification of hardware Trojan
in RTL source code. The main contents and contributions of this paper are as follows. Aiming at the problem that RTL lev-
el hardware Trojan has not yet given its characteristic attributes academically, the description form of hardware Trojan’s
attribute is given, and a clustering analysis method based on unsupervised learning is proposed to form the definition of
hardware Trojan’s attributes, i.e. intrinsic attributes, including structural features, and external attributes, including trig-
gering mode, location and harmful results. It provides a basis for the detection and verification of hardware Trojan. On the
Basis of Forming Hardware Trojan Attribute, a hierarchical recursive search method based on multi-tree of signal flow
direction is proposed. The experimental results show that the method is effective for the detection of hardware Trojan at-
tached to ports.
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UL, HH2PIRES Sr;

StotB=> Sty RN YR N Sro, 7EHIA B 1
BUF, AR EPRAS St

Sti+C=> S 1 KR GHPREN S 11, fEHIA C 11
UL, He3 2R Sy

StatA=> S1o K7 UHPREN S, EHIN A 1)
LR, HHFPIRE S 10;

S 1o+E=> S po KN YHIAREAN S 10, EHIA E 1
UL, HAR2PIRES S ro;

S rotF=> S g KR UHPIREN S ro, EHIAF 1Y
LR, HHEBPRE Sk

S p+tG=> S po KN HHPREEA Srr, EHIA G 1
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UL, HA2PIRES S ro;

SptH=> S g RN MUHPIRAEN Sei, 7EHIA H
TOLE, HABPIRES Sy

S patI=> Spo FR UHNIRE N Sro, EHIA TS
U, R RPRE S koo

4) 15 BittRER

15 R 1 22 A AR, 2 AR R A g 11 L
BB R E W 6 Fror.

ﬂ D/O,

clo,

A/O,

6 FERMREETEE
Figure 6 Schematic diagram of Information Leakage
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S: HHFAEARAEEE {Sr0, St1, S12 }, HH S0, S0,
St RN IEHIRES

K: AN (A, B,C, D }

0: I EZ M5 {01, 0y, 03,04 }

T: FoRTEfAN K D RITHRIN, S ARAHE D EH
ARSIk 28, JFr B 4E O hioc =

=>: RINIEH

> RN IR IR 4 6

NSO
StotD=> Sti+ O3 FAR HTPARE N Sto, FEHIA D

TGO, e BRRAS S, Hith oA Os;

StotD--> Sty + O3 K= YHPREA Sto, EHIA
D [MIHHLF, HIBPIRES Sr, ol O;, X iE—Fh
IR ) 000 55 A S T s 255

Sti+C=> Sty + O Ko A HPRE N S, fEHAC
ITEOLT, HedBPIRE S, 4 Oy

Sta+A=> Sto + O KR YHPIREN S, FEHIA
A TIEOLT, B BPIRAS Sto, fTHHN Oy

Sto+B=> St + Oy KR MAPIRZE A Sto, 7EFIA B
IGOLT, SRR S, HitH A O

4 ETESRENEXHMTERRES X
H, 6 T8 10 RTL JEACE, s =07 1P
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(2) Verilog ¥ i1 5 A 5 (s s P8 g« A
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gt —Fh 2 W SRR 45/ B 0. RTL S
H Verilog JEANJCE M I, X LR o0 T 2ALHS
FEARV M BTG, BIRTER, BEH A iR R A
AR THREPIER A o

(3) B A L BRI sE W, 7E RTL JEAR
e v SR A I () R 58 R By 1 Dh g, I Hoix
VB A D SRATAE T 1w RS B P I 3 — A Y
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882 URHEZR 513230 D 22 X (Traversing
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Figure 7 Pre-ordered Traversal diagram of mul-
ti-fork tree
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Figure 9 Digital chip signal flow model diagram
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Figure 10 Pre-ordered Traversal diagram of mul-
ti-fork tree based on signal flow
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Table 6 Comparison of traditional search and signal

flow

K SO O SRR A5k
or1200 79 56 4424 112
turbo8051 29 19 551 38
sparc64soc 126 13 1638 26
openfire2 27 14 378 28
m32632 16 37 592 74
minirisc 7 7 49 14
fwrisc 7 9 63 18

RTL J5AR0E “ BT~ B2, K2k
T 5, YR T A RTL J5ACHS SO 2 2
— AW SE R, FEHIE—A 2 SR S R (B — AT
JERRE AT REE A 2 ANLAERREY) . —ANE R
PR AT LU IS 24 Verilog HDL #EEFy pY, &F— A
R AT L 2 AN T REEOR i, X R ERE] 43 2 IR
VA () 45 R ] DL R B R AR i L et . DIk 2
YR ZR R SR RTL P50, Fyid iy
B IC R, R UM R 45 0 . B2 SO
iR R AR RIR AT DT IREE A4
fREr. T RARE . NS o AR R
5% XMW S5, LATIZ B ) — 567 1) i A\ Bk
iy R 1A R Oh DGR IR], X 2 OB EAT R IR R,
A e CAH G RTL 54, $kHE~—1
FBEE izt 1 BAGAHC RTL W64y, HEIEHKE
ke TR 11 R,

MRFEE 11 ATLUE H, TP G, e
RTL J§3CPF, BHTHUAC AR, 2od RTL WSO
RS UA . ARG B A 2 X, FIHZ X
WAy 2207 A g D (A 5C RTL i56), A
MXERZ G HR 5 MRIERIEXT L, BEER
HFR S PR DL RIIE R, BZE i H T BE
RTL f#fFAR HiEn).

TSR M2 X R RS 7
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5 KIg

(1) SEEX %
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Figure 11 RTL Hardware Trojan Analysis Frame-
work

x7 ETESREMNE XMERANKED
Table 7 Algorithm of multi-fork tree search pseudo
code

Algorithm multifork tree search

Input: $ERKGL N TZ top BRI fi Hh 3 1 A4 FR

Output: 5 X8 AH G RTL i5H)

1: (Initialization) TiACZE /M 4T RTL Y5 SC AL M e #5482 18] 1y
KA.

2: (construct multi-tree) LLTHJZ I top module. Ay M5 fi A4
TOAL B () SRR R 1 FH S0 A 2 XM

S 2 SO G i S R AR B

Struct node {module name, input port, output port, file name, parent
node, children node}

3: (searching) traverse the multifork tree with port name as keyword

to find port related statements.
4: Output %t 53 A4 FRAHIC W ) %€ RTL 4]

(2) VFfrfiEAR

XFF—H) RTL JEACHY, B 2R 5iEa)
(positive) B A /& (negative) o IXFE M % 2 HH DL UY F155
Blo IR — AN MEEA S 3 B AR A A A A L, )
FR W ELIE S (True positive), 15 AS A AE A I i 4
JA AR L WIFR 2 A1 1F 2K (False positive). [FJ £
Hi, T R AS R AT AR S AR D AN, BRZ O ELAR
K(True negative), AN AHAF A Ey 17l H0 B 4y A AF K
U A i 47 2K (false negative) o

TP: IEHf 15 E HIEH

FN: i, WA IEMERBIRVLECRI% H ;

FP: R, 25 H VLA A IER;

TN: IEHRE L R AEVLEC 4

TPR(True Positive Rate) i IERH, H 2 /b
T B IE 28 (IE 28 TR0 OE ), 45 e
TPR=TP/(TP+FN);

TNR(True Negative Rate) T [ KH, H % /D
T ik B 28 (s S T OE ), g5 e R
TNR=TN/(FP+TN);

FPR(False Positive Rate)fT i xR, 5% /bl
TR B 1E ST 150) Bl 28, 25 e Lk
FPR=FP/(FP+TN);

FNR(False Negative Rate) T 1IERH, 52 /D
TR % s O PR 1) R 4, 4t e LR
FPR=FN/(TP+FN).

#E52PR I #) FPR Rl FNR LU, DIURAERLT
SR, FEO XN

(3) S5

JGLA Trust-Hub A A 4R [¥) AES M1 RS232 %
HIVIR AR T S5 53 # o I RIS R, TR SR
) ) ARSI 1 T0E 1) T B8 23 B 70, e T N AE
R 1B R R B g LA R, 16 T A
AR AR TG AT AR K R BR 1, BT DUE 5 E 45
HoA TR IRAMZ TR A R Ak

Trust-Hub A A Hh A REAS G451 40,15 P 70 U5AR
fidh, 43 BI4E TjFree fll Tjln CAF3 R o FLA2 TjFree 3¢
3 I ST s & T i A, Bl A S
RTL A8 AL, YA S, 10 Tjln SCAF TR 2
A RTL A A S

Trust-Hub A D4R AT & Jal PRI (A 2
HIFEA DG, 5 R TR AR YA A 51 1Ry A
— MRS AR5 (U1 AES B RS232 R 5155) 41 T-4H
L, FEEEAA N, R P RS 4510
H RN, AU PSR ERIMAFE,; =&y P4 H
D AR S B EARS [ e, AR T AR S
ILRARAN AR B, X5 SEBRIEA RS (AT K 32
P2 AUDIE R A ) 22 4 VAl TAEMEE & 220
[, ST Ttrust-Hub MREE 1) 5 PRYE

ik, BAJFUE CPU XA or1200(or1200_alu.v Al
or1200 ctrl.v) v turbo8051(0c8051 alu.v) v M32632
(M32632.v) a-z80(alu.v) I8 ST 14 g 5256 %) % (X 2
VAR B 30 T B RE O, A B) TS A ST,
IR B W/ HT FPR AT FNR 1500). 525670 P25
AT, 5, ARG AR 5 i ) JEACS 3 A,
TR A, 5B A, ) RS o A A
BIHNAEAFA L7 Trust-Hub i AF A D REAE KR
FEIEOLREAT 708, FEMETRIRE.
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Table 8 Analysis of RTL source code of Trust-Hub AES
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HEAEACHY L 11 AIBEREAE AT T A1) 5E o

AES-T100 capacitance Ifsr.v [ 13 4781 17 47, 35 478 105 4T
AES-T200 capacitance Ifsr.v ) 13 4780 17 4T, 35 178 105 47
AES-T300 state TSC.v {131, 35, 39. 43, 47, 5147
AES-T400 state Trojan_Trigger.v ] 48 1T
AES-T500 capacitance TSC.v [ 13, 1747

AES-T600 state Trojan_Trigger.v [ 48 1T
AES-T700 capacitance Ifsr.v (1 12 4T7F1 17 4T

AES-T900 capacitance Ifsr.v 1) 13 4781 17 4T

AES-T900 capacitance Ifsr.v 1) 13 4781 17 4T
AES-T1600 capacitance Ifst.v (1) 13 47801 17 4T

F9 RS232 MIXELLIER
Table 9 Analysis of RTL source code of Trust-Hub RS232
BEAEAHY B AIBEREE AR L A s AL

RS232-T100 rec_readyH u_rec.v [f] 58 4T

RS232-T300 xmit_dataH xmit.v [ 61 47F1 176 1T

RS232-T400 rec_dataH uart.v ] 86 17

RS232-T500 xmit_doneH xmit.v [ 185 47

RS232-T700 xmit_doneH xmit.v ] 189, 196, 202, 208. 214, 226 1T

RS232-T800 rec_readyH u_rec.v [ 54 1T

RS232-T900 xmit_doneH xmit.v ff] 187, 195, 202, 208. 214, 220 1T

RS232-T901 xmit_doneH xmit.v (1] 191, 198, 205, 211, 217, 22347

F 10 or1200_alu.v RIFANEH ARG RY LI LE R
Table 10 Result of or1200_alu.v without Hardware Trojan

Fz 11 or1200 aluv ENEHE KD AYTIELER

Table 11 Result of or1200_alu.v with Hardware Trojan

L REAY HimgiR  AEsiR FPR

A 3 0 *
B 3 0 *
mult_mac_result 5 2 *
macrc_op 1 0 *
alu_op 13 0 *
alu_op2 3 0 *
comp_op 3 0 *
cust5_op 1 0 *
cust5_limm 1 0 *
result 13 3 *
flagforw 2 0 *
flag we 2 0 *
ovforw 2 0 *
ov_we 2 0 *
cyforw 3 0 *
cy we 3 0 *
carry 1 0 *
flag 1 0 *

itk 62 5 8.10%

L REAY AAE R FNR

A 1 1 *
B 1 1 *
mult_mac_result 1 1 *
macrc_op 1 1 *
alu_op 1 1 *
alu_op2 1 1 *
comp_op 1 1 *
cust5_op 1 1 *
cust5_limm 1 1 *
result 1 1 *
flagforw 1 1 *
flag_we 1 1 *
ovforw 1 1 *
ov_we 1 1 *
cyforw 1 1 *
cy we 1 1 *
carry 1 1 *
flag 1 1 *
comp_a 1 0 *
comp b 1 0 *

TRt 20 18 10.00%
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P S 50 AH DG YR SC AR LR 2 AN P —— 41
HAZA ARk 12 FIZR 13 Fios.

F12 REANEHARDERLEER

Table 12 Experiment result without Hardware Tro-

jan
BN I ARER AESR FPR
or1200_alu.v 18 62 5 8.10%
or1200_ctrl.v 59 158 21 13.30%
0c8051 alu.v 13 248 22 8.80%
M32632.v 37 212 23 10.80%
alu.v 40 164 20 12.19%

F13 FEABEHADRAISKELER

Table 13 Experiment result with Hardware Trojan

LA IMAA T % FlE s R FNR
or1200_ctrl.v 20 18 10.00%
or1200_ctrl.v 64 59 7.81%
0c8051_alu.v 15 13 13.30%

M32632.v 40 35 12.50%

alu.v 45 41 8.89%
4) ¥

P AR I S DR DAL A 0 Sy S 5 4 2R R 2
R, SRR SR () R IA B, HM N Ky
TE R XA AT, B AR BB AR By o 45
or1200 ctrl.v HIARIRZELE or1200 aluv e, 5
or1200 ctrl.v /& OR1200 CPU ({3 Hl32 4 iith, & 5
& R 2 TS S, 1 wb_freeze BUR/KEA
7. sig syscall ARG HLE S ex_spr_read A5 5.
ex_spr_write 5155, XLEFESHEHZ ML ERH
G M, ERE ESEEAR DA, RSB
Wl GiAb, P AR R AL 3 b R R
AT, F2 88 R85 e HAH SR A, T
BREHR A SR 27 A7 28 S5 RIS B (R FE I SRS
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IR TR, R T B AR AR B 1 AR R 1 A B
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PR, Jir LR 75 B 25 oAt J7 R A T iR AN
JEZ AL,

(5) HIMAWFTTIELE

HH T Il 3 (1) £ BE AR B 7 AN R, 3
M7V LI R T P 3 A

SCHR[391K F 42 il ¥ g vk Al RTL 2y fuli
K, 3 H¥ AR D3 % 5k cheat codes dead machine.
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AT AL VCECAS I ) T35, 76 3.2 i p B4 B
TR R BRI, SR PRE TR R e v S AR
B BATIR KA

SCHR[401 R F T AL T v, RIVASE R 4G 36 SR AR I g
PRy, TEANT] T o (1) A7 IR A 2 T R A ) o T
IR Z . BEE . ORETEZ WA E.

SCHR[41] 5 SR HE MR 2R R T, 5
BEIRA R AR AN &, FFUAR SR I
TE AR 5 LR —

RS WIS 7 25 32 LR T ) YR AR 2 A P VEAG
A, — MR Bt mmiG R SR i %« SofhhAe
HILKZ . i DWW Z 0L, EXFME LT,
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