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Abstract Memory corruption vulnerabilities are the primary cause of security and reliability issues in software systems
written in unsafe languages. These vulnerabilities are often exploited to redirect code execution to a location controlled by
the attacker. The prevalence of memory corruption exploitation like code reuse attacks has prompted major processor
manufactures to design hardware-based countermeasures. An example is the pointer authentication (PAuth) introduced in
ARMVS.3. PAuth signs a pointer with a signing key and a context as a nonce. The context is a critical element to narrow
down the protection domain and develop different kinds of security mechanisms. By using the lightweight block cipher
algorithm QARMA®64 and storing the pointer authentication code (PAC) in unused bits of the pointer, PAuth can check the
integrity of pointers with much less performance and storage overhead. Currently, some studies use PAuth to reduce the
performance overhead of memory security mechanism, and several PAuth based research ideas have been proposed to im-
prove the protection accuracy of control flow integrity. Although PAuth attracts more and more attention, it still suffers
from brute force attacks and PAC forging attacks. Therefore, it is necessary to summarize the current security studies based
on PAuth and analyze their existing problems. In this paper, we first introduce the relevant background of memory corrup-
tion exploitations and the corresponding protection mechanisms. We then present the details of PAuth mechanism, involv-
ing the hardware support, encryption algorithm and cryptograph key management, and its potential security issues. After
that, we summarize the current security studies for memory security and control flow integrity based on PAuth, especially
the selection methods for pointer’s context. Finally, we look forward to the future research directions based on our investi-
gation. The future research directions may include the following aspects: key management and context selection for PAuth,
defense against speculative attack, and the combination of PAuth and other ARM security mechanisms.
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Table 2 The PAuth mechanism used in iOS"®
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Figure 6 (a) A data PACMAN gadget and (b) its exe-
cution process””
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FREl Y PAC.

AR Project Zero TLHKM 22 4% [AIBASE LT
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sysctl_unregister_oid:

LDR X10, [X9.40x30]!

CBNZ X19, loc_FFFFFFFO07EBD330
CBz X10, loc_FFFFFFFO07EBD330
MOV X19, #0
MOV X11, X9

MOVK ~ XI1, #0x14EF,LSL#48
AUTIA  X10, X11

PACIZA  X10

STR X10, [X9]

E 7 ETF AUTIA+PACIZA HIfhiE% A HS
Figure 7 Signing gadget based on AUTIA+PACIZAP"
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Loc_1:
MOV X0, X4
BR Loc 2
Loc 2:
MOV X9, X0
BR Loc 3
Loc 3:
MOV X10, X3
BR Loc_4
Loc_4:
PACIA X9, X10
STR X9, [X2, #0x100]

8 ET JOP HyfhiE% & A G
Figure 8 Signing gadget based on JOP""
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Frame-record

______________________________ €—FP

aaaaaaaaaaaa

';';',f;;,f;;,f;r,f;r,f‘_sp+x
4

[€—SP+x,

T €SP,

P, __,CWC{ Pty

R Ll
<€—SP+x,

Stack frame

<SP

9 MMABEENXELEAIS canary HlH|™"

Figure 9 Multi-canaries used to detect all overflows"
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