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Abstract Deep neural networks (DNNs) have been widely applied in various areas due to impressive capabilities and
outstanding performance. However, they will expose unexpected erroneous behaviors when they are faced with uncertainty,
which may lead to disastrous consequences in safety-critical applications such as autonomous driving systems. The reli-
ability of deep models has aroused widespread concern in both academia and industry. Therefore, it is necessary to sys-
tematically test deep models before the deployment. The reliability of models can be evaluated and potential defects can be
found in advance by generating testing examples and then obtaining test reports from the output of models. A large number
of researchers have conducted in-depth research on testing DNNs and proposed a series of testing methods from different
testing objectives. However, current works on survey of testing methods only focus on the security of DNNs, and they
don’t take recently-published techniques into consideration. Different from them, this article focuses on four reliability test
objectives of models, i.e., task performance, security, fairness and privacy, and comprehensively analyzes the related tech-
nologies and methods of testing DNNSs. Firstly, the related concepts of deep learning testing are introduced. Then, accord-
ing to different testing objectives, testing methods and metrics from 79 papers are classified and introduced in detail. Next,
the current application of DNNs’ reliability testing in three industrial scenarios are summarized, including autonomous
driving, speech recognition and natural language processing. Besides, 24 datasets, 7 online model libraries and common
toolkits that can be used for deep model testing are provided. Finally, along with the challenges and opportunities, the fu-
ture research direction of deep learning testing is summarized, which provides reference for the construction of systematic,
efficient and reliable deep learning testing. It is worth noting that the related datasets, open-source code of testing methods
and metrics are available in https://github.com/Allen-piexl/Testing-Zoo, to facilitate subsequent scholars' research.
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Figure 1 The distribution of testing objectives
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Figure 2 The framework of this paper
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Table 5 Popular datasets used in testing DNNs
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