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Abstract With the rapid development of computer technology and Internet technology, Web applications play an in-
creasingly important role in people's production and life. However, while it has brought more convenience to people's
daily life and work, it has also brought serious safety risks. In the process of developing Web applications, a large number
of irregular new technology applications have introduced many vulnerabilities. Attackers can exploit the vulnerabilities in
the development of Web applications to launch Web attacks. When a Web application is attacked, it will cause serious se-
curity problems, such as data leakage and property damage. Therefore, Web security issues have always attracted the at-
tention of academia and industry. Hypertext Transfer Protocol (HTTP) is an application-layer protocol that is widely used
in Web applications. With the extensive use of the HTTP protocol, a large number of actual intrusions are included in the
HTTP request data, and the research on Web attack detection based on the HTTP request data has also begun to be paid
more and more attention by researchers. In this paper, we propose a Web attack detection method based on the Stacking
fusion model. For each HTTP request data in text format, it is firstly formatted to obtain a predetermined format, and then
the Word2Vec method and the TextCNN model are combined to convert it into a vectorized representation; we use the
Stacking-based model fusion method to fuse different sub-models (using TextCNN models with filters of different sizes
and different detection algorithms) to build a Web attack detection model. Compared with the individual sub-models be-
fore fusion, the precision, recall, and F1-score are improved. The proposed web attack detection model achieves more sta-
ble detection performance on both public dataset and real-world data.
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% 2 Word2Vec 775%F0 TextCNN #8125
Table 2 Word2Vec method and TextCNN model

parameters
24 (i)
o ) A 1 gensim.models. Word2 Vec.skip-gram()
1] [ BB 4k 8
Web 15 15 3K K JE 50
MR RSF g S8R 100
IR 10

#3 FRIRTTIERRAIRLE TextCNN HR BG4 5E
(%)
Table 3 Detection performance of the original
TextCNN model with filters of different sizes (%)

g T accuracy precision recall f1-score
[10,11,12] 94.70 99.75 79.76 88.64
[15,16,17] 95.43 99.78 82.55 90.35
[20,21,22] 95.54 99.83 82.96 90.61
[25,26,27] 95.52 99.86 82.83 90.55
[30,31,32] 95.66 99.76 83.45 90.88

Hor S B I g2 RT3 A [10,11,12] 4 [15,16,17]
[20,21,22]. [25,26,27]. [30,31,32], W\ 3 F ] LLE
i, HEAR BT (PR R AR =, A3 99%LL k-, H
HPRAHAE 80% A4, B F1 B IFA R, KA
90% /i AT, IXAEMIAT I TE RE AR T o 2 P RAT I A
S TSI A R, TG Web TG Aor il A
RISEIL Web B, JF5 Pras @ J5ilh TextCNN
B (Baseline) HEA7 6} bk, DL 7= BT 3t 7 4k 1) 2 i
BEEAE .
422 fFRARTHTTE

AR 3 &N JE RS RO R
U TextCNN B (i ] Softmax /572147 Web it
Frll, Jf4Ek Baselineo AL 720654 5 Fof
A ENER TR TRLE, X5 Fhar 28077
772 Softmax. GBDT. XGBoost. LightGBM Al
CatBoost. % 4 7 T AR 73 KRB Lk T4l #
BANH L SVML LS « B LA #K . GBDT. AdaBoost.
XGBoost. LightGBM F1 CatBoost){: A £ — JZ A5 51 4y
FEAN N (R R PR e, AR AT BLE t, 448 H BE
PURRIR 73 FEELVEAE N 55 2 3 A N BT T e i i
Rl PERE, BRI R BE AR AR AT N 268 R0y R de i adt
Web Brefi I o

FER R R 5 R E A A RS IS DR 1)
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Table 4 Detection performance (%) of using different
classification algorithms as second-layer classifiers

HJEr KR accuracy precision recall fl-score

K #2458 97.95 99.56 92.51 95.90
ek A V| 97.71 99.75 91.41 95.40
SVM 97.93 99.79 9221 95.85
PSR 97.25 96.57 92.70 94.59
FENLERAR 98.10 99.68 92.98 96.21
GBDT 98.07 99.64 9291 96.16
AdaBoost 98.04 99.57 92.84 96.09
XGBoost 98.09 99.69 92.93 96.19
LightGBM 97.39 99.71 92.51 95.97
CatBoost 98.07 99.70 92.84 96.15

x5 AREFEEFE LIRS RE AN EE(%)
Table 5 Detection performance (%) of different
sub-models and the proposed fusion model

R G v 4% R

RS accuracy  precision  recall f1-score
[10,11,12]+Softmax 94.70 99.75 79.76 88.64
[10,11,12]+GBDT 96.06 98.36 86.26 91.92
[10,11,12]+XGBoost 97.76 99.74 91.59 95.49
[10,11,12]+LightGBM  97.83 99.83 91.78 95.63
[10,11,12]+CatBoost 97.72 99.78 91.42 95.42
[15,16,17]+Softmax 95.43 99.78 82.55 90.35
[15,16,17]+GBDT 96.54 98.70 87.83 92.95
[15,16,17]+XGBoost 97.78 99.79 91.62 95.53
[15,16,17]+LightGBM  97.72 99.84 91.36 95.42
[15,16,17]+CatBoost 97.61 99.80 90.98 95.19
[20,21,22]+Softmax 95.54 99.83 82.96 90.61
[20,21,22]+GBDT 96.30 99.46 86.18 90.61
[20,21,22]+XGBoost 97.59 99.81 90.88 95.13
[20,21,22]+LightGBM  97.69 99.85 91.22 95.34
[20,21,22]+CatBoost 97.57 99.81 90.81 95.10
[25,26,27]+Softmax 95.52 99.86 82.83 90.55
[25,26,271+GBDT 96.31 99.12 86.55 92.41
[25,26,271+XGBoost 97.54 99.85 90.65 95.03
[25,26,27]+LightGBM 97.53 99.89 90.58 95.00
[25,26,27]+CatBoost 97.31 99.74 89.85 94.54
[30,31,32]+Softmax 95.66 99.76 83.45 90.88
[30,31,32]1+GBDT 96.05 99.37 85.31 91.81
[30,31,32]+XGBoost 97.51 99.78 90.60 94.97
[30,31,32]+LightGBM  97.59 99.81 90.87 95.13
[30,31,32]+CatBoost 97.32 99.84 89.82 94.57
A3 TT % 98.10 99.68 9298  96.21
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Figure 5 Comparison between the method proposed
in this paper and other methods in the accuracy of
Web attack detection
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Table 6 Detection performance (%) of the original
TextCNN model and the web attack detection model
built by the proposed method
ORUWARFS
mm e [10.0112] 9428 99.93  88.64  93.95
ity [1516,17]  94.08 99.96 8822 9372
J5h [20,21,22]  93.94 99.95  87.96  93.57
TextCNN L 1252627] 9370 99.95 8748 9330
M(Baseline) 13031 31 0406 99.96  88.17  93.70
AL VE 96.53 99.67  93.38  96.42
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Figure 6 Comparison of detection performance indi-
cators of the original TextCNN model and the web at-
tack detection model built by the proposed method
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Table 7 Detection performance (%) of the web attack
detection model built by the proposed method in the
real environment

K ik
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