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Abstract In recent years, the rapid development of blockchain technology and industry has engendered fresh vigor for
economic and technological innovation. However, this also catalyzed the proliferation of fraudulent practices, which have
posed a threat to the technology's reputation and progression as well as brings financial loss to subscribers. As a result, it is
crucial to detect and prevent fraud behaviors to safeguard the benign development of blockchain technology and applica-
tion. On the other hand, blockchain fraud behaviors is anonymous, diverse and complex, which poses enormous challenges
to the detection methods, and quite many different approaches have been proposed to address these challenges. This paper
summarizes the relevant literature in the past five years, to clearly present the latest progress of blockchain fraud behavior
detection technologies. In consideration of the diversity of detection technologies, this paper adopts a two-level classifica-
tion framework. Firstly, the fraud behaviors are classified into different categories based on business scenarios, involving
blockchain money laundering, initial coin offering, Ponzi schemes and phishing scams, and totally eight types behaviors.
And then, for each category, the corresponding detection techniques are analyzed and discussed. By analyzing and sum-
marizing, this paper views the detection technologies from specific scenarios and constructs a generalized technical archi-
tecture. The detection technologies are discussed in detail based on this architecture, covering blockchain transaction graph
construction technologies, feature engineering technologies, fraud behavior detection technologies and models. This paper
also discusses the fraud behavior detection efforts in the decentralized ecosystem of blockchain, including cross-chain
money laundering, decentralized platform token scam, etc, which has become popular in recent years. These fraud behav-
iors have high complexity and detection difficulty, and related detection technologies are still lacking, which urgently re-
quire more attention. Finally, this paper analyzes the future technology trends based on the challenges and difficulties
faced by the current blockchain fraud behavior detection work.
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Table 1 Some blockchain fraud behavior events
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Figure 1 Blockchain fraud behavior detection technology classification
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Figure 4 Ethereum transaction graph
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Table 4 Identity features of different blockchain
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Table 6 Blockchain illicit money laundering detection technology
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@ https://uniswap.org/.

@ https://dydx.exchange/.

® https://pancakeswap.finance/.
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Table 7 Blockchain ponzi scam detection technology

i MR ymbokonr e mEk R
AN 1)

Massimo Bartoletti, et al. **! 2018 HFR 5 Random Forest 4 65.8% 78.1% 0.714
Shanging Yu, et al. **! 2021 KT GCN x 86.86% 91.59% 0.8907
Pengcheng Xia, et al. * 2021 HFRL Xgboost x 96.45% 96.79% 0.9662
Weili Chen, et al. ! 2018 ETEY Xgboost x 94% 81% 0.86
Yincheng Lou, et al. ¢! 2020 ETEY CNN x 98.2% 93.8% 0.959
Shuhui Fan, et al. 7 2020 ETFE&Y Federated Learning x 100% 93.1% 0.9643
Lei Wang, et al. 2021 EF &4 LSTM 4 97% 96% 0.96
Yuzhi Liang, et al. *"! 2021 HF4H4  Dynamic Graph Embedding x 98% 85% 0.91
Giacomo Ibba, et al. 1°! 2021 HETFEL4 Abstract Syntax Tree x 97% 100% 0.99
Weimin Chen, et al. %! 2021 ETEY Symbolic Execution x 100% 100% 1.00
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@ https://en.wikipedia.org/wiki/Charles Ponzi.
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@ http://xblock.pro/.
@ https://ethereum.github.io/yellowpaper/paper.pdf.
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Table 8 Blockchain phishing detection technology
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Artsiom Holub, et al. 1*% 2018 W REE M ME R Attack Analysis x
Phillips Ross, et al. ¢ 2020 W TR R DBSCAN x
Zihao Yuan, et al. ¥ 2020 TG Graph2Vec x 69% 7% 0.73
Weili Chen, et al. % 2020 ETR5 Dual-sampling LightGBM v 81.9% 80.5% 0.8122
Qi Yuan, et al. ¢! 2020 ETH Skip-gram v 87.1% 82.2% 0.846
Chen Liang, et al. ['”) 2020 EFR5 Random Walk x 72.9% 14.5% 0.2357
Haixian Wen, et al. 2021 HTFR5 Adaboost with Hidden Strategies x 83% 66% 0.74
J. Wy, et al. ' 2022 HTA5 Trans2vec 4 92.7% 89.3% 0.908
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