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Abstract The technology of SoC (System on a Chip) security protection has a significant impact on the information se-
curity of countries, enterprises and individuals, which has always been a hot spot in the field of computer security. On-chip
cache plays an important role in chip performance, which can effectively improve the access efficiency of chip core. The
traditional cache design does not fully consider the security. Unfortunately, side channel attacks will pose a huge threat to
the Cache, they can steal encryption keys and other sensitive information stored in the memory. Attackers use side-channel
technology to steal users’ private data or even encryption algorithm keys without changing the executing state of the SOC,
making it difficult for computer systems to detect attacks. Compared with side-channel attacks based on electromagnetic
signals and energy detection, side-channel attacks based on shared storage can be implemented only by software meas-
urement, which pose a greater threat to chip security. At present, there are multiple side channel attacks and defense meth-
ods, but there is a lack of security measurement methods on the system architecture to effectively evaluate the security of
the cache. In this paper, a model analysis about Cache side channel attacks and defenses is carried out, and a set of security
quantitative research methods for Cache security is proposed. First, we use the CVSS vulnerability scoring model to quan-
titatively score cache side channel attacks. Secondly, using Bayes model to build a relationship model of side channel at-
tacks and defenses. Finally, the graph model is introduced to represent the cache side channel attack mechanism, with this
model, we can calculate the attack success rate of different threats based on the defense architecture, and combine the
CVSS defense score to obtain the score of different defense methods. This paper models the mechanism of cache side
channel attacks, evaluates and explores attacks and defenses, and provides theoretical support for hardware security per-
sonnel.

Key words Cache side channel; CVSS; Bayes model; security; security architecture

BITAEE: KT oc, it BT A, Email: zhuziyuan@iie.ac.cn.
ARG 2 [ R T KL 10 (No. 2018Z2X01028101) Al K I Aif & 1 ll(No. 2018YFB2202104) ¥ ).
Wk H 1: 2020-08-24; &2 H H#H: 2020-11-20; 525 H #H: 2022-12-07



108 Journal of Cyber Security 15 FV& 4244, 2024 £ 7 H, H o, FH4 M

1 38

T BE R € I A7 AR, U &b BE 2§ (Central
processing unit, CPU)J & & Bz KT WAF, =
HEAF Cache M¥IF, &0 T ERILA 2250, FIH
Cache [1Jm#litE s, AT L KRR FE & CPU 1)
TR, PR ARGMPEREN . b SR S A A
EEEEAEN, WA TS WAZ U R R0 . (1
RS RAL BT WA 8o % 18 ek, B Vi In)
Cache FH N AR ) 22 5 0] DA 22 445 8, s
ARG Kz A g,

A5 10 Mt A B R 52 5 A AT I i it
FOME R, BFERERE. WML NFSEE R, R
JRAG R 5 MAE B 2 TR R AH DG, S A FH A5 T2 HE B
UK R, RS BT HII . Cache MU iE5H
WA PR, R Cache iy AR R 2 %G 2 1) 152 B E
PRI IR) 22 5, AT HEWT B o B — RO RE B4
IRAG IR T s, 00 & A S v RS 2
H AT Ik, 43 N S R e,

BT R W ARG Cache MBS di E
20t R G AR H KR . Gullasch 2% L1
Cache BEATZUHT, IR T AES %8, R 7k
%z NVRIF Cache Uy Il 7328 Beets, BifR T RSA N5
% Liu fangfei 25 NPVt 2 4% R 40, st LLC #
1780k, Xu yunjing P R0 SR 5N 0
AT B, ST ARG NG 18 Bt 5 2 11
g Bk, PR Cache v 1) (R I 8] 22 55 i 55
RIBAT N OGBS R AT HET, SRIFEHMGE R . M
Spectre!' " 1 Meltdown!" 2 fifl 4 i ) (1) 4 L, *f
Cache A7 K BE K IR £ 57 1, 36 26 Jg ¥ 208 o 44 00
AT B 7 AT DA B R Bk AR &, TRk R T
Cache M T8 AH G B 700 VSR ML 2 4 BAT R
B Lo

B 0P B A S 3 Boate, AR B3 T By 2
Seth, BARPAT B AT S AREA 1 BT 5. AT
(R 54 1 79— M T et B LA T A e e R
PR RN Cache! V5 )7 AT R, (HIX T 775
FEAEAR ORI R BR 1 (D)0 & L 2 2B G
VRS ARSI O B (A4 (2) SR T2 Ak
(1) [ BN 25 308 2 5 0 0 2% 509k B I AT I 1) o T 26 1Al
PR AR B n A (R0 DA 38 Bk 1R A7 B 4,
Wit 24 Cache REE, {EH/D I REHUAE I AN 4
Ft Cache 1144, HETC&$EH 144> Cache B
JrALdE: Cache #FR B, 1810 g
Bl L e BLEGR PO B MLk e

SR B AR flush A,

KT Cache fEIEIGE T-Befl 4 Cache Wit
SIMA T O RAFECRIERE, (i T Bt F 9 48
(7R R % 22 9 HOE ki, FRATTEv: I L
A3 14 7 40 T B B A5 A 50N 56 AN I AR A0 BT A= 1) 3 7Y
e DR L AT Dot A R I A A 1
3 BT A [7 815 480 - B x5 A B0k R B AR R, a4 B
TR 2, kT %5 N 22451 Cache 45441,
5 B BN AR REI AAMBI R RS
U7 B ST L SE B 5, BEAUAS R B T B A
ANEI B A BB RO o AR P T VEAR A TGV
HER R S P B AR . P E R X B ]
AR B PO o R0 A7 0 A R A Ak
W AAAE I ), A SCERH 7B T CVSS FlEI
RIGEL 1K) Cache MAE TENLEE ARV, XHLA Cache
A5 18 0ok R0 748 5 AT A 0P o ARSI A2 5
BHT S0 N TR

1) A T 3 37 R A 8 00 455 38 e ok 7 1%,
KH CVSS Il VPG R BT AT B AT JE AL VP A

2) BT BC AL, R B AT dE A,
SN IR A& Cache M7 18 o A

3) R DU SRS 2R g S 0 45 00 e G &R, B
BT B EAS R B 48R ) B s I %, IR 4h &
CVSS VFor SRAFAN R B AE A 04593

4) JHIEH} Cache MUFIEIMA AR EMN,
HUIEHT-B, IREEA B 7.

2 HENA
2.1 Cache UfEERE

FVITE Cache ATAAFIN TR ¥ 22508, 2241
P T 2B . FATDO AT Bl S AT
g, MG, H Cache USSR /) T i it
TGt U7 RSB HEBT B
211 RV S

Cache REFBCHRIE T 40t 22507, AR ST
AN I IS0 i e A 4 AR I, 43t Cache
U7 I iy ORI R 2o SRl A8 T B R A T
P TR, SR I ) SC B2 M S Ik T] 22

UL AES s ik o1, i et i) et Js
WR PR BORAFEPIN b, @ x, Mk, ©x;, Hrp
BRI IN &, Ak 2 AES [ROINEEE, x, Flx AR
RIVEWIL BJa—%ME, & Mk LR %Y
REFH, x A, AR BRI % 3. P
OINE S BRI, W] & © x, M k; @ x; 5 ] AH [



FAi M 45: Cache M58 Bt B EALTT T

A, Pitk:
k®x =k, ®x;, &k ®k; =x,dx,, (1)
W — FRYRHEE, Bk B W LR T 256
Pl x, @ x; (K] REAEL o 38 2 X I A7 w] BEAEL (1 Vs 1) I
A HEAT S0, B R fe N x @ x; B P E
by @k, AT ELERORHK o SE U A0 1) AlE 2 ok 51246 2 A
A 225 3CHR[29].
2.1.2  ViREKE RS
Wk # 52 #H LA Cache frfig=t(a), Horp s
MRGAFREPILH T Cache f7ifi, 2% RS04k
FAAR G EATATE . Uil 9K 5 Cache BCadi Nl A A
(S RE R 0] [F] 2 Ak R & 0 . Cache 20 X S8l ]
(R FAA Bt BEAT U7 I, AR U5 1) I5F ) 45 33 iy v R0 2%

- [ E
=R FEEEE SRR

Hn
(LT e

>

109

BAE R, FERBUE AR A K Ui 0] Cache ZHHHE, SR
JE AN N B R R DA T B

M2 AR R A 7 ) 1A 98 v - S8 i R
RAEAT RS M A TF], iR BK5) Cache HiiA H]
P A T RO AP s B R 2 T ) 804l 5 ) AR o 5%
FHUK-—IK Cache V) iy A KRB 0] 22 57, %t
ISP A B SR LU B v, SR ILi BE I RS R AR — K
Cache Y IJ I Jil, J:1X 53 g il iy s s S 2,
WA AT AR )8 LK) Cache A T8 Mo 4%
prime-probe’® . evict-time™! | flush-reload® .
flush-flush® Y45 . A/ 8L Fi4L 1K) Cache-memory 5
RN LR By, iR Uy el SK 3 B ofs b B Horp e
1 4 % 12 20 Cache, A0 A FIALI A AR, (04
R AL R A

== |1 | EE

(DTS
|
Hmin
TN
[
(NAON0
i
(T

1
I

=== = = m ——t— =
Evict-time — %EE == Ei =
= == —= =
1L I:_| — -
== L[] =
I: ”‘/?
Flush-reload = =
IHI
§=
= .
Flush-flush E.i i

(@

&1

(b) (©)

77 8] B B L B I AT AR

Figure 1 The process of access-driven attack
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Figure 2 The process of speculative execution attack
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Table 1 The evaluation scores of side channel attacks
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Evict-time (b) CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:L/I:N/A:N/E:P/RL:U/RC:C 2.8 2.7 310
(c) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:L/I:N/A:N/E:F/RL:U/RC:C 33 33
(a) CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:H/E:P/RL:U/RC:C 5.5 5.2

Flush-reload (b) CVSS:3.1/AV:L/AC:L/PR:L/UL:R/S:U/C:L/I:N/A:N/E:P/RL:U/RC:C 2.8 2.7 366
(c) CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:L/I:N/A:N/E:F/RL:U/RC:C 33 33
(a) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:U/RC:C 5.5 5.2
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(c) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:L/E:P/RL:U/RC:C 33 3.2
(a) CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:N/I:N/A:L/E:F/RL:U/RC:C 33 33

Spec-prime (b) CVSS:3.1/AV:A/AC:H/PR:L/ULN/S:C/C:H/I:N/A:L/E:P/RL:T/RC:C 6.5 5.9 497
(c) CVSS:3.1/AV:L/AC:L/PR:L/UIL:N/S:U/C:H/I:N/A:N/E:F/RL:U/RC:C 5.5 54
(a) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:N/I:N/A:H/E:P/RL:U/RC:C 5.5 5.2

Spec-flush (b) CVSS:3.1/AV:A/AC:H/PR:L/UL:N/S:C/C:H/I:N/A:L/E:P/RL:T/RC:C 6.5 5.9 554
(c) CVSS:3.1/AV:L/AC:L/PR:L/UL:N/S:U/C:H/I:N/A:N/E:F/RL:U/RC:C 5.5 5.4
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Figure 5 Cache modeling based on graph model
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Table 8 Results of flush-flush attack
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Table 9 Results of speculative prime-probe attack
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Table 12 Effects of combined defenses
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