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Abstract High Efficiency Video Coding (HEVC) standard can greatly improve compression efficiency, which is widely
used. In order to improve the security of motion vector-based HEVC video steganography, the new technology of inter-
frame prediction coding in HEVC is used in this paper. It also makes use of the advantage of less disturbance of informa-
tion embedding in the motion vector domain, and then a motion vector-based HEVC information hiding algorithm to mi-
nimize the distortion between blocks is proposed in this paper. Firstly, the proposed algorithm defines the motion vector
distortion of the current Advanced Motion Vector Prediction (AMVP) mode unit and its adjacent Merge mode units, and
the sum of the vertical and horizontal components of the motion vector is taken as the original carrier element. Secondly,
the Syndrome Trellis Codes (STC) is utilized to minimize the distortion. And then information hiding is realized by modi-
fying components with large absolute values in the motion vector of selected AMVP mode units. In addition, to reduce the
impact on video quality, the motion vector difference is also updated by using the modified motion vector. The experimen-
tal results show that: since the calculation method of disturbance in this algorithm can effectively reduce impact on video
quality. The change of the peak signal-to-noise ratio and the bitrate is effectively controlled. The algorithm in this paper
has little disturbance to the video. Moreover, the algorithm in this paper not only has good performance in video quality
protection, but also performs well in resisting motion vector-based steganalysis, which is conducive to the further devel-
opment of hidden communication based on HEVC video.
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Table 1 Parameters of PUs before embedding

PU MV MVP MVD LSB(c)
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10 (79, -60) (86, —60) (-7,0) 1
11 (76, -60) (79, —60) (-3,0) 0
22 (-31,38) (=30, 34) (-1, 4) 1
23 (-33,-22)  (-28,-24) (5,2) 1
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Table 2 Cost of adding or subtracting one

PU LSB(¢c) pt p— s
1 1 312 345 1
3 1 45 98 0
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Table 3 Parameters of PUs with AMVP after embed-

ding
PU LSB(c) s MV MVP MVD
1 1 1 (-63,-4)  (-63,-2)  (0,-2)
3 1 0 (=64,-2)  (-62,-3) (ZD
10 1 1 (79,-60)  (86,-60)  (-7,0)
11 0 0 (76,-60)  (79,-60)  (-3,0)
22 1 0 (-31,37)  (=30,34)  (-1,3)
23 1 1 (-33,-22)  (-28,-24) (5,2
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Figure 7 PUs with AMVP
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Table 4 Parameters of PUs with AMVP after decod-

ing
PU MVP MVD MV R s
1 (-63,-2)  (0,-2)  (-63,-4) 67 1
3 (-62,-3)  (2,1)  (-64,-2) —66 0
10 (86,-60)  (-7,0)  (79,-60) 19 1
11 (79,-60)  (-3,0)  (76,-60) 16 0
22 (-30,34)  (-1,3)  (-31,37) 6 0
23 (-28,-24)  (5,2)  (-33,-22)  -55 1

MR HE D5 18 AMVP B R % PU 1) MV £33
R BRI A1, Wk 4 s, MV 1L eI B s
PU [ MVD #1 MVP #1015 2| (132 5)) In) & . R KT
SAF B ()32 By 1) B KSR AR B o B 2 RN, BOH: A
AR B AR T8 s, s J(1,0,1,0,0, 1) 7
YRR AT 5 s Fe LI M H, 1321555 (5 5 m
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BEALELAY, REWIKEAMAICE ) AMVP £ PU N4,
SRR TAEB SR M08 0.25 A 0.5 YLLK FAL
Z#(Quantization Parameter, QP)4) %Il >4 27 1 36 -} it
FEENERIMERE, BUCEIBHESE MV 5T MV
M . T IASOR ARSI & AR AR 224
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Figure 8 Sequences of original video frames

41 BREBARAIRIES

AR SCRAE TR AN B 5 i A A
17030 e WL b R o 00 52 B 5 A0 15 A R
A IR R R T B 5 S A A A, B 0 A B
X B S e AR s AT 2

9 45 T SEIG R K USRI N T ST
XFECIE, ZE D It an ML, A 0 Dt AN S 1Y)
MBI, M BRI K I B Akiyo
Dirtbike . Four people. Garden. Husky. Niklas.
Salesman. Silent. Students. P LLAIL: AT
FIFEAS BN 5 53 e A0S L, R HY B0 B8 A IR 52
AT UReS e VAN I D YN SRR S0 S S XTI
IR UE BOR L LT3 Z= 5%, DT AAR SO
B RA B A A T LA

BN AEAT BT, H LI BV Fi
FrA {5 14 L (Peak Signal to Noise Ratio, PSNR).
¥J 7 MR 1% 72 (Mean Square Error, MSE). {55 8 Lt (Signal
to Noise Ratio, SNR). ASCHHAE ] PSNR F&ArxT 7 B
fok AT PR R 5 R 1R AT 5 ML A L, O HLAN
Lil "V 4 (1) 8 40 2 1 4 WU (L HE A1 IR B
R AT T X, %5 4 TAEB SN 0.25
0.5 IITEOL R, ARG B MG B AP B9 ERBMABIREBSINRE
4 PSNR B, PRIk ARG PSNR {H KR L2, Figure 9 Video frames before and after embedding
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Table S Comparison of PSNR before and after embedding
ASCHE Li M5E
A5 JEIRRLM PSNR(AB) AN A& 2% 1) PSNR(dB) PSNR 4 #(%) AFMETLR K PSNR(AB)  PSNR 251 R (%)
0.25 0.5 0.25 0.5 0.25 0.5 0.25 0.5

Akiyo 41.99 41.99 42.00 0.00 0.03 41.97 41.97 -0.05 -0.05
Dirtbike 38.01 38.01 38.02 0.00 0.03 38.00 38.01 —0.03 0.00
Four_people 39.66 39.65 39.65 —0.03 —-0.03 39.65 39.64 —0.03 —-0.05
Garden 36.85 36.85 36.85 0.00 0.00 36.85 36.83 0.00 —0.03
Husky 36.97 36.96 36.97 -0.03 0.00 36.96 36.95 -0.03 —-0.03
Niklas 40.29 40.29 40.29 0.00 0.00 40.27 40.29 -0.05 0.00
Salesman 41.52 41.52 41.52 0.00 0.00 41.50 4151 -0.05 -0.03
Silent 38.14 38.13 38.12 —0.03 —-0.05 38.12 38.08 —0.05 -0.15
Students 39.01 39.01 39.01 0.00 0.00 39.01 39.01 0.00 0.00

S RN, A SOV AT PSNR B 50
RN, BMEAE 0.5 B SR T, AT FIF PSNR A
R AET 0.05%. T Lil™>42 H i 5050
PSNR 1R (] 52 M 487
42 ANEHEMETRIFIER K
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M —ANEE L. K 6 NIEIBEMEN 0.25 F1 0.5
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AT ORI, AR SCEE AT RN,
PRI 65 236 38 KA /b e ] — AR 3, 18 B50R A
0.25 MBS ZR I KM B LAZ O N 0.5 AR 28 19 K i
N b, AR B S5 MU ARAIAE 0.25 1204
BRI TR 2%, fith e 14K S d5e KB RARAE 0.5 20K
KN 6.3%. BECR N 0.25 I, KFEPIARI5 2
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iR B P 3% 4%

1M Li $ RS S A 5, R HEA AL
X R SR 3t B K. HLBEAE B R IR, LA
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43 REMSW

B S SR N 2 et 1 AR IR PR S 73 M i) fiE
J3 Fo LitVydaide sl F 7 b BRI T 45 Sy & 2
EedE, LGRS MVD IO, 0) T L, IX AR
T AMVP #3F MVD ABEN (0, 0)FIRLI, FT LA
FHBEREN Li SEEATE X PERR S A iny, M5
BRI H 22 B

AR SCREIE R LEA SRR S HEAE B SR N 0.5
L2025 WIS M Re, KB SEkm 2 att.
RSO P B 55 43 7 422V A R o 5t 2
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Table 6 Comparison of bitrate before and after embedding

Rk T3 sk

W E%ﬁ%ﬁ* FRBEE Fiikgbps)  FIRERE)  RAEIE Fkkbps)  BHEILE%)
P 0.25 0.5 0.25 0.5 0.25 0.5 0.25 0.5

Akiyo 102.3 105.8 108.7 33 6.3 108.0 111.7 5.6 9.2
Dirtbike 289.4 295.9 297.9 2.2 2.9 298.8 306.0 3.2 5.7
Four_people 147.5 152.0 153.1 3.1 3.9 154.8 157.2 4.9 6.6
Garden 2071.3 2122.5 2134.8 24 3.1 2132.0 2196.4 3.0 6.0
Husky 3603.4 3676.3 3698.8 2.0 2.5 3686.4 3770.7 2.3 4.6
Niklas 446.3 466.7 472.3 4.6 5.8 476.3 492.4 6.7 10.3
Salesman 150.5 153.7 155.2 2.2 3.1 154.2 163.0 2.5 8.3
Silent 262.5 269.8 273.1 2.8 4.1 279.8 285.9 6.6 8.9
Students 178.2 184.6 187.5 3.6 52 185.1 190.7 3.9 7.0
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Table 7 Anti-steganalysis detection rate

Qp s L
0.5 0.71
27
0.25 0.69
0.5 0.66
36
0.25 0.59

R T T MBIE QP 433k 27 Fi 36 I, 5
SR BE r Hr ki R, R BE T UUE H,
B A ECR AT QP 43k 0.25 F1 36 I, BA5 43 Hh

Journal of Cyber Security 15 FV& 4244, 2024 £ 7 H, H o, FH4 M

FASC RS LRI AT 0.59, R LR
T LA RS 43 BT AL I 28R, AN SCRRS B0 T
S B ) L B T e ATk BE R AT
44 BEEMBRANSEMMNEEREST

HFASCHEIES & T STC kFHefhMishisik
42, T AA SCRLI IR AR E i ey o BN TR
BAE BN 1, NGBS &, AR
B 7/ ko 3L STC 51k, ASCHIEATER/MAIE
HN, SR IR ACR

AR SCHIE IV AR EEORYE T STC 4ifis.
* 8 NRMASCHEILMATHA AR BN, dn it R
T 08 43 1 NAATUIT 85 P B 160 5 Js R0 T 75 P60 i ) )
bb, AN SCHEE R R % AR B N AE i i vy SE B, $R X
T FRA ity ST o

=8 ERO IR ARADAT (]
Table 8 Encoding and decoding time of some videos
— JERAR HR AT

Yt ] (sec) fEAD ] [ (sec) Y fith 5 [ (sec) fiF A B 1] (sec)

Akiyo 458.1 0.9 803.4 1.3

Garden 1087.3 4.0 1501 7.6

Niklas 763.4 2.2 1114.6 3.9

Silent 563.1 1.3 987.6 2.1
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