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Abstract Cloud systems, with natural graph structure change dynamically, and the stages of network attacks are often
spatially and temporally correlated. Traditional anomaly detection algorithms start from single-source data, leading to poor
correlation and low credibility. In the meantime, mass redundant security logs and alarm information are burdensome on
the security analysis work. In such a scenario, multi-source heterogeneous data not only fails to fulfill its proper value, but
also due to the high false alarm detection rate, the real security threats are overwhelmed by the huge amount of logs and
alarm data, and a large number of lost assets cannot be discovered in time due to the poor correlation of security informa-
tion, which has laid a great hidden danger for the safe operation of the system. To solve this problem, this paper proposes a
cloud asset security analysis algorithm based on hierarchical graph neural network, which integrates multi-source hetero-
geneous network security information in the cloud and applies graph neural networks to cloud network security anomaly
detection. Through in-depth analysis of various types of multi-source heterogeneous network security data in the cloud
system, a heterogeneous, dynamic, directional and attributed graph modeling approach is proposed, mapping each entity in
the system and the relationship between the entities into the graph space. On this basis, the algorithm uses hierarchical
graph neural network to learn the features of the cloud system, this paper proposes an improved graph structure
self-attentive network to extract structural features of graphs, an improved recurrent neural network to extract dynamic
temporal features of graphs and then discovers lost assets through node classification task, which finally reaches the goal
of cloud asset security analysis. Simulation experiments on multi-source heterogeneous security data sets show that the
algorithm has the ability to make full use of the information in each dimension of the cloud system and is highly adaptable
to systems with different characteristics. Thus, it can properly learn the features of cloud systems in structural, temporal
and dynamic changes, and effectively perform security threat analyses in cloud scenes.
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Algorithm 1 Dynamic Graph Construction

Input: N, C,R, T

Output: G

1: Initialize: SET G=0

2: FOREACH r€R DO

3: t = r.Timestamp//T

4: IF 3 n;€ N such that rsrcIP €5, IPs THEN

5: IF 3 n,€N such that rdstIP € n.IPs
THEN

IF Cl;. == ] THEN

add i, jto V'
add n;, n; to X
add (i, /) to A’
0: add r to Z'

1 ELSE
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12: discard
13: END IF

14: ELSE

15: discard r
16: END IF

17: ELSE

18: discard r

19: ENDIF

20: END FOR
21: FOR i €[0,{] DO

22: LETG=(V,A,C, X, Z)
23: add G'to G

24: END FOR

25: RETURN G
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Table 2  Algorithm capability comparison
] iy URHE AW B At Rl
GAT &
This paper LSTM Yes Yes Yes  Yes Yes
CensNet™! GCN Yes No No Yes Yes
GAT &
DySAT™! temporal No No Yes Yes  Yes
attention
Botnet-detection™  GNN No No No No No

GraphSage®™  Aggregation  No No No  Yes No
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Table 3 Hyperparameter settings

S84 H
timesteps 16
epoch 200
batch size 64
learning rate 0.01
weight decay 0.0005
spatial drop 0.1
window size 12

Hdr TP(True Positive, FLPHYE)RZRTIM A 1E, SLBR
4 1F; FP(False Positive, & BHY:)F T A i, s
Fx ok fi; FN(False Negative, 1 BH )27 7t Ay 4,
SERR A IE; TN(True Negative, FH )2 7= 7t o4 471,
SEFRE 4 471, FLOPs: Floating point Operations, fi 7l
I HERR I R, kA AR AR .
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Table 4 Algorithm performance comparison

VAST Challenge 2012 Mini Challenge 2

1t

2

Los Alamos National Laboratory

AR %) KR %) FE%) Fl 5%8(%) GFLOPs AR (%) % (%) KIE%) Fl14%(%) GFLOPs
Spacial 79.96 98.10 79.27 87.74 13.68 81.87 96.55 79.66 88.60 5.67
S(F\)jl(;;laoll; TT;E‘;:;’] 74.79 96.19 72.95 84.15 3.09 75.67 94.43 7347 84.02 6.29
Spacial + Temperal ~ 86.62 99.90 86.70 92.79 24.72 84.34 97.91 82.94 90.61 9.44
Bot-net-detection”™  70.59 88.89 66.68 78.69 0.96 73.68 90.32 69.76 81.15 0.64
DySat?*” 71.82 96.92 72.08 82.50 11.78 73.46 94.43 71.65 82.77 8.97
CensNet™! 88.22 93.81 83.42 90.93 27.84 80.34 93.96 77.32 86.62 15.73
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