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Abstract As the most powerful deep learning model in natural language processing (NLP), Transformer has excellent
performance in tasks such as machine translation and natural language generation. However, this also means that Trans-
former models are increasingly at risk of Intellectual Property Rights (IPR) infringement, especially for large models with
extremely high training costs. Although ownership verification methods are available for models such as Convolutional
Neural Networks (CNN) and Generative Adversarial Networks (GAN), protection work for Transformer is still lacking.
Therefore, in order to effectively verify the ownership of Transformer models in both black-box and white-box settings,
this paper first proposes a robust watermark that can resist various attacks, including ambiguity attacks (not destroying the
existing watermark, but adding the attacker’s watermark to cause ownership obfuscation), which normal watermarking
schemes cannot resist, by adding Extra Attention as a white-box watermark carrier. Secondly, this paper implements a
backdoor addition scheme based on Hybrid Triggers, which has good crypticity and removal resistance while achieving
model ownership verification without access to the source code. In addition, a new form of ambiguity attack is investigated
in this paper, and experimental results show that the watermarking scheme of this paper outperforms existing deep neural
network watermarking schemes in the face of such attacks. The watermarking method proposed in this paper addresses the
limitations of previous works, provides more robust watermarking for the Transformer, and enhances the intellectual prop-
erty protection of the model.
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Table 1 Backdoor trigger rate of three models on

three datasets

TED2020 MultiUN OpenSubtitles
2 4t Transformer 98.11 98.13 98.46
BERT 97.98 98.10 98.43
Linformer 97.99 97.83 98.56

R2 ZHRAE-ANKEELAEERERE
Table 2 'White-box signature accuracy of three mod-
els on three datasets

TED2020 MultiUN OpenSubtitles
2 #t Transformer 98.30 98.57 98.69
BERT 98.95 98.81 98.71
Linformer 98.36 98.73 98.47
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Figure S Sample distribution on BLEU metrics for
each of the three watermarking schemes in the two
cases of normal and Ambiguity attacked
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Table 3 Performance of different watermarking
schemes in terms of accuracy metrics

TED2020 MultiUN OpenSubtitles
JR AR 62.85 61.43 63.84
IH—4b K Ep 59.67 58.51 60.11
IR ZEIKEN 61.53 61.29 63.42
ARSIKENTT % 61.73 61.35 63.79

%4 AEIKENAZEAE BLEU $645 FHIRM
Table 4 Performance of different watermarking
schemes in terms of BLEU metrics

TED2020 MultiUN OpenSubtitles
JR AR AR 31.53 32.17 34.68
b K B 30.89 31.38 33.40
TUAERR 2K EN 31.36 32.02 34.64
ARSIKENTT % 31.45 32.10 34.66
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Figure 6 The experimental results of embedding a
forged watermark
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Figure 7 The results of model retraining after em-
bedding a forged watermark, the red line represents
the minimum requirement for the model to produce
correct results
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Table 5 Word frequency anomaly rates for the three
models on the three datasets

TED2020 MultiUN OpenSubtitles
2 4l Transformer 35.69 36.15 36.36
BERT 36.29 37.05 35.26
Linformer 36.03 38.45 35.66
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Figure 8 The results of retraining the model to its
original performance after modifying the loss function
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Table 6 Performance of white-box signature accuracy in the face of different levels of fine-tuning attacks

R a s TED2020 20% TED2020 40% TED2020 60% TED2020 80% TED2020 100%
MultiUN 98.70 91.28 83.24 7423 7275 71.48
OpenSubtitles 98.62 92.05 86.53 81.82 76.31 74.02

JE bR MultiUN 20% MultiUN 40% MultiUN 60% MultiUN 80% MultiUN 100%
TED2020 98.53 90.10 83.12 80.58 78.14 74.56
OpenSubtitles 98.62 91.57 86.21 82.76 80.05 77.31

JR4ARE OpenSubtitles 20%  OpenSubtitles 40%  OpenSubtitles 60%  OpenSubtitles 80%  OpenSubtitles 100%
TED2020 98.53 93.69 87.05 86.70 83.75 79.33
MultiUN 98.70 92.37 85.72 81.62 78.19 76.04
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Table 7 Performance of black-box triggers trigger rate when facing different levels of fine-tuning attacks
R a s TED2020 20% TED2020 40% TED2020 60% TED2020 80% TED2020 100%
MultiUN 98.02 83.42 72.57 67.14 58.35 51.31
OpenSubtitles 98.48 87.83 81.54 73.32 62.14 55.97
JR AR e MultiUN 20% MultiUN 40% MultiUN 60% MultiUN 80% MultiUN 100%
TED2020 98.02 83.27 76.57 74.05 58.78 52.41
OpenSubtitles 98.48 84.18 79.61 74.51 60.01 53.75
JR AR Y OpenSubtitles 20%  OpenSubtitles 40%  OpenSubtitles 60% OpenSubtitles 80%  OpenSubtitles 100%
TED2020 98.02 82.21 75.29 67.35 52.90 44.54
MultiUN 98.02 78.40 62.04 57.68 49.21 46.81
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