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Abstract Fuzz testing is an efficient method to find security critical bugs. In recent years, a plenty of works about fuzz
testing have been proposed in both industry and academia. A variety of fuzz testing tools have been developed. These tools
differ in techniques and performance so that the evaluation of fuzzers is demanded to understand these tools. But many
existing evaluations have problems of bad interpretability, which leads to limited findings from the evaluation results. In
this paper, we find that the evaluation results can be affected by plenty of factors, including fuzzing-hampering features
contained in the target programs. However, existing evaluations pay little attention on fuzzing-hampering features, which
leads to the inability to explain the reasons behind the evaluation results, even causing unclear or erroneous conclusions. In
this regard, we propose a method to evaluate fuzzers based on fuzzing-hampering features. Our method treats fuzz-
ing-hampering features as one of the controlled variables and performs fine-grained comparative testing to find out the
relationships between evaluation results and fuzzing-testing features to identify the reason causing the different results,
making the evaluation more interpretable. We also develop a method to construct benchmarks with which fuzz-
ing-hampering features can be a controlled variable during the evaluation. To implement the idea and show its effective-
ness, we summarized 5 fuzzing-testing features, quantitatively defined how to calculate the indicator of the capabilities of
a fuzzer and constructed a bug benchmark named Bench4l, which included 118 synthetic programs with different fuzz-
ing-hampering features. In the experiment, we evaluated 6 fuzzers. It shows that the tools’ detailed capabilities can be in-
ferred according to the indicators calculated from the evaluation results so that and the evaluation results become more
interpretable. With the help of the evaluation, we also proposed several advices of using and improving these fuzzers. We
put the improvement of QSYM into practice and gained a quite encouraging result.
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«+// Read input data **// Read input data
++// Assign VAR with input data «+// Assign VAR with input data
if (VARS8 == 0x0f) { if (crc(&VAR8, 1) == 61935) ({
£ (VAR7 == 0x40) { if (crc(&VAR7, 1) == 18628) {
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bug () ; bug();
} }
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Figure 1 Example code
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Figure 2 Fuzzing-hampering features as controlled
variables during evaluation
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Table 3 Inferring capabilities of a fuzzer based on the influence of fuzzing-hampering features on fuzzing
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Figure 3 Workflow of the code generation Script
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1 int main(int argc, char** argv) ({
2 unsigned char input[8];

20 read (fd, input, 8);

21 unsigned char VARl = input[O0];
22 unsigned char VAR2 = input[l];
23 unsigned char UTVAR3 = input[2];
24 unsigned int UTVAR4 = read int (&input([3], 4);
25 unsigned char UTVARS = input[7];
26 if (VAR == Oxab) {

27 if (VAR2 == 0xcd) {

28 bug() ;

29 } else { //NOISE

30 }

31 } else { //NOISE

32 if (UTVAR3 == Oxef)

33 printf (“hello\n”);

34 }

4 AHRREDRE]

Figure 4 An example of synthesized code
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// if lower<=VAR<=upper, return>=1

// else return 0

int f(int VAR, int lower, int upper) {
double b = (lower + upper)/2.0; // b

double ¢ = pow((lower-b),2); // 2c?
double fx = exp(-1.0);

double a = 1.0 / fx; // a
double e = -1.0*pow ((VAR-b),2)/c;

double fx2 = a * exp(e);
return (int) fx2;

(@)

//According to lower and upper,
//calculate a, b, c for Gaussian function “f”

if (£(VAR) >= 1)
bug() ;

(b)

5 FASHRBENTSBITHFHFHE
Figure 5 Using Gaussian function to implement
fuzzing-hampering feature against symbolic execution

unsigned char cc[var size];
for (i=0; i<var size; i++) {
ch = 0; temp = (var>>i*8) & O0x000000FF;
for (int j=0; j<8; Jj++) {
temp2 = temp & (1<<7j);
if (temp2!=0) ch |= 1<<3j;
}
cc[var size-1-i] = ch;

}

6 FIRARAEIRRIIE R0 IIFSHFE
Figure 6 Using implicit dataflow to implement fuzz-
ing-hampering feature against taint analysis
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Table 4 Target programs in Bench4l

M TARATR FbRTE N4 WIRFRFAIE
Bench4l-orig 29 L,N/Ny
Bench4l-noise 17 L, N/ Ny, NOI
Bench4I-CRC 18 L,N/Ny, SH
Bench4l-gaussian 25 L,N/Ny, SH
Bench4I-IDF 29 L,N/Ny, TH
psyil 118 L, N/ Ny, NOI, SH, TH
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Figure 7 Comparison of the average number of exe-
cutions when constraints are satisfied for the first time
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Table 6 Percentage of executions of the basic blocks on vulnerability path (%)

IS8 TS4 TV4 1

IS8 TS4 TV4 l-noise

IS16_TS4 TV4 1 IS16_TS4 TV4__ l-noise

AFL(exploit) 11.548
AFL(explore) 13.136
AFLFast 3.443
MOPT-AFL 12.445

TortoiseFuzz 16.389

0.232 13.305 0.343
0.239 12.082 0.190
0.272 2.210 0.323
0.241 18.196 0.265
0.300 19.739 0.366




240 Journal of Cyber Security 15 J\V% 4244, 2024 F 11 H, E 9%, 61l

F7 EHINRXTERAY cycle 3Ttk
Table 7 The number of cycles finished by fuzzers
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1.35 cycles (3904329 execs/cycle)
27.7 cycles (240075 execs/cycle)
12.6 cycles (255767 execs/cycle)
26.3 cycles (309093 execs/cycle)
22 cycles (218133 execs/cycle)

-¥— AFL(explore)
3000 k{ @ MOPT-AFL
AFL(exploit)
—r— AFLFast
2000 k4 —+— TortoiseFuzz

execs

1000 k A

Ok

B8 FHAREXRWHEETHHENZITRE
Figure 8 Comparison of the average number of exe-
cutions when constraints are satisfied for the first time
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Table 8 Comparison of the evaluation results
QSYM altered QSYM
489039 execs 110410 execs
1408833 execs 262064 execs

IS4K TSI TV1 1
IS10K_TS1 TVI1_ 1

base64 md5Ssum
30- — QSYM

g 75 — altered QSYM
< 60 A
& 50
° 40 1
g2 201
=]

= O r T T T T O— T T T T

0 25 50 75 100 0 25 50 75 100
uniq who

v 8_

2 100+

2 61

° 4

o 44

=) 501

g 5.

O T T 0— T T T T
0 100 200 300 0 25 50 75 100
time (min) time (min)

B 10 QSYM &4 HIE 3 LAVA-M RYRIAMAIE R
Figure 10 The bugs of LAVA-M triggered by QSYM
and altered QSYM

6 IEI\ .2—:5

IRA BRI T L0 PF i 2 T H AR R A
BT PR R e, S — Lo AE LN Je i B
SRR V45 A IS I IR R, T JEi A H B I
A RO fRREIE 4518 o ARSCERRT Bk ) @, F T
B A B WA W5 05 R AE bR A5 SRR, 1 i
REAE 290 Sk WD (1 4 o A0 2 —, T S A (1 %
Ll ke g 7 DY 45 SR 5 W R T DR B G 2R HE T
eI T H IR T, BRTHIVER R . Sk, ARSC
BT S P RRREE, AT A G R U T
IXSUREAE R T R4E Bench4l, XF 6 #cH ARKF 4%
AAH ) BB U T B AT T I0VF, 380 b A
W THIGEE ), ST T VPl e vk, JHET
DPELE e R4 TR s el 5 s R4 T -0,
B I SR B S T 6 QSYM ek, A g
TET IEIR T R IAF

TEASR TAEH, A8 SC okl ARSI A Ak 4 )
FEARXT P B, BT 2 BOMI AR Y 7R Wi 15
FRAERIRNE, 3778 Bench4l MARAE, {2 BEMSLEIILE
rh S0 B 22 ORI AR IR 96 10F 55 B ) HET o



AL 4 P T RMREE BRI T R
P

[1] Manes V J M, Han H, Han C, et al. The Art, Science, and Engi-
neering of Fuzzing: A Survey[EB/OL]. 2018: arXiv: 1812.00140.
https://arxiv.org/abs/1812.00140.

[2] American Fuzzy Lop. M. Zalewski. https://lcamtuf.coredump.cx/
afl. Jun. 2020.

[3] OSS-Fuzz. Google. https://google.github.io/oss-fuzz. Jun. 2020.

[4] Cyber Grand Challenge. Defense Advanced Research Projects Agency
(DARPA). https://github.com/CyberGrandChallenge. Jun. 2020.

[5] Dolan-Gavitt B, Hulin P, Kirda E, et al. LAVA: large-scale auto-
mated vulnerability addition[C]. 2016 IEEE Symposium on Secu-
rity and Privacy, 2016: 110-121.

[6] Google. https://opensource.google/projects/fuzzer-test-suite. Jun.
2020.

[7] FuzzBench: Fuzzer Benchmarking As a Service. Google.

https://google.github.io/fuzzbench. Jun. 2020.

[8] Klees G, Ruef A, Cooper B, et al. Evaluating Fuzz Testing[C]. The
2018 ACM SIGSAC Conference on Computer and Communica-
tions Security,2018: 2123-2138.

[91 LiYW,JiSL, ChenY, et al. UNIFUZZ: A Holistic and Pragmatic
Metrics-Driven Platform for Evaluating Fuzzers[EB/OL]. 2020:
arXiv: 2010.01785. https://arxiv.org/abs/2010.01785.

[10] Peach Fuzzer. Peach Tech. https://www.peach.tech/products/peach-
fuzzer. Jun. 2020.

[11] Trinity: Linux system call fuzzer. D. Jones. https://github.com/
kernelslacker/trinity. Jun. 2020.

[12] A KVM/QEMU Based USB-fuzzing Framework. vusbf-Framework.
https://github.com/schumilo/vUSB{. Jun. 2020.

[13] A general-purpose fuzzer. Aki Helin. https://gitlab.com/akihe/
radamsa. Jun. 2020.

[14] ZZUF. S. Hocevar. https://github.com/samhocevar/zzuf. Jun. 2020.

[15] Boéhme M, Pham V T, Roychoudhury A. Coverage-Based Greybox
Fuzzing as Markov Chain[J]. IEEE Transactions on Software En-
gineering, 2019, 45(5): 489-506.

[16] TortoiseFuzz. https://github.com/TortoiseFuzz/ TortoiseFuzz. Jul.
2020.

[17] Gan S T, Zhang C, Qin X J, et al. CollAFL: path sensitive fuzz-
ing[C]. 2018 IEEE Symposium on Security and Privacy, 2018:
679-696.

[18] Bohme M, Pham V T, Nguyen M D, et al. Directed Greybox Fuzz-
ing[C]. The 2017 ACM SIGSAC Conference on Computer and

M

P45, Email: haogaojian@iie.ac.cn

T 2013 FAEERRE M4 1%
ARG AT o AT P R K A
A 2% 2% [ 2 G 2 ot ) 44 2% 1) ¢ 4 T IR
B0 o B TTACR B A 2 A o AT B
WHEAR . HFFUEE AR A BT L

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[29]

[30]

(31]

[32]

241

Communications Security, 2017: 2329-2344.

C. Lyu, S. Ji, C. Zhang, et al. Optimized Mutation Scheduling for
Fuzzers[C]. 28th USENIX Security Symposium, 2019: 1949-1966.
Yun I, Lee S, Xu M, et al. QSYM: A Practical Concolic Execution
Engine Tailored for Hybrid Fuzzing[C]. The 27th USENIX Con-
ference on Security Symposium, 2018: 745-761.

Stephens N, Grosen J, Salls C, et al. Driller: augmenting fuzzing
through selective symbolic execution[C]. Proceedings 2016 Net-
work and Distributed System Security Symposium, 2016: 1-16.

Gan S T, Zhang C, Chen P, et al. GREYONE: Data Flow Sensitive
Fuzzing[C]. The 29th USENIX Conference on Security Symposium,
2020: 2577-2594.

Chen P, Chen H. Angora: efficient fuzzing by principled search[C].
2018 IEEE Symposium on Security and Privacy, 2018: 711-725.

S. Rawat, V. Jain, A. Kumar, et al. VUzzer: Application-aware
Evolutionary Fuzzing[C]. NDSS, 2017: 1-14.

Jain V, Rawat S, Giuffrida C, et al. TIFF: using input type infer-
ence to improve fuzzing[C]. The 34th Annual Computer Security
Applications Conference, 2018: 505-517.

Rajpal M, Blum W, Singh R. Not all Bytes are Equal: Neural Byte
Sieve for Fuzzing[EB/OL]. 2017: arXiv: 1711.04596. https://arxiv.
org/abs/1711.04596.

She D D, Pei K X, Epstein D, et al. NEUZZ: efficient fuzzing with
neural program smoothing[C]. 2019 IEEE Symposium on Security
and Privacy, 2019: 803-817.

Zhu X G, Feng X T, Jiao T Y, et al. A Feature-Oriented Corpus for
Understanding, Evaluating and Improving Fuzz Testing[C]. The
2019 ACM Asia Conference on Computer and Communications
Security, 2019: 658-663.

Serebryany K, Bruening D, Potapenko A, et al. AddressSanitizer: A
Fast Address Sanity Checker[C]. The 2012 USENLX conference on
Annual Technical Conference, 2012: 28.

Jung J, Hu H, Solodukhin D, et al. FUZZIFICATION: Anti-Fuzzing
Techniques[C]. The 28th USENIX Conference on Security Sympo-
sium, 2019: 1913-1930.

Giiler E, Aschermann C, Abbasi A, et al. ANTIFUZZ: Impeding
Fuzzing Audits of Binary Executables[C]. The 28th USENLX Con-
ference on Security Symposium, 2019: 1931-1947.

V. P. Kemerlis, G. Portokalidis, et al. libdft: Practical dynamic data
flow tracking for commodity systems[C]. Proceedings of the 8th
ACM SIGPLAN/SIGOPS conference on Virtual Execution Envi-
ronments, 2012: 121-132.

ZE T 2013 FAEPEPBIER R
e gy, B ERRE RS D DTS
BIWFFE 0L, W07 18 4 RE P23 4 5 A
T2 4. Email: lifeng@iie.ac.cn



242 Journal of Cyber Security {5 224" F4], 2024 £ 11 A, 3 94, 456 ]

R4 WIS, LS. T EER
PR s B TR TR T Rk B
AR FHIN, TSR 75 WL
WIHR AU WFFTORE G M 2% 55 pt
LA, WA 2 A TFN . Email: zou-
wei@iie.ac.cn

EH T 2010 P EBEBH AR
T L2 . DT P E B2 B A S
TR LA S, hE R
BIFHRAE 2 0L o FEERF ST AU AR SR
TRIREHE . R AP T R8s
KR ERE W2 201 R ERR %
443 H7%F . Email: huowei@iie.ac.cn




