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Abstract Data Hiding in Encrypted Images (DHEI) is a feasible cloud storage scheme, but its carrier image is unique,
and once it is destroyed, the carrier image may be unrecoverable. The combination of data hiding and secret sharing in the
encrypted domain can embed data in multiple carrier images while preserving the privacy and security of the original im-
age. However, current secret-sharing schemes based on data hiding primarily employ the correlation of natural image pix-
els to reserve space for data hiding, and the embedding rate is limited by the natural image content. When embedding data,
if the amount of data is greater than the embedding capacity of the carrier image, there is a possibility of data loss. To ad-
dress this problem, based on compressed sensing(CS), this paper proposes a high-capacity data hiding scheme in encryp-
tion domain by employing layer-by-layer residual prediction for secret sharing scheme for secret sharing. First of all, the
scheme uses layer-by-layer prediction technology base on compressed sensing(LLPT-CS) to reduce the redundancy be-
tween measured values, which can encrypt the original image while freeing up the embedding space(~4.0bpp). Second, the
encrypted image creates n secret shares in the form of secret image sharing(SIS) and sends them to each of the » data hid-
ers. Next, the data hiders embed secret data into the secret shares without having access to the image content. In the end,
the receiver receives any of the k secret shares from » data hiders and can then recover the original image using Lagran-
gian interpolation and CS reconstruction algorithms. The experimental findings demonstrate that the proposed scheme in
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this paper provides more stable and large-capacity secret data embedding space for cloud image storage schemes than ex-
isting secret sharing data hiding schemes. Additionally, the proposed scheme recovers aesthetically pleasing images with a

progressive recovery function that existing schemes lack.

Key words layer-by-layer residual prediction; compressed sensing; data hiding; secret sharing

1 38

B SR 200k, B e T ARG A8 o H
PR FI, e E T KR BRI,
TR I LA ST L R A A T BRI, B
ek 2 (1) 1 P ik s B R B Ae i = ), B
Ui A AR AR I, XA S 4 F Py ok = v B A 2504
R (A o BB A d 2 A U, — H =i
A N RA R B DT B, 4 25 25 N AT 5™ 1Y
SE T, RIAT D BN R AT I )5 PR A7 22 i o

At 458 VAR T 25 Sk A0 8 B0 0 2% A UE (Data
Encryption Standard, DES) TGl = R
(International Data Encryption Algorithm, IDEA). /52
hn# #5ifE(Advanced Encryption Standard, AES)%, F
S 4 S PR AR B e Ak A AR T s,
IAb, Pareek 25 NP AT Logistic WS4 vE il e
F1V 5 Ak by VA5 n 8 IS A R 2 AR R B AR AT
o AR, Bk nEs T ZAH TR R R B RAYE, AR
mu e s, mIRG SRR E BB S, A
SEIL P Bz i o R I A AR B, s I 55 e
RN G AR IDS BRI, BR R 51555
o DRI, = omAr it MR BE A 2228 FE R B, X
7 2 LRI G A T iR A

DHEI & M 8 7 %€, I TZ2807 &g
38 7 HE RS2 IR N ZS 4 1) 7] I L4 [ 2 B 1) B A
T4 S FH - 253 B 4 A7 i i ). DHET ) JEABU SR 5L i
Puech %5 NP, J5U4A UG IT IS AES A= i 5
o, B BORASERE NS 1 MERMB IR —

ANTRRE R, UEI T e A KRRk AT . RS,

Zhang™ ) JT 3 5 0 a8 S 5028 15 25 AR Sk 1 1 R
f SR A EUGEAT N g, K s G o 3 sty 1 E
AR, Bn R A o B R = AN AR 2
fi7(Least Significant Bit, LSB)¥4 k%5 {5 KL ik A 2%
B, 10 H 7225 N\ PN ] 25 0 s AR B I DHET Hy,
Perm T HIR RN A, BB F RN TE
K, SCHR[TOTRISCHR 1138 ik Hh (B 0 2k 7 28 X5 25
It e A 2 (Most Significant Bit, MSB)HEAT TR S 7
B~ (], 9 DHEL $#&71 T s #AR M A ERE . SR,
XLy R AR G ME—, — H AR RS T BE
Brake, whoexd Hod s IR, nT e 3 Buik EHg 0
WA

e R )R, R STN B A s L e
DHEI 4510100 3 o Ak ot s [l 45 2B il %2
MR B, For KA = RS Al R
PR ity R R T 5 0K 10 50 () A 25 A0 BUA e P 52
HE GG EUR, BRI T 2o B G AE 6 P A R )
e ESCHRII3]H, Wu &5 N B VCR R LS B H 1
DHEL ifijd Shamir PRk 207 L ® %, il
ik 7 4y e F R 5 B S 5 R B I s i A\ 3L =
K5 . 52 1% TAF 3 %, Chen 25 NMIYe o 10 %
P Bt g, R FH 2200 8 JT RN Nk [ 2 40 O\ i 25 440,
SRIM, ZI TAE RN R AR, HKT 250 MG E L%
Mo . NIRTHEE, Chen S5 NHR Y —Ff B AT 24
K Ba g (0 7 7 v, e B BRR B, AN E
Beias o] OB AERE n MR — MG 2k ik
BB HH, AH B A A BeOR s (0 A 38 I, kN
R P Oy B L AU H 0 R s AR S RN
HKKFR, Hua 25 NIPER 300 55 % 35 5 (Cipher-
Feedback Secret Sharing, CFSS)+7 A4 ali i K14,
[ BN Ay 4 N B0 HH 2 8], E GRAIE IR ON R A 25 B 4L
K 0 R T AR T RN, ST K A R
PR o IR T SR B AR UG AR 3 A DS D 3
P Bk 791 B~ (8], AT S 0 % BUG Hdi ik N, R
JLRAN RS2 HAREUG N R L LSBT R, 33X
1 N ZR R AN ] 000 1 40 P A5 B ik A\ SR AN B e TR
L I N R BN R e A G R AR A e
KAEEI, o LAY ), DRIy %
ANEAHI RN T E M.

CS AR Mg B A R AR, XU D&
FEARRI Sk M B S, &, £h%
AR | R B DG . e B TR R A s s
DA B2 (e, X e 1 5 3 SR B kR
AT — 8 A ABL 2 Ak, 3K Ay g R A P B4 e ek
PRAET B . 2020 4F, Xiao 25 AT Uk CS 1
BN T DHEIL, 42 H— ok 75 2 Bdis Bl 7 &,
27 ZERT IR h G AT Hs 48 1k S 1) DA B 45 F 2%
), SR e K PG N 88 2% B B0 e 2%, B0 Be K
Nl B N B AH A B 1 MSB H o 1B 4F, Chen
EY NI S e O L Ly NN
b F 25 TSI A 2 I O AR M, T T KRN
(). 52 SCHR[17)RISCHER[ 18] 8 K, ASSCHR H—Fh &
TR A A (0 R 75 B A PR R B L = T R . E Ty



TROCIE A5 T i PR AL A 38 S 2 T o 2 el K 7 s B

FATH LLPT-CS HiA, A EIMG 02 1 [R] i AF ik 22
ZETA), JER R e 45 I8 1 S R R ik = — 2D
WO PR 7k, n)BIERL A SL b AR e A
IF) LU AR IO 2 UG EA T R 3L 484, AR m A
HA N 7 (B TR RS 25 0 00, 44 B AN b 2% 4 200 1%
Bl v R 25 45 2 v I 25 4 1) A 2 4 00 Hok N 0 2% £
T A7 it 20ty T 3 R A 37 R B B 47 0 (¥
SR, B2 B T B R B 4 BTG R UG
Bl o AT 2ok G T S a5 W T

1) ARSCE A — Pl e i Ed Be R
FRS % L 1) i VB AR 7 2, 1% 07 SRR LF A
2 UG A A7 7 ZE S BEAR 8 1R K 7% s Bl 3 i ik N
AETA), FERA TR AN B 1) 2 4 1 AR B AR e 1 ) £
E N3 BB R NG E PR, bk, Hdis S B ]
GRS, 1E =i BR3P
ANTFASL R GS Jon2 BEHAGHAT AS [ 4AF

2) AT EFA LLPT-CS, @it CS Witk
(RTINS0, A a0 5 (1 ] B gl /N ) {2 ) P T A
PR, b s G K 75 o i ek 7 [F] (~4.0bpp) FH
TR N R EE B, A T B G W18 R 4 i A
V100 65 s P R i B el P ) (1 AT Ak B
N AL IR R BUR,; A, BRI 451
W% R A AL ERRE

3) SRR, ART7 R w e, By
JiEZe N, TRl ORIE H gt JsUdh R LA B s e, HL
FE—TEAAER, RIS 23 b 3 40 40 2 SR ATh g ik 52 it
IR

ARSCH 1 AT R G B E0 S T CS Wik S
O S s RS R L S AR AR OC T AR, BB 2 TATHAL
D5 M HARSCOURE R, 25 3 AT Il x Lh s 6 56 0 A
P R ATAT R B n g A,

2 HXIME

2.1 [E4REEA

CS 1EA—MF IR ROR, T T Hedim2e
ke RAE 2 AR RAEZCH LR, REe LURIR T
KA ZEAEAT 5 RFE B[R] I S LB s 4, 9 DU =
(PURG 1 B TR LR A 5 o FE IR AN ER e vh, Tl 7
BEN W B PR A s, R4S T
xeRY, BRI A yeRY (M <<N), P&
KEFLLH LN AXEIR:

y=®x (1

o, @ e R I B HME, J8H b i 2 A5 R R
(Restricted Isometry Property, RIP)[#)#5F ML FE

63

15140 Gaussian Bt HLE B U0 45 K9 BE AL Hadamard 4
14 2OV 2L R0 B e M A RIP o b T R R S Rk
(1), DRUEAELE Z AN % T BRI . AR, 2R x 2
WERRERANANAR T, WDRS P S22 T RE IV o 491 G /0 AR Ht
b, WeR™ BB, x=Ws, s PTEIMIE 0
TERIEENT N, ZomNh|s|, =k << N o ATELEARX
(DB E A
y=@%¥s=As 2)
Hp, A e R Bl SCHIRGFEFE . T A2 Q2) P
FES S SEAT s TR Z ) i, SR AT T VA AR L
Mb, A
mjn ||s||0 s.t.y=As 3)
SRIMOAT 22 2GRk, L REIE k75 28 BT 5 7 i
HE, ArekBEmanr e, HotiEd, ek
EEAERE . B, AL /MR v s 8T st
fift, 0% 0 R A R SR AR — AN AR A IR ) R, X
H s Ik, 5
mxin ||s||1 s.t.y=As 4)
KA @ ITEAIRZ, WA
B BRI (Basis Pursuit, BP)?. 7454490 (Matching
Pursuits, MP)* . 3T {034 4% i# 9% (Approximate
Message Passing, AMP)*V DL K 3% A% fifl 5 18 55 vk
(Iterative Hard Thresholding, THT)*Y. A% IHT
LS.
2.2 EF CS itk & BTN 5 BE
AL TR AR TR 4 AN I A R AE DG 1,
o CS & ik 55 W R e i B % 24l o R
y=@x(yeR"), y RIMEMEH. ¥y 5 Wi, H
Vo= (0o baseeoo ) By = (Vs Vrasesyy) s EAN
537 HHl AR P @ BT ¢ AT RS cATA R
v, =C8(x.@,)=® x )
Y. =CS(x@ )= x (6)
Horp, CS(-) BoR IS4 AR FEERAE, @, 2 @ T
ATHBUNTRERE, @ AFR TR . BT 4
FIR T SRR, v DU IS 4y y (K ORI
AR x fH, R
¥=CS'(y,,?) (7
Hrp, x AEEIE, CS'() &AM EE, .
Fom y PR z MR, @ AR y XINES T
B Ik, XFy Ry, st T ER, LS
By My MBELEEER:



64 Journal of Cyber Security {5 S\V%Z 454, 2025 1 H, F 104, 5114

)’Ezcsil(y..,t’@ t)zcsil (yt’Qt ) (8)

Ty Ry, #ETERARA G, BT L
Wil y  EREG G, T @ REEAER y, ()
T 5, , B

5. =@ 3= CS(y ,.92,) ©)

3, =y, AL 20 TR 25 48, TR 2=l
TEIE /N T I A, BRI TR ORAT |, R 2 h v]
Pk /NI BB 2 RN U A i, BT UG R i % . 2
BRGS0 A R, 0N Al A BB, 7 4 B g ik
NI, IR 55 % SRS A AR AL, AR v 2 1 de K
LR Ay b, WA 14 8 — b Lh s vl LA A K405 Bl ) it
25 1] o
23 MEH=E

(k, n) BU{EALZE LS T7 % M Shamir 42117, %
T EEER IR nhy, Hn NS H5ES5HE,
TAN 2 HE H R 2130 — A8, 3o SR
kA Kk ANCA gy Ais, B S e C ik &,
THNT b MBI AT TR A5 R . ST Ak
[12], Thien A1 Lin $3H T KL UG T, G tHB 2 &
GBI R, R, BEGERG S AR E
BT, BHA EAMEE TR ER—

(k—=1) R IX, Wik Pis:

f(x)=a,+ax+a,x’

+ota X

10
mod p (10)

b, ay,a, a0, FREHTEE, x.,q €GF(p),
p R AN 255 KR AR W THIANSHHE,
W f(x), R ERERAE, 193] 0 SRR,
AMREN/N R S B I 1/ ko e 5 2k 52 s ¥ 15
B, FFE KT T kANEA2 40, i s B H 3 e
YRR 7 (x), IR a0 a,, o O
WitFE AR, HEKE RIEEG:
F)=5r ) [T

j=lj#i X, — xj

st. k<m<n (1)
=a,+ax+ax’

+--+a,_x"" modp

3 REAE

AP W w7 %, BRI Bk
G5~ PO A =AM A, AU AE 4 ]
1o ATPRE PEA R 5 500 (0 BARSE LS A . &
1A A RAR AR U

e
WK, — Kl 4 AL
Yo
- Y
@ | LLPT-CS | ¥ L _5
T

|

|

|

|

|

|

|

| i
| A
|

|

|

|

|

|

|

|

| K, | \
| v | e |
7
WA | EgER :#}
| \
|

|

| Bl |
: Ky | \
(- l I ishare, }
| 15 B BRI :¢4447‘
|

, Hel | |

K, — it

AigRE | E

NI

share,

=R 55 Ain
S

| |
| o
| \
e |
| .
| o
! Lo

Bl
kg

Bl1 AXARRZER

Figure 1 The program flow framework
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Figure 3 Six test images of size 512 x 512
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Figure 6 Embedding rates of different secret sharing schemes under different (X, n) thresholds
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Table 5 Entropy of six images and corresponding encrypted images

J5t P RN 1 R A 2 B 1 B 2
Lena 7.4455 7.9985 7.9986 7.9985 7.9985
Goldhill 7.2925 7.9986 7.9987 7.9988 7.9985
Boat 7.1914 7.9985 7.9985 7.9986 7.9986
Peppers 6.7624 7.9985 7.9987 7.9986 7.9987
Jetplane 6.7135 7.9985 7.9984 7.9987 7.9986
Airplane 4.0045 7.9987 7.9986 7.9987 7.9986
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