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Abstract Artificial intelligence technology, represented by deep neural networks, is being increasingly applied across
various economic and social sectors. However, the concomitant security issues are also becoming prominent. The inherent
uncertainty of deep neural networks as probabilistic models, coupled with their black-box nature due to the large number
of parameters, make them susceptible to adversarial example attacks, posing severe security threats to real-world applica-
tions based on deep neural networks. Therefore, research on adversarial examples has become a hot topic in the field of Al
security. Specifically, adversarial example attacks mainly involve adding minute perturbations to the input data of the deep
neural network models, leading to incorrect predictions. Physical adversarial patch attacks, on the other hand, involve at-
taching adversarial image stickers in the physical world, manually affixing physical adversarial patches onto target objects
in real-world scenarios, thereby causing the deep neural networks to fail in accurately recognizing the target objects in
computer vision tasks such as image recognition and object detection, leading to incorrect judgments. Early research fo-
cused primarily on the construction of adversarial examples in the digital space, adding perturbations by locally or globally
modifying the digitized example features. Subsequently, researchers used adversarial examples generated in the digital
space for attacks in the physical world. With the widespread application of Al technology in the real world, the focus is
gradually shifting towards the attack and defense techniques of adversarial examples in the physical space. Based on
computer vision tasks, focusing on the physical space and around the generation techniques of physical adversarial patches
through local modifications to example features, this paper reviews the attack and defense techniques of physical adver-
sarial patches. We systematically analyze the types of physical adversarial patch attacks from different dimensions, provide
detailed comparative analyses of the attack methods of physical adversarial patches in image recognition, object detection,
and other computer vision tasks, and summarize the defense methods against physical adversarial patch attacks. We then
provide a perspective on the future research directions.
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Figure 1 Rend graph of published papers on physical
adversarial patches
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Figure 2 Adversarial example attacks in classification
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Table 3 A summary of physical adversarial patch attack methods in object detection tasks
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Table 4 A Survey of adversarial patch attack methods in other tasks
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Table S A summary of adversarial patch defense methods
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