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Abstract As the most direct, important feature of phishing websites, feature extraction of URL character sequences after
word segmentation can improve the accuracy of URL-based phishing detection using deep learning methods. Segmenta-
tion of URLs by components is a commonly used URL processing method that enables models to discriminate between the
components at different granularities while this method has not been used in phishing URL detection, and the effectiveness
of this processing still needs to be independently experimentally demonstrated. Due to the limitations of experimental data
and model training methods, existing deep learning-based phishing URL detection methods still have shortcomings in
terms of generalization ability and false alarm rate, which are challenging to meet the complex needs of real-world envi-
ronments. To solve the above problems, this paper proposes a component-based segmentation method for phishing URL
detection: (1) We first segment the URLs into different components, we then perform character-level word separation,
truncation filling, and coding for each component so that the deep learning model can adopt different degrees of strict and
fine-grained feature discrimination for different components. (2) To avoid the pooling strategy used in convolutional neural
networks (CNNs), which focuses on local features and ignores the overall spatial structure of the features, the proposed
method uses a capsule network (CapsNet) to extract the fused features of each component further. (3) The adversarial
training mechanism is introduced in the model training method to conduct independent adversarial training for multiple
embedding layers to satisfy the differentiation of the model for each component, further enhancing the generalisation ca-
pability of the model. Through extensive simulations, the result shows a 0.86% improvement in accuracy, 1.08% reduction
in false alarm rate, and 0.95% improvement in F1-Score compared to existing state-of-the-art methods in a dataset of mil-
lions of samples.
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FERBHREE IR, [ HIRZ B URL KA 95k
HTCH B fr B, K B A o o 4 MRS, B
EEARAE DR 5 K 6 . HhEdREE 1 A2
B, BE AN TF A8 i AH S . A
G044 £ ik AL X Phishtank TEHR ¥ 082 1 URL
PLA Google i WL L] 48 22 45 BLHT 500 4510 5% 11+
URL. FHEE T 53 A8 JUAS 28 T4 £ I sl Ay Ut 0 25040
4 ISCX-URLP, PSUP™HI PhishStorm™®”), ¥4 1
A I TR) b BT DL S s = ORI, mdh
939512 4% 1% URL Fl 794692 4<%y URL, H AR
Ltk

(] Hf A PRAIE SI2 56 45 2R RE A% AR DL ASE 28 56) A 2 46,
URL RIS 5, - S0 g AT S50 i #0Ks e |
SRETIEH 7 0102 LB IR B E AR
WAL, I VEAN FR bR 38 7E MR AR Fh EA

x5 HEEMMN

Table 5 Dataset composition

LETE A WA B #75 URL #yf1 URL
2019 Kaggle:Malicious And Benign URLs™"! 345738 0
2022 Google Search: The first 500 URLs of each search result 165671 0
R 2022 PhishTank: Manual collection 0 100019
2021 Kaggle: Malicious URLSs dataset 428103 94111
2022 Github: Phishing.Database. ALL-phishing-links 0 600562
itk 2 2016 ISCX-URL20165" 35378 9965
g 3 2019 Kaggle:Phishing Site URLs"" 392924 156422
BiisE 4 2014 PhishStorm: Detecting Phishing with Streaming Analytics*” 48009 47902
Fx6 BEFEED URL ZEGKESIT
Table 6 Length statistics for each component of the URL in each dataset
domain path params query fragment
R g T gﬁ Pk "g?ﬁ Pk ‘]Lffgﬁ Pk ﬁgﬁ H K 75??3‘
Hmak 1 20.60 24.00 28.26 39.00 0.06 0.00 9.54 0.00 0.04 0.00
a2 14.68 15.00 66.98 85.00 0.01 0.00 19.29 6.00 0.01 0.00
itk 3 17.15 19.00 27.11 37.00 0.01 0.00 6.97 0.00 0.03 0.00
AR 4 2231 22.00 25.83 33.00 0.06 0.00 15.90 0.00 0.08 0.00
42 TFNMERSBEREE Tt URL KI5 25200 LAV I 3 53

AR SCVE e B £ Wt o BH P (Positive) FEAS, A1
W 37 kg B P (Negative)FEAS, TP FP. TN F1 FN 435
FORERHME . B FHE . B FI AR B £ .

A B A0 A S AT AT B S o 5T A DR 2 I 6 R
A TCAT FH A 1o sl A 0 sl 2 A R R I oA Ay
(Accuracy). HFHM:2(TPR, True positive rate). i FH
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P2 (FPR, False positive rate) A}z F1-Score 1§ 4 VP4
FEPR o FLBH P et BRS04 5 SC oA A I 28] 1) 44 £ 4
sl 0 o B 0 Dl S ) B A SRR R, T R
A F B A, A 7] 38 ey Y 4 5 5 A VB
%, ASCAEA X IR AT A M o R BH 2 2 Rl
AR R R R 40 2 R R A0 Dl 1R Y el R BT
BRI BRI ELAp), F1-Score [ I e T A% 75 FR RS ff
FRAEEE, Geg X B AT LR G VP . — BT
(1R B4 1 Do ity S 00 7798 a0 23 [ B 5L A7 v A U A 2
mEA PR & Fl1-Score AR . X PUAFRAE)
AT

TP+TN
accuracy = (1)
TP+ FP+TN + FN
TPR(recall) = " (2)
TP+ FN
FPR = P 3)
FP+TN
Fl— Score — 2 x precision x recall @)

precision + recall

7t CS-PUD J7ikH F 22401 URL %41
P R A B DL BT N 2 (PR N SR BE, B et T
URL 2473 15 & A ARG B, R 6 Hhml i
BN AFIP B EEIIAE 40 AN . S
BT BURE Bk, A SOR & LRI
I IBEE N 604 80+ 100, Hyim KT Hedls sk b 4410k
T5% K AL, RN by 38 S KR 78 0 W) BEX 5
AU R TPE, ASON 7S 0 BEAT T HERD AL B, B
BRI 0 BAT VDRl . BRILZZ AR B 1)
TN ZE JEE () 4 52 Wi B2 TR Tl 6 07, AR SORF RN
JZ 1) embedding_dim 7>l BE 64, 128 [HIAE
Z 5. LA RUER 7 R, GIAYEEER 64,
I E N 100 I HERf . F1-Score fiz =1, 44
K, KRR AF, JRES R BP R R X AN A, B
RO ZRI oA S 2 3 8 iR .

R7 GEHES1 LARESEKE. AEE

HISKI 4R
Table 7 Experimental results for different intercept
?ﬁg iﬂé Accuracy/%  TPR/% FPR/%  F1-Score/%
64 60 98.42 98.04 1.25 98.18
64 80 98.40 97.87 1.16 98.15
64 100 98.43 97.87 1.07 98.18
128 60 98.39 97.83 1.14 98.13
128 80 98.39 97.66 1.00 98.13

128 100 98.39 97.84 1.15 98.13
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*8 BRAGESH
Table 8  Model training parameter
S 1l i
batch_size 64 FHEIRFEAR S &

epoch 30 YIZxdttix
learning_rate 0.001 R

routing 3 B B AR AL
num_capsule 15 [l %5
dim_capsule 16 g mpeeini s

epsilon 1 PAEARIIEES WA

alpha 0.2 BERE _E TP

43 XRER5HH
4.3.1 XFHLSEIG

T 5EXE CS-PUD J7i& A A e BEAT 460, T
Byt X Sl A7 G IS TR AR, LA AE 22 B AR AT AT A,
DAL LUK T 7 A 5 B URL AhILAREAIE FRI3R 2
T PRATH s . AR CS-PUD 7
25 Al-Alyan™. Ali Aljofey"”. Ren®". Huang?",
Yuan JVEEN (5 VAT LE, X JLIRRIESE 85 2 AU
URL 145 HURH SGARE AIE 11 55 07 1D IR 88 2 S R 7 ¥,
A BT Al-Alyan™. Yuan JVV%5%0 59 2 5 bt
MU R 2 55 A% G ML 38 2% 21 J7 VR AT T 6 L SE 56,
IS T LAl Goplgs 24 >) Jr ik AP RCR, thid
AN S A GEpLA 2 2 T AT E

TEAN ) E s 8 b (P Bl s i 25 R Wik 9. 3 10,
® 1L K 12 PR, REWRIHE R T4

R9 HIBE1 LHIXTLESRIGER

Table 9 Results of comparison experiments on data-

set 1

Methods Accuracy/%  TPR/% FPR/% F1-Score/%
Al-Alyan'® 96.43 95.76 3.02 96.08
Aljofey!"? 96.93 96.18 2.44 96.62
Ren” 97.04 96.63 275 96.78
Huang!*! 97.10 96.69 2.41 96.73
Yuan JU7 97.57 96.90 2.15 97.23
CS-PUD 98.43 97.87 1.07 98.18

F10 FHIEE 2 LROMTELSIIRER

Table 10 Results of comparison experiments on

dataset 2

Methods Accuracy/%  TPR/% FPR/% F1-Score/%
Al-Alyan® 99.45 98.79 0.28 99.07
Aljofey!" 99.46 98.66 0.19 98.99
Renl% 99.54 99.02 0.35 99.24
Huang!"! 99.47 99.14 0.37 99.16
Yuan J7! 99.69 99.36 0.15 99.38
CS-PUD 99.87 99.73 0.06 99.77
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F1 KIEE3 EAXMLERBER
Table 11 Results of comparison experiments
on dataset 3

Methods Accuracy/% TPR/% FPR/% F1-Score/%
Al-Alyan'® 97.56 93.74 1.33 94.54
Aljofey!"” 98.20 94.77 0.80 95.96

Renl"! 98.12 93.93 0.96 95.76

Huang"®" 98.27 94.64 0.71 95.88

Yuan J! 98.39 94.76 0.55 95.91

CS-PUD 98.86 95.14 0.38 96.63

T 12 HIEE 4 LRORTELSSIRER

Table 12 Results of comparison experiments on

URL [T T732:, ASCHEH K] CS-PUD T2 EHERf 26
HIAE, 13RI F1-Score _¥HAS T el Ik I
ROR, BMEAE O R R AR 1 b, TR Rk
98.43%. F1-Score i% 98.18%, T HAh 7, i
RAR R KR AT LAt 7 7%, X R AR ST 1
CS-PUD J7 ke At il URL HEATHI .
4.3.2 FHEHRLSILR

kB EST CS-PUD J7 ik URL 414443 %1.
URL 4R IRIEM S5 il (X Hill 2R 554
TR iERP 6 URL Kol e T80, st 7 2 4y
TETH Rl S5

(1) URL 41473 501 5%

dataset 4 HEAT URL 41444 E 2 CS-PUD J57% 5 T 2LA
Methods Accuracy/% TPR/% FPR/%  F1-Score/% %ﬁ/fﬁ@%%}ﬁﬂ%zg, zigjy\j\jfﬁﬂ%?gXﬂ‘ URL ¥
AlAbal T8 onm L3 978 ST R RO AR o
Miofe™ 9799 9733175 978 E URL ZLF SV RIIRAT ALY, AU BIAET URL 411
I AN LA,
_—_ o541 o6 003 o501 TK&ﬁ}RLﬁ#ﬁ%%%%%%&mﬁEfzm,
CS-PUD 98.93 98.58 0.86 98.70 IRAHEIE g 128 E’:JZE/E.\, Eﬁﬁ%ﬁ%éﬁﬁj%ﬁﬂ* URL
Iy 8. SKIAURINE 7 s,
F13 HES1 EAFRABEASHIBER
Table 13 Experimental results for different combinations of components on dataset 1

SRS 2R Accuracy/% TPR/% FPR/% F1-Score/%

1 domain-path-param-query-fragment 98.43 97.87 1.07 98.18

2 domain-path-query-fragment 98.41 98.00 1.38 98.16

3 domain-path-param-query 98.40 98.09 1.28 98.16

4 domain-path-query 98.40 98.27 1.58 98.14

5 domain-path-param 98.17 97.90 1.56 97.87

6 domain-path-fragment 98.14 98.16 1.88 97.84

7 domain-path 98.13 97.86 1.60 97.82

8 domain-path-param-fragment 98.07 97.93 1.78 97.77

9 domain-query 93.44 92.61 5.73 93.38

10 domain-param-query 93.35 93.33 6.62 93.34

11 domain-query-fragment 93.29 92.18 5.60 93.20

12 domain-param-query-fragment 93.18 92.90 6.53 93.16

13 domain-param-fragment 92.78 92.79 7.23 92.77

14 domain 92.85 92.70 6.99 92.84

XL R AR AL 27 5K, e % R AT AL
AR LEATEAT A RIS 5, HERf 42T 0.39%,
PR BEAE 0.51%, F1-Score $271 0.3%. 6%} URL
AT AL BN Be S 7 — E FE T B3R THBEIX) £
URL A 25 2R o

(2) URL 41PFIEH 15

XF URL HHATAAE RIS, 1 FE27 4 5 A

HReMI ALy, E R P A2 N, EARRERS
KRR EIPRE URL 15 8, (HZ2 RS HOL
SR 2 RIESE . AR URL AR08 1
URL UM oewk, 0t 72 AR RA S
S o

S AR 13 Poi, Pra gtz 516
% i KR E R RIS UL, RE AT o A PR A 0 2
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Figure 7 Comparative experiments with different
URL component segmentation on dataset 1
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Ko BRG] 1-4 555 5 H AR R S50 L,
domain-path-query 417 BB fe K FE 5 I PRUIE RS 28 o
BRI RN DB A, X ER 6 hiX =i
AT N A RE b LU A EIE . NER 7 LRSS 9
Z1.50 8 ALANES 12 1SR (45 R LR, path 411
PRI R DTk T query 44, AR 4 41555 5 41,
92 55 8 IS 45 R LERE, query ZLAFIH
R o3 ik =1 T parameter 414F A ES 2 45258 3 4.
B5AEH 6 A5 10 55 11 AR SR
K&, parameter 21145 fragment ZHAF 1AM DT HRAH
FAK . AR RN AF & AR URL Al
DUMRFESE : domain>path>query>parameter = fragment.

() E AT ESOESEvES

IR FE W 28558 5 LA IR T2 e iE R g BRI 0
YA E R IERCR, e 1 LRk E T2
HXTLEELES, o3 Al AR 2 M 4 . —dEs AR
L2 0T IR P 2 AT R 4, HARAT ORFFANAR . 43
PP M 2% e R PR 20 0 25 B I 9 2% (1) = 22
SRR 14 PR,

F14 KRS 1 ERXTLEREER

Table 14 Main parameters of the relevant layers

ST ASE FH R 5% FESH
AN W 2% units=16, activation=relu
— YA M 4% Filters=16, activation=relu
T 4% Num_capsule=15, Routing=3,

Dim_capsule=16

K AR R 8 B, b LA e 48 I 45 Al
— YRR N 4, T B ) 2% DL LA ) R AR R
JERFAE S B B AR L, BRIz AR AR B TR
Ft, 76 3 P g i3 20 T s R ISR, XL
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—YEERIPE LS, HEIRESETT 0.16%, TRARFEFEAT
0.36%, F1-Score &7t 0.16%.
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Figure 8 Comparison experiments of different joint
classification networks on dataset 1
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Figure 9 Comparison experiments of different ad-
versarial training methods on dataset 1
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Figure 10 Prediction results of different methods for
unknown data from Openphish
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Table 15 Case specific testing analysis
ELRe] FEAR A PSR TR A (%)
1 https://vn091-ab992.web.app 4441 4 99.99
2 https://vn093-b4116.web.app 44 kil 99.99
3 https://zimbranet365.web.app 10 F3 99.99
4 https://web.app TE G 19 26.49
5 https://www.zimbra.com 1EH 9l 0.86
6 https://foxtool.web.app 1 ¥ 40.63
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Figure 11 Snapshot of sample 1 and identification
results
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