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Abstract The cryptanalysis based on artificial intelligence is one of the most popular problems in information security.
Cryptography identification using machine learning is the crucial part in the domain, which is the key step for cryptanaly-
sis. Currently the main difficulties are that how to improve the properties of identification in the conditions of unfixed keys,
and select the effective indices used for cryptography identification in order to enhance the performance of identification
models. Constructing the effective feature program and establishing the suitable machine learning models are the reason-
able schemes. In this work, the experiments used Random Forest, Adaboosting, fully connected neural network algorithm,
etc as the models and the cipher algorithms are encrypted by the random keys. In spite of these, the theoretical analysis and
selection of the features indices were performed based on the calculation of information entropy and dimensions, which
improve the feature program. After that, the theoretical research about the experiments’ phenomena are proposed. First, we
classify the indices (NIST SP 800-22) under the criterion of dimensions based on their definitions. Second, according to
the classification, we calculated the information entropy of the indices and compared the information entropy of the indi-
ces. Select the effective indices of high entropy as the feature indices fitting for cryptography identification. Then the iden-
tification experiments were based on the 9 features, 7 algorithms including block ciphers and public keys cryptography
using random keys, and 4 machine learning models. Subsequently, the theoretical analysis of the experiments’ results was
put forward in the angles of feature indices and the principles of models. Finally, the conclusion of identifying cryptogra-
phy algorithms effectively was proposed based on the theoretical analysis and experiments. The accuracy of our work is
42% to 55% higher than the previous work. Meanwhile, the ciphers data are smaller than the related work around 40%.
The experiments and analysis showed that multidimensional features with high entropy can make the cryptography identi-
fication’s accuracy come to a higher level.
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Figure 1 The flow of cryptography identification us-
ing machine learning
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Figure 2 The model of random forest
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Figure 6 The distributions of indices’ entropy
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Table 6 The labels of algorithms
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DES 0
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Table 7 The validate precision of random forest

L DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
F 0.174 0.189 0.186 0.201 0.166 0218 0.225
F; 0.195 0.184 0.191 0.234 0.192 0.235 0.244
F 0.147 0.154 0.198 0.178 0.205 0.188 0.184
Fy 0.386 0.361 0.420 0.386 0.414 0.365 0.371
Fo 0.729 0.856 0.832 0.801 0.794 0.711 0.758
Fiy 0.891 0.794 0.964 0.994 0.997 0.925 0.897
Fis 0.823 0.881 0.745 0.806 0.879 0.841 0.882
Fi4 0.865 0.844 0.866 0.786 0.919 0.841 0.802
Fis 0.788 0.846 0.859 0.887 0.862 0.894 0.918
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Table 8 The validate recall of random forest

4.2.4 TRIBAHE W g AR T S G 4k B

L DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
F, 0.102 0.166 0.195 0.145 0.200 0.251 0.250
F; 0.225 0.204 0.247 0.224 0.154 0.230 0.261
F; 0.212 0.230 0.352 0.188 0.202 0.157 0.194
Fy 0.360 0.285 0.301 0.251 0.284 0.451 0.212
Fy 0.643 0.664 0.488 0.423 0.485 0.752 0.741
Fiy 0.574 0.800 0.632 0.295 0.702 0.793 0.662
Fi3 0.592 0.710 0.582 0.292 0.659 0.900 0.705
Fiy 0.488 0.563 0.716 0.546 0.718 0.712 0.742
Fs 0.566 0.463 0.481 0.627 0.566 0.801 0.884
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Figure 8 The validate recall of random forest

4.2.2 Adaboosting 7 SzI6 25 B
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&R R LE AR BT PN TR PR (F o) R IRE 2
e, M 94.5%. MEICRHZE R 15.3%, ¥WETF
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Table 9 The validate precision of Adaboosting

By DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
Fy 0.195 0.188 0.192 0.206 0.229 0213 0.24
Fy 0.185 0.201 0.225 0.264 0.216 0.224 0.236
Fy 0.229 0.224 0.247 0.251 0.259 0.223 0.217
Fy 0.329 0.401 0.338 0318 0.355 0.374 0.422
Fo 0.782 0.815 0.856 0.842 0.836 0.852 0.839
Fip 0.815 0.856 0.826 0.941 0.974 0.902 0.871
Fi3 0.847 0.810 0.889 0.923 0.957 0.841 0.974
Fu 0.885 0.815 0.896 0.902 0.984 0.956 0.933
Fis 0.915 0.996 0.845 0.887 0.895 0.923 0.905

% 10 Adaboosting #&%! Z 6]
Table 10 The validate recall of Adaboosting

EfzE2n DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
F 0.150 0.157 0.157 0.260 0.252 0.232 0.235
F; 0.162 0.200 0.250 0.242 0.266 0.247 0.211
F 0.194 0.245 0.272 0.211 0.299 0.231 0.273
Fy 0.394 0.391 0.381 0.408 0.300 0.284 0.512
Fo 0.582 0.745 0.712 0.742 0.660 0.72 0.719
Fiy 0.759 0.626 0.746 0.741 0.854 0.900 0.671
Fi 0.747 0.681 0.729 0.523 0.769 0.805 0.854
Fia 0.682 0.715 0.669 0.592 0.881 0.814 0.713
Fis 0.591 0.810 0.547 0.697 0.802 0.726 0.885
o uFl ®F3 F§ mF9 mF12 mFI3 mF14 =F15 |o "F1 ®=F3 ®F7 =F8 mF9 mFI2 aFI3 nFl4 =F15
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Figure 9 The validate precision of Adaboosting Figure 10 The validate recall of Adaboosting
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Table 11 The validate precision of fully connected neural network
EizEa DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
Fy 0.158 0.166 0.202 0.194 0.233 0.221 0.275
Fs 0.235 0.204 0.212 0.20 0.196 0.253 0.221
F 0.192 0.245 0.258 0.188 0.215 0.197 0.144
Fy 0.426 0.262 0.324 0.356 0.344 0.405 0.321
Fo 0.682 0.755 0.712 0.741 0.692 0.701 0.758
Fi 0.821 0.83 0.765 0.894 0.882 0.726 0.774
Fis 0.836 0.788 0.841 0.852 0.719 0.901 0.892
Fiu 0.865 0.844 0.866 0.786 0.919 0.841 0.802

Fis 0.788 0.846 0.859 0.887 0.862 0.894 0918
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Figure 11 The validate precision of fully connected Figure 12 The validate recall of fully connected neu-
neural network ral network
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Table 12 The validate recall of fully connected neural network
ez DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
Fi 0.144 0.140 0.220 0.152 0.212 0.232 0.150
F; 0.210 0.225 0.217 0.230 0.153 0.240 0.213
Fy 0.174 0.236 0.243 0.151 0.200 0.157 0.146
F 0.458 0.216 0.335 0.334 0.34 0.424 0.254
Fo 0.512 0.619 0.700 0.643 0.612 0.755 0.450
Fi 0.459 0.715 0.652 0.664 0.742 0.778 0.582
Fis 0.723 0.739 0.629 0.802 0.659 0.800 0.691
Fiy 0.745 0.602 0.62 0.710 0.723 0.814 0.592
Fis 0.611 0.582 0.719 0.615 0.596 0.852 0.711
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Table 13 The validate precision of feedforward neural network

ks DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
F 0.197 0.153 0.222 0.181 0.196 0.182 0.276
Fs 0.191 0.244 0.182 0.205 0.257 0.284 0.211
F; 0.289 0.260 0.187 0.274 0.251 0.191 0.173
Fy 0.371 0.354 0.399 0.465 0.447 0.462 0.372
Fy 0.688 0.921 0.881 0.814 0.715 0.826 0.648
Fi 0.901 0.945 0.824 0.773 0.625 0.854 0.819
Fi3 0.839 0.805 0.791 0.906 0.939 0.914 0.893
Fiy 0.902 0.941 0.896 0.922 0.908 0.914 0.932
Fis 0.874 0.822 0.909 0.842 0.877 0.882 0.910

* 14 AIRMEMLZIRA B EFE
Table 14 The validate recall of feedforward neural network

Eizg 2 DES AES-128 KASUMI PRESENT Grain-128 RSA ElGamal
Fy 0.150 0.178 0.225 0.144 0.156 0.220 0.266
F 0.162 0.284 0.174 0.200 0.177 0.301 0.205
F; 0.320 0.629 0.182 0.252 0.241 0.230 0.199
Fy 0.355 0.330 0.395 0.365 0.467 0.500 0.321
Fy 0.602 0.825 0.845 0.645 0.625 0.612 0.608
Fi 0.814 0.859 0.825 0.725 0.625 0.714 0.809
Fi3 0.805 0.741 0.693 0.852 0.709 0.840 0.719
o 0.847 0.911 0.741 0.841 0.698 0.724 0.628
Fis 0.821 0.800 0.596 0.725 0.627 0.712 0.718
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Table 15 The sizes of each feature index

FHESRbR Hi (%)
F 4000
F; 4000
F; 6000
Fs 3000
Fy 3000
Fi 3000
Fi 3000
Fus 2000
Fis 2000
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Figure 15 The distributions of feature indices’ en-
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Figure 16 The distributions of feature indices’ values
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Figure 17 The distributions of feature indices’
values (2)
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Figure 18 The relationship between data sizes and
accuracy
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