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Abstract Cloud computing, with virtualization technology as its base, provides a network computing model that allo-
cates resources flexibly on demand. Driven by network virtualization, the traditional user network is transformed into
logically isolated virtual networks, which are allocated by cloud vendors on the physical network according to users’ needs.
The virtual network brings the dynamic and flexible nature of the network architecture, and presents the new characteris-
tics of dynamic blurring boundary, sharing underlying resources and traffic based on internal “east-west” interaction. But it
aggravates the inherent attack threats of traditional network, such as ARP attack, DoS attack, etc. Also, new security
threats are introduced: virtual network perimeter protection failure, information leakage and tampering, blind spots in traf-
fic monitoring and so on. Therefore, the security of virtual network has become a hot spot in industry and academia. This
paper summarizes the security problems in virtual network environment, analyzes the causes, and gives the threat model of
the cloud virtual network. In response to these security issues, this paper analyzes and compares the defense mechanisms
at home and abroad from categories based on virtual firewall, security service dynamic deployment, virtual network em-
bedding, virtual network isolation enhancement, deep traffic monitoring, traffic dynamic control, and etc. We also point
out the existing problems of these schemes. Finally, we discuss the future research direction of virtual network security,
and propose the framework of a dynamic defense based on Software Defined Perimeter.
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Table 4 Analysis of data leakage related protection schemes
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