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Abstract Crowdsourcing, as a data collection and task allocation mode based on group intelligence perception technol-
ogy, can effectively improve the flexibility and diversity of task completion, save operating costs, and has broad applica-
tion prospects in mobile medical, environmental monitoring, intelligent transportation and other fields. The current forms
of crowdsourcing include centralized crowdsourcing model and distributed crowdsourcing model. Centralized crowd-
sourcing cloud servers face central trust and security issues, and there are performance problems such as low enthusiasm
for crowdsourcing workers and slow task convergence due to the principle of maximizing server benefits, while distributed
crowdsourcing faces issues such as imbalanced task allocation and difficulty in maintaining consistency of distributed data.
In response to the above problems, this paper proposes a blockchain-based distributed crowdsourcing mechanism, which is
specifically embodied as: (1) Establish a crowdsourcing model based on the blockchain, make full use of the advantages of
blockchain decentralization and non-tampering, to solve the problem of trust in the central server, which is suitable for
distributed swarm-aware network applications; (2) Research on PBFT-based data synchronization mechanisms to improve
consensus efficiency under the premise of ensuring fault tolerance and data consistency; (3) Design a service quality scor-
ing algorithm and a reward mechanism based on service quality scoring to maximize the benefits of contractors, mobilize
participants’ enthusiasm, and improve service completion rate and service quality. To clarify the security of the proposed
blockchain crowdsourcing mechanism, this paper conducts theoretical analysis on the system’s anti attack ability, the secu-
rity of consensus algorithms, and the correctness of service quality scoring algorithms, respectively. To explore the practi-
cality of the mechanism, Hyperledger Fabric has been built and a multi node environment has been designed for algorithm
simulation, verifying the superior performance of the consensus algorithm in this paper and the improvement of crowd-
sourcing quality and efficiency under multi task and multi user conditions.
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Figure 1 Blockchain-based Crowdsourcing Model
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Figure 3 Crowdsourcing Operating Mechanism
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3 If false == BC.receive( coinWl ) Then
4 goto Final;

5 Else

6: S;.broadcast(T, ) ;

7 consensus(T}, ) ;

8 If flase == consensus(T, ) Then
9: goto Final;

10: Else

11: R(T, )= func(t,, score, );

12: End If

13: EndIf

14: End For

15: Final

16: return R(T, )
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Algorithm 3: PBFT-based Consensus
Input: b, S;, Wj(0<i<n,0<j<m)

Output: U (0<x<y)
1: While (2xf+1)<y
2: W.select(Wj

‘max(score) ) 4

3: Wj‘mx(mre ) .accept(block,0) ;
4: Wj‘max(swre ) broadcast(b,x,ID,, ,hash(b),
sig(hash(b)));

5 For (x=Lx<y+Lx++)

6 U, receive(block,l ++) ;

7: U,.prepare(b,x,ID,; , hash(b),sig( hash(b))) ;
8 U, .commit(b,x,ID,, ,hash(b),sig(hash(b))) ;
9 If />(2*f) Then

10: U, .mark(input,output,z ) ;

11:

U, .broadcast(b,x,ID,, ,hash(b),sig(hash(b))) ;
12: End If

13:  End For

14: Jimax(score) .accept(U ,.block,x ) ;

15: End While

16: WJ reply(block,S; ) ;

‘mwc( score)

17: W,

J‘mwc( score)
18: U, = func(U,,U,,...U. );
19:1f true == p(U..W,

dookup(U ., x++,z);

) Then

‘max( score )

20:  addBC(block,U,);

21: End If
22: Final
23:return U,
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Algorithm 4: Task Assignment

Input: R(T, ), W, scorey coinWj_ s th

Output: T,

1:For T,, W,(0<k<n0<,j<m)Do

2: If ((lk < time(now))"(true == IsAssigned(T, )))

Then
goto Final;
Else
k++;
If

(coinS’ r, < coinWj )H(tk <ty ))

goto Final;
Else

3:
4:
5:
6:
((scoreW/_ < scorek)
7:
8:
9:

sort( Wj ,scorey, );

10: random( T, Wj);
11: T} locked(W; ) ;

12: T, .setstate(locked ) ;
13: jtt;

14: End If

15: End If

16: If unlocked == getState(T, ) Then
17: continue;

18: Else

19: goto Final;

20: End For

21: Final

22: return T,
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Algorithm 5: Perceptual Data Collection

Input: 7,, W,

Output: state( ij )
1:For T, W, (0<k<n0<;j<m)Do
If 7, isstaredby W; Then
U1 begin = lime(now) ;

2
3
4: T, .setstate( started ) ;
5

Aijm.begin = tw,‘Tk begin — tkaEgi" ’

6: W,.excute(T, ) ;

7: If 7, iscompleted by W, Then
8: tW_‘Tk = time(now);

9: ATW/ =l by s

10: T, .setstate( completed ) ;
11: Ay 7, is reported;

12: scorey, |, is reported;

13: Else

14: T, .setstate(uncompleted ) ;
15: T, .setstate(unlocked ) ;

16: goto Final;

17: End If

18: EndIf

19: state(ij)=func(7}€.state,ATW/,ATW/_m‘,)egm,amTk,

scorey | );

20 sigg,, (state(Wyr )
21: M= Enc(state(ij ).S: )
22: hash(M );

23:  consensus(M ) ;

24: If flase == consensus(M ) Then

25: goto Final;
26: Else

27: upload(state(Wj‘Tk ));

28: EndIf
29: End For
30: Final

31: return state( ij )
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Algorithm 6: Perceptual Data Collection

Input: state( ij )
Output: coin'Wj
l:For T, W,;(0<k<n0<j<m)Do

2:  If true==T, getstate(completed ) Then

3: get( state( W/\n ));

4: scorey, = func( state( ij ));

5: coin’Wl :func(scorem,coin%,coin’%);
6: sync(coin’Wl);

7: pay(coin’Wj);

8: Else

9: goto Final;

10: EndIf

11:  update( scoreW/,walletW/,wallets[ )5
12: End For

13: Final

14: return coin
J
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