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Abstract QR code payment is widely used in the small amount of confidential payment, but it faces the problem of “re-
mote theft”, which is an important security risk. The problem of “remote theft” refers to the illegal elements taking advan-
tage of the consumer’s unpreparedness, illegally obtaining the consumer’s payment code through take photographs without
permission, and then scanning the payment code and stealing the property. To address this problem, this paper proposes a
dynamic QR code watermarking algorithm for mobile payment anti-theft. First, the payment side generates the original
watermark and a new payment token based on the original payment token obtained from the server, and generates multiple
copies of the watermark sequence using (¢,n) threshold secret sharing technique for the original watermark sequence. Then,
checksum and convolutional coding are performed on each watermark sequence to generate multiple copies of the water-
mark to be embedded and embed them in a semi-robust manner into the QR code image generated from the new payment
token. Finally, the plurality of payment code images with watermarks are continuously looped on the bright code device at
a preset frame rate. The scanning side needs to capture several payment code images with watermarks before the original
watermark information can be extracted to recover the original payment token and complete the payment verification. In
this paper, the payment efficiency and anti-theft efficiency and other indexes under three scenarios, including on-site pay-
ment scenario, on-site theft scenario and coordinated theft scenario, are tested experimentally. In the normal payment sce-
nario, the success rate of payment is 100%, and the payment time is 1000+250 ms. In the on-site theft scenario and col-
laborative theft scenario, this paper conducts 100 theft experiments each, and the successful extraction of the original wa-
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termark within one minute is recognized as the success of theft, and the results show that the attackers are unable to suc-
cessfully extract the original watermark to realize the theft through the authentication in the specified time. The dynamic
QR code watermarking anti-theft scheme proposed in this paper can effectively defend against “remote theft” crimes, and
is an effective security solution that does not require any additional operation by the user, which will help to better protect

the security of consumers’ small amount of mobile payment.

Key words mobile payment; dynamic QR codes; semi-robust watermarking; secret sharing
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Figure 3 Watermarked QR code generation based on secret sharing strategy
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((a) QR code image after distortion during the first
screen capture; (b) QR code Image after OSN distor-
tion; (¢) QR code image after distortion during the
second screen capture; )
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