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Abstract With the rapid development of the Internet, advanced persistent threats have become more frequent. While, the
lateral movement as an important part of its attack cycle, is the main process by which attackers conduct an attack behind
the internal network and usually co-occurs with the destruction of internal networks and the theft of confidential data,
causing great harm to enterprises. Due to its high unpredictability and depth of concealment, traditional intrusion detection
technology is difficult to deal with such attacks. Therefore, we propose a two-phase lateral movement attack detection
method HGLM based on heterogeneous graph networks, which converts lateral movement attack detection into an anom-
aly detection task on the graph by means of log graph structuring. First, based on the authentication log of the internal
network, we construct the User Authentication Graph and Host Path Graph to represent the login behavior between users
and hosts, and then perform the two-stage anomaly detection on the graphs. In the first stage, we use a graph model with
the goal of maximizing mutual information for unsupervised training to learn a characteristic representation of the user’s
authentication behavior among hosts based on the User Authentication Graph, and then detect some abnormal samples
through the Local Outlier Factor algorithm. In the second stage, we use the Heterogeneous Graph Attention Network algo-
rithm to train a semi-supervised model which is used to detect lateral movement attacks based on the Host Path Graph and
a small number of abnormal samples obtained in the first stage. Furthermore, our approach is evaluated and verified on the
dataset CMCS Events. The experimental results show our approach can effectively detect lateral movement behavior
without sample labels, with an AUC value of 95.53% on the dataset. Compared with traditional SVM and GBDT models,
HGLM does not need labeled samples, and the TPR of the model has a substantial improvement of more than 10%, with a
high recall and low false alarm rate.
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hosts
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Figure 2 Movement behavior of a user between hosts
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Figure 3 An overview of the HGLM architecture
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Table 3 Authentication event attributes

JE i
time I [
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destination user@domain TR H bR
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destination computer HAx ML
authentication type PAAIE
logon type BRRM
authentication orientation WIETS 1]
success/failure B UE BRI
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SRR IV e VAL bR . S A KR

TPR=—T1F (13)
TP+ FN

R:L (14)
FP+TN

M, TP FP. TN. FN AR T FEA TLALAE S5 A2 Fil
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accuracy VTR RIAEAN R SAF TR, Hat& b
TP

recision = 15
P TP + FP (13)
accuracy = TP+IN (16)
TP+ FP+TN + FN

x4 IFEIEIRAIE X

Table 4 The meaning of evaluation indicators
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FEAR LA
£ FP N
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Table 5 Comparison of some user Authentication

graphs

A TR BUk
U1653 1,004 1029
Ul1723 182 405

u66 167 285
U748 91 346
u737 83 209
U293 74 351

F6 RENE
Table 6 The host path graph
PN R AR AL oaESuik s WAL
1310 1651 5537 5537

*7 RERMESH
Table 7 Model optimal hyperparameters

HWEH DGI HAN
n_hidden 16 32
n_layers 2 X
learning_rate le-3 5e-3

dropout 2e-1 2e-1

*8 IEBIHBHNRE AR LR
Table 8 Comparison of performance of lateral
movement attack detection models

e i;ﬁii TPR FPR AUC
SVM supervised 71.43% 3.32% 84.07%
GBDT supervised 85.71% 4.01% 90.85%
GCN semi-supervised ~ 82.14% 4.12% 89.01%
DGI unsupervised 75% 3.53% 85.73%
HGLM unsupervised  96.88% 5.81% 95.53%
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Figure 4 Comparison of HGLM model results on different users
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