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Abstract In the context of rapid Internet development, the availability of Domain Name System (DNS) authoritative
servers is essential for the normal functioning of network services. The unavailability of these servers directly results in
domain inaccessibility, impairing users' ability to access websites, send emails, and engage in other routine online activi-
ties. Following the outbreak of the Russo-Ukrainian War, the availability of DNS services has been affected by geopolitical
dynamics, necessitating the migration of services associated with Russian domains, particularly those ending in .ru, to do-
mestic infrastructures. However, to date, there is no comprehensive public research that analytically examines the confi-
guration and deployment of authoritative DNS servers for Chinese domains, nor studies that assess the availability risks
associated with these servers. In response to global cybersecurity threats, such as service disruptions and complete network
outages, there is an urgent need to conduct situational awareness for domain names within critical national cyberspace
sectors. This paper initiates its study by compiling a dataset of domain names from the government, educational, and busi-
ness sectors in China. We proceed to conduct a comprehensive situational assessment of these domains, measuring static
infrastructure attributes, infrastructure sharing, authoritative server deployment methods, inactive authoritative servers,
dependencies on foreign infrastructure, and top-level domain dependencies on foreign elements. The study undertakes a
three-fold data analysis encompassing configuration efficacy, deployment modalities, and regional dependencies to high-
light the risks associated with infrastructure hosting bottlenecks, authoritative servers' failure to provide responses, and

BEES: HIE, -4, DS 5L, Email: dongcong@zgclab.edu.cn

AW R PO SR “P0H” ISR H (No. 2022YFB3105000), SR 36 525 % 5 5 30 H (No. QCLZD 202304-2), 111434452
% %5 391 H (No. SYS202201)%5 8.

W 393 2024-03-05; A& H : 2024-05-06; 5 f H i: 2025-10-14



2 Journal of Cyber Security {7 B2 A%k, 2025 45 11 A, #5104, 25 6

higher risks of unresolved key Chinese domain names in IPv6 networks. It also uncovers that some Chinese domain au-
thoritative servers are entirely reliant on foreign infrastructures, presenting potential security vulnerabilities. From an inte-
grated evaluation perspective, this paper proposes quantified risk scoring metrics for the availability of authoritative serv-
ers for China's key domain names. Finally, based on a comprehensive risk analysis, management recommendations are
suggested to enhance the robust operation of domain names in China's key sectors.

Key words domain name system; authoritative server; network measurement; overseas dependency; risk assessment
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Table 3 Regional Statistics of IP Infrastructure
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Figure 2 CDF of Authoritative Server
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Table 7 Overseas Dependency of Top-Level Domains on Authoritative Servers
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a4 0 (0.00%) 2 (0.11%) 1847 (99.89%) 1849
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Table 8 Overseas Dependency of IP Addresses on Authoritative Servers
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