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Abstract In software-defined security, one or more security virtual network functions need to be combined and instan-
tiated to form a security service function chain to achieve security reinforcement and protection of the target business. In
the traditional construction stage of security service function chain, the selection of security virtual network functions is
generally based on expert experience and lacks unified selection basis. Aiming to address the issue of selecting appropriate
security virtual network functions, this paper proposes a evaluation approach for security virtual network functions, guided
by the idea of trustworthiness measurement. First, the related research work is reviewed and analyzed. On this basis, the
security virtual network function evaluation criterion is defined. Secondly, a security virtual network function trustworthi-
ness measurement model is proposed based on the multiple attribute decision method from the dynamic trust evaluation
model. Then, the entropy weight method and the fuzzy analytical hierarchy process are used to calculate the weight of the
security virtual network functions evaluation criterion. The combined weighting method is used to eliminate the short-
comings of one single weighting method, and a security virtual network function criterion weight calculation model is es-
tablished. At last, using the advantages of the technique for order preference by similarity to ideal solution and vector pro-
jection method, the distance calculation of the technique for order preference by similarity to ideal solution and the simi-
larity calculation of vector projection method is combined. On the basis of improving the calculation process of these two
methods, this paper proposes a trustworthiness evaluation approach for security virtual network functions based on the
technique for order preference by similarity to ideal solution, and the trustworthiness evaluation results of security virtual
network function are obtained. This paper tales firewall as instances of security virtual network functions, and selects three
mainstream commercial virtual firewalls and two mainstream open source virtual firewalls to deploy them in a cloud en-
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vironment for experiments. The experimental results demonstrate the effectiveness of the trustworthiness evaluation ap-

proach proposed in this paper.

Key words security virtual network functions; trustworthiness evaluation; trustworthiness; software defined security;
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