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Abstract As graph neural networks (GNNs) rapidly advance in node classification and graph classification tasks, re-
search into their security vulnerabilities has deepened. In the realm of adversarial attacks on graph classification, an in-
creasing number of studies have attempted to implement effective backdoor attacks by attaching malicious triggers to
graphs. The poisoned graphs, once included in training, lead the resulting backdoor models to misclassify trig-
ger-containing graphs into attacker-specified target categories. Randomized smoothing defense is an effective method to
enhance the robustness of graph learning models and it can eliminate the effects of backdoor attacks with limited trigger
sizes. When adversaries use a large trigger size, although backdoor attacks can empirically evade the randomized smooth-
ing defense mechanism, they are weak to be detected. Hence, how to achieve considerable attacking performance using a
small enough trigger is still a challenging problem. In this paper, we propose a Subgraph Backdoor Attacking method us-
ing Smaller Triggers to evade randomized smoothing defense called SBA-ST. The proposed method adds disturbance in
the form of a subgraph trigger and disturbs the nodes that have high impacts on the graph classification task, so that it can
maintain strong attacking capability even when the randomized smoothing defense is enabled. Specifically, SBA-ST in-
troduces graph attention network (GAT) model and Gaussian mixture model clustering analysis to design a selection me-
chanism of the optimal backdoor injection position. Furthermore, the proposed method utilizes the Erd6s-Rényi (ER) ran-
dom graph generation model, the parameters of which are the number of nodes and the probability of edge generation, to
reduce the computational complexity of generating subgraph triggers. Comparative experiments over five public datasets
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show that, the SBA-ST method outperforms SBA in terms of backdoor classification accuracy and average success rate.
Moreover, SBA-ST gains relatively small backdoor attacking performance loss with a significantly smaller trigger size
compared to SBA, which demonstrates better evading ability of the proposed method in front of randomized smoothing

defense.

Key words graph adversarial learning; subgraph backdoor attack; graph classification; randomized smoothing certifica-
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Figure 1 Overall framework of the proposed SBA-ST method
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Table 1 Information of datasets

Hopmdle Kl Hi: S R A SESH
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NCI-109 4127 29.7 2
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Table 2 Detailed environment configuration list for
comparison experiments

PRI 0 TEAHTC & 0L
BIERG Ubuntu 18.04 LTS
GPU it & NVIDIA RTX A4000 16GB
Pychram fix A< Pychram 2023.2.4(Professional Edition)
Pytorch fig A torch 1.12.1+cull6
python 3% python 3.8

53 ARAEMGEESEREXT L

K TR TR ik EREXT b, AR SO T34
P B VP AR St 1 1 2% IR R (B 4% GNN A2
Py EfE . & 3 R T T4 GNN BLIUAE 5 AN
LY CleanACC 484545 IR, 245 RAAE N Jo SE5k
16 45 T LU IR eV e 45 2R

F3 ETARHIFEENTH GNN B SRR
ZR
Table 3 Results of clean accuracy of the clean GNN
model over different datasets

g NCI-109 MUTAG IMDBBIN DD COLLAB
ARY
CleanACC 0.697 0.762 0.733 0.732 0.761
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b SBA J5vEM M B 5, A SCEEUCRR[11]
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Table 4 Performance comparison between SBA and SBA-ST methods when disabling randomized smoothing de-

fense
EUE/E S NCI-109 MUTAG IMDBBINARY DD COLLAB
BackdoorACC (0.613, 0.630) (0.746, 0.682) (0.660, 0.710) (0.657, 0.669) (0.652, 0.680)
ASR (0.666, 0.706) (0.523, 0.857) (0.626, 0.660) (0.612, 0.755) (0.725, 0.866)
DropACC (0.084, 0.067) (0.016, 0.080) (0.073, 0.023) (0.075, 0.071) (0.109, 0.081)

x5 FEHEZREHEFFEEMET SBA 1 SBA-ST /755001 EEXT L

Table 5 Performance comparison between SBA and SBA-ST methods when enabling randomized smoothing de-

fense
G/ TS NCI-109 MUTAG IMDBBINARY DD COLLAB
BackdoorACC (0.605, 0.616) (0.634, 0.680) (0.620, 0.650) (0.635, 0.661) (0.622, 0.650)
ASR (0.489, 0.671) (0.428, 0.809) (0.520, 0.640) (0.489, 0.735) (0.562, 0.779)
DropACC (0.092, 0.081) (0.128, 0.082) (0.113, 0.083) (0.097, 0.063) (0.139, 0.111)
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Figure 3 Performance comparison of DropBackdoo-
rACC between SBA and SBA-ST
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Figure 4 Performance comparison of DropASR
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Figure 5 Impact of poisoning ratio on the proposed
method’s performance over the MUTAG dataset
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Figure 6 Impact of different subsampling ratios on DropBackdoorACC and DropASR with respect to different
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