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Abstract In recent years, the demand for accurate and efficient image tampering detection systems has surged, research-
ers have intensified their efforts to enhance the performance of such systems while also addressing the challenges posed by
their deployment in real-world scenarios. One of the primary concerns has been the computational overhead associated
with deep learning-based models, particularly as they become increasingly complex to achieve higher levels of accuracy.
This trade-off between model complexity and inference speed has prompted the exploration of model compression tech-
niques, with knowledge distillation and model quantization emerging as promising solutions. The Mask Generation Distil-
lation (MGD) algorithm, which harnesses the power of masked features to distill knowledge from a teacher model to a
student model, has shown great potential in compressing image tampering detection models. However, the effectiveness of
MGD can be hindered by the need to maintain a fixed mask rate throughout the distillation process. This rigidity limits the
adaptability of the model and can lead to suboptimal performance, especially in scenarios where the optimal mask rate
varies across different stages of training. To address this limitation, the proposed Dynamic MGD (DMGD) approach in-
troduces a dynamic mechanism for adjusting the mask rate during the distillation process. By allowing the mask rate to be
trainable and adaptive, DMGD enables the student model to learn from the teacher model more effectively, leading to im-
proved performance in terms of accuracy and efficiency. The dynamic nature of DMGD not only enhances the model's
ability to capture relevant features but also mitigates the risk of overfitting by adapting to the evolving characteristics of
the training data. Experimental evaluations conducted on diverse datasets, including Defacto and PS-boundary, validate the
efficacy of DMGD in improving the performance of image tampering detection models. Comparative analyses with tradi-
tional MGD-based approaches demonstrate the superiority of DMGD, particularly in scenarios where the optimal mask
rate varies significantly. Furthermore, the negligible increase in time cost associated with DMGD highlights its practical
viability and efficiency in real-world deployment scenarios.
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Table 2 Results of experiments conducted on conventional datasets (1), comparing DMGD with other algorithms.
Additionally, - indicates the instances where the data did not converge

Hyme DEFACTO PS-boundary PS-arbitrary
Jrik: F1 10U AUC F1 10U AUC F1 10U AUC
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Student+DMGD 0.580 0.481 0.977 0.758 0.650 0.975 0.517 0.414 0.967
Student 0.468 0.379 0.924 0.2291 0.151 0.829 0.148 0.09 0.867
Int3 Student+MGD 0.467 0.380 0.939 0.242 0.158 0.812 0.308 0.214 0.902
Student+DMGD 0.4721 0.389 0.946 0.249 0.162 0.834 0.325 0.229 0.912
Student 0.257 0.202 0.901 0.140 0.083 0.557
Int2 Student+MGD 0.2609 0.213 0.916 0.144 0.084 0.714 0.092 0.056 0.751
Student+DMGD 0.269 0.215 0.922 0.151 0.089 0.746 0.091 0.053 0.762
*3 EENHESE LMXINER(C), DMGD 5HME XA LER
Table 3 Experimental results on conventional datasets (2), comparison results of DMGD with other algorithms
KA Columbia CASIA-VI NIST2016

Jrik: F1 10U AUC F1 10U AUC F1 10U AUC
Float32 - 0.736 0.682 0.949 0.390 0.333 0.715 0.397 0.319 0.803
Int8 Student 0.753 0.695 0.935 0.392 0.335 0.741 0.447 0.355 0.844
Student 0.654 0.586 0.920 0.360 0.294 0.736 0.393 0.304 0.828
Int4 Student+MGD 0.671 0.598 0.916 0.367 0.313 0.747 0.385 0.293 0.808
Student+DMGD 0.681 0.624 0.927 0.373 0.314 0.737 0.391 0.301 0.819
Student 0.547 0.445 0.825 0.314 0.247 0.745 0.356 0.267 0.797
Int3 Student+MGD 0.562 0.494 0.841 0.336 0.271 0.729 0.355 0.274 0.784
Student+DMGD 0.632 0.544 0.874 0.341 0.264 0.743 0.358 0.276 0.768
Student 0.464 0.353 0.766 0.099 0.063 0.549 0.184 0.129 0.648
Int2 Student+MGD 0.457 0.356 0.760 0.121 0.075 0.562 0.230 0.161 0.697
Student+DMGD 0.456 0.340 0.77 0.152 0.096 0.596 0.235 0.169 0.703
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F22.3%.

ASCHEH ) DMGD #3955 MGD H3EET 17X
bb, 259 BoRAE 2 M 4E L, DMGD SEIL TR LU

AL F1. ToU Ml AUC M fiL(E . 11, 7E Defacto
B, 4 LLEF 46 A9 DMGD #H Et MGD f F1.10U
Al AUC 2 HIEE T 1.25%. 0.8%F1 1.6%. 1F
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AEBAL. (I, BEVIZRIEETT, MGD ) Loss F
BT Rt T 22, RN S MGD (Il 257 204 A lpse
PRI CAIE N TR e #EhD 2, A, DMGD it
ARG R, S0 T ] FERS R 1 s W
B, X —FFAE Loss LKA AR, WfE
PS-boundary #(#E8E5 30 /> Epoch 747, MGD Fl
DMGD [#) Loss FFEFFUHILZEE . XS fifE F1
Pr A AN BOR « SRk G, DMGD (146 Uk 4
MR EET MGD.

%4 DMGD %1 MGD ;Hi3RIE
Table 4 Ablation Experiments of DMGD and MGD

Lo Jrik N PR AR
Student+MGD 131.07s
Int2
Student+DMGD 131.88s
Student+MGD 74.24s
Int3
Student+DMGD 74.69s
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Figure 4 Line chart of the loss and F1 values of each epoch validation set when quantized training using 4, 4 and 3
bits on PS-boundary and PS-arbitrary datasets using 4, 4 and 3 bits using MGD and DMGD without distillation
(Student) and ps-arbitrary, respectively

(4) AR T AR AL LT A e R B0, W 5 s B T
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Figure 5 Heat map of feature visualization generated by DenseFCN's DenseblockS module under 4-bit quantita-
tive perception training on Defacto dataset using studentless (Student) and MGD distillation DMGD distillation,
respectively



106 Journal of Cyber Security {7 B2 A%k, 2025 45 11 A, #5104, 25 6
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RGN S . DMGD 7518 7 N AfE2
MR LA FE LR, FL RS B AR AL 55,
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AUC ELARAL 28R MGD 286800 M3 7 12.5%.
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PN 2 LhRr A, R T IR B AR, 43R
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ASCHEH Y DMGD 53245 CASIA-v2 £ 4E Ll %k
S, HEAT S A A i B A S IR R
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Table S 4,3 and 2 low-bit quantization using distillation-free LSQ (Student), MGD and DMGD distillation,
trained on the CASIA-v2 dataset, and tested cross-domain on the Columbia, NIST2016, Defacto, and CASIA-v1

datasets
ik Student Student+MGD Student+DMGD
BOURA Hdide F1 I0U AUC F1 10U AUC Fl 10U AUC
Columbia 0.394 0.254 0.503 - -
Float Nist2016 0.242 0.181 0.686 - -
Defacto 0.156 0.108 0.781 - - - -
CASIA-v1 0.39 0.333 0.715 - -
Columbia 0.475 0.327 0.648 - -
NIST2016 0.233 0.162 0.692 - - - -
Int8
Defacto 0.175 0.121 0.806 - - - -
CASIA-v1 0.392 0.335 0.741 - -
Columbia 0.408 0.268 0.538 0.360 0.228 0.557 0.411 0.275 0.606
NIST2016 0.103 0.062 0.608 0.094 0.061 0.579 0.088 0.053 0.576
ot Defacto 0.111 0.071 0.734 0.115 0.074 0.723 0.117 0.075 0.730
CASIA-v1 0.360 0.294 0.736 0.367 0.313 0.747 0.373 0.314 0.737
Columbia 0.266 0.161 0.542 0.366 0.234 0.587 0.391 0.252 0.589
NIST2016 0.084 0.048 0.566 0.080 0.044 0.575 0.107 0.061 0.589
s Defacto 0.130 0.085 0.084 0.130 0.086 0.074 0.131 0.089 0.854
CASIA-v1 0.314 0.247 0.745 0.336 0.271 0.729 0.341 0.264 0.743
Columbia 0.084 0.046 0.395 0.123 0.068 0.430 0.157 0.089 0.439
- NIST2016 0.038 0.020 0.446 0.046 0.026 0.495 0.084 0.048 0.520
Defacto 0.045 0.026 0.559 0.042 0.024 0.575 0.048 0.028 0.577
CASIA-v1 0.099 0.063 0.549 0.121 0.075 0.562 0.152 0.096 0.596
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