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Abstract Darknet marketplaces are often used to trade illegal goods and services due to their anonymity. In order to bet-
ter analyze and collect authors from frequently migrated anonymous forum users, the text information in a large number of
posts left by users can be used to identify and analyze users, and the anonymous users' identities can be represented and
learned according to the posts in the forum, so as to link different accounts of malicious users and realize the identity
tracking of anonymous users. However, the authorship representation learned by the existing dark web forum author attri-
bution analysis method will be affected by the topic distribution in the dataset, and the performance will be significantly
degraded when the topic distribution of the training set is inconsistent with the test dataset, which means that the existing
model learning methods capture the spurious correlation features between the topic distribution and the labels in the train-
ing process, which makes the model unable to achieve the expected prediction results in the scenario of data distribution
change. This paper uses the Structural Causal Models (SCM) to explain the reasons why the topic of texts introduces bias
to the author attribution analysis task, and introduces the method of causal reasoning into the text-based author attribution
analysis of dark web forums, and proposes a causal debiasing method to alleviate the influence of topic distribution incon-
sistency on the authorship representation. By dividing the dataset by topic and maintaining the invariance of the potential
causal effects under each topic represented by the same authorship, the model reduces the dependence of the model on
topic distribution information, and learns the author representation with more stable performance under each topic. Expe-
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rimental results on four different dark web forum datasets show that the proposed method achieves an effective improve-
ment in the prediction performance of the model and performs more stably under different topic datasets, with an average
improvement of 7.25% and 6.33% on the two evaluation indicators of MRR and Recall@10.
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Figure 7 Model Structure of our Method
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Table 1 The Statistics of the Datasets
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Figure 8 Boxplots of the Similarity of the Topic Dis-
tributions of the Four Datasets
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Table 2 Experimental Results of Each Model on Four Datasets

L BMR Agora SR SR2

ik MRR R@10 MRR R@10 MRR R@10 MRR R@10
CNN(2017) 0.07 0.165 0.126 0.214 0.036 0.073 0.082 0.131
IUR(2019) 0.223 0.409 0.114 0.218 0.109 0.19 0.126 0.223
*BERT(2019) 0.337 0.545 0.282 0.411 0.152 0.263 0.198 0.318
*RoBERTa(2019) 0.492 0.684 0.394 0.527 0.29 0.418 0.338 0.463
*Distil BERT(2019) 0.414 0.598 0.403 0.501 0.244 0.355 0.335 0.454
SYSML(2021) 0.320 0.533 0.152 0.279 0.157 0.266 0.123 0.210

ARR(2022) 0.439 0.612 0.344 0.472 0.261 0.386 0.367 0.51
UMR4DMU(2023) 0.342 0.547 0.280 0.464 0.254 0.410 0.250 0.425
*BERT+CIL 0.426 0.615 0.368 0.474 0.201 0.301 0.201 0.32
*Distil BERT+CIL 0.437 0.634 0.361 0.482 0.239 0.352 0.317 0.468
*RoBERTa+CIL 0.553 0.729 0.454 0.559 0.358 0.487 0.439 0.570

*RoBERTa+ARR+CIL 0.552 0.710 0.375

0.506 0.379 0.505 0.467 0.589
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Table 3 Ablation Experimental Results
BMR Agora SR SR2
Jiik

MRR R@10 MRR R@10 MRR R@10 MRR R@10

(E)RoBERTa 0.492 0.684 0.394 0.527 0.29 0.418 0.338 0.463
(T)RoBERTa 0.526 0.700 0.427 0.545 0.319 0.448 0.417 0.526
(E)RoBERTa +CIL 0.536 0.709 0.423 0.547 0.336 0.458 0.417 0.543
(T) RoBERTa +CIL 0.553 0.729 0.454 0.559 0.358 0.487 0.439 0.570
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Table 4 The Statistics of the Test Datasets in the

Stability Experiment.
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Table 5 Generalization Experimental Results

P 3= 7 J7id MRR Recall@1 Recall@?2 Recall@5 Recall@10
o RoBERTa 0.478 0.397 0.483 0.543 0.647
1F
RoBERTa +CIL 0.486 0.405 0.467 0.595 0.655
T RoBERTa 0.419 0.350 0.398 0.515 0.592
R Mt R
RoBERTa +CIL 0.477 0.388 0.476 0.583 0.650
e RoBERTa 0.273 0.217 0.271 0.325 0.379
BEnn
RoBERTa +CIL 0.339 0.289 0.336 0.397 0.430
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Figure 10 The Performance of Users with Similarity of Topic Distribution Less Than 0.1 Before and After Using
CIL Method
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