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Abstract Given that network traffic interactions are highly sparse and complex, traditional network traffic anomaly de-
tection methods are difficult to effectively utilize the temporal features and topological information in network traffic.
When dealing with complex and diverse network traffic anomaly detection, they often have problems of insufficient accu-
racy and poor adaptability. To address these key issues, this paper proposes an integrated detection method TR-SAGE that
integrates session features and restarted random walk algorithms based on the graph neural network E-GraphSAGE. This
method significantly enhances its ability to detect network traffic anomalies by utilizing session-level traffic features and
graph topological information. Session feature extraction captures dynamic changes and statistical properties within the
life cycle of a session to discover hidden traffic patterns and relationships that traditional methods may ignore. In addition,
graph topology optimization provides a more effective sampling basis for the restarted random walk algorithm. By im-
proving the quality of model sampling, this method can more effectively distinguish normal and abnormal traffic patterns,
even in highly complex data sets. We conduct experiments on three common network traffic anomaly detection datasets.
The TR-SAGE method performs well in evaluation indicators such as recall, precision, and F1 score. In particular, it can
effectively identify a variety of abnormal patterns when facing complex and dynamically changing network traffic. For
example, on the ISCX-Tor2016 dataset, not only the evaluation indicators have reached the most advanced level, but also
the recall rate, precision and F1 score of the proposed method have been improved by 19%, 17% and 18% compared with
the SOTA graph neural network model. The experimental results prove the effectiveness and robustness of the proposed
method for network traffic anomaly detection tasks. The proposed method has shown significant effects in solving network
security and traffic analysis challenges, and provides a promising solution for network traffic anomaly detection.
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AT H R BRG] L R A 28 45— A I AH [] 1) 8 2
AT S5

Hik 1. 454 RWR 540 E-GraphSAGE

fiN: Graph G(V,€); HNUKHE ule,,,eVuveE};
BN RUREAE x, ={1,..,0) 5 WK K 5 B BF
WEVke{l,.. K}; RPEECEN; ARG s
o; REWEBAGG,; EFhe, MKEN|V] H
e, ={lifu=v,0 otherwise,Vu e V,¥ve V}; HJ3H
Foe, WHHMEA, BRERT,
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1 h«x,VveV
2 FORveV DO

3 //RWR Sk

4 PO«e,

5 t<0

6 DO

7 PV« (1-¢) AP +cP©
8 t<t+1

9  WHILE P RWskait<=T
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11 FOR k<« 1TO K DO
12 FORveV DO

13 nt ) < AGG, ({efv'l,Vu eNRWR(v),uveE})

NRW'R(V
14 —o(w* CcONCAT(k! _l’hflcvkww)))
15 z, =X

16 FOR uve & DO

17 zX « CONCAT(2f .2¥)

4.3 FMIER

ARSI AT A 0% (Recall)s k% (Precision)«
Fl-score Ml AUC 1EA VT FRFR. B R 4 4 1 28 01
ASPATYE, 162 50 RAT 55 P st 5 F IR AR AR
TR 3048 W] e 25 4815 2D 208 1) 100 I R e 220 s,
K5I 22 3 A P8 (Macro Recall, MR). %11y
K & (Macro Precision, MP). %°F-3] F1-score(Macro
Fl-score, MF1). %:*F#) AUC(Macro AUC, MAUC)
TR ARAR, PEANSI AL S i Al 43 SR AR 55 BT PERE .
AR

1 N
MR =— Z Recall;
i=1

N
MP = LZ Precision; (16)
NS
MEF] = 2 x MPxMR
MP + MR

b, N ORSHIEL Recall, K5 i NI Recall,
Precision; #7855 i N2 5 [¥) Precision.
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AATETEA M7 ISCXTor2016. UNSW-NBI5
A1 ToN-ToT H¥ade B ik seae gt B, 50 ks
74045 E-GraphSAGE®” . GAT!'®. E-ResSAGE.
E-ResGAT™, A (U H] T 215451k (1) Based-SC.
IXAE T RWR J73% ) Based-RWR DL % fili &4 43
THEFHE A RWR 7V TR-SAGE. 202545 Bl 4
FioR, 20 REE RWE S fin.

X ISCXTor2016 #i#is 46, 76 — /3 KAE5%h,
Recall. Precision I Fl-score 43 HiEE] T 0.9910.
0.9911 1 0.9910, EFIAh 7%, EZHFATEH,
Recall. Precision 1 Fl-score 4 0.9950. 0.9952 Fl
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Table 4 Binary classification experimental results

J7i: Recall Precision FI  AUC
E-GraphSAGE 0.9783 0.9781 09782 0.99
GAT 0.9672 0.9665 0.9668 0.99

E-ResSAGE 09778 09779 09778 0.99

ISCXTor2016 E-ResGAT 0.9653 09646 0.9649 0.99
Based-SC 09814  0.9810 0.9812 0.99
Based-RWR 09788 09803 0.9795 0.99
TR-SAGE 09910 09911  0.9910 0.99
E-GraphSAGE ~ 0.9926  0.9934  0.9930 1
GAT 0.9938  0.9948 0.9943 1
E-ResSAGE 09910 09917 0.9913 1
UNSW-NB15 E-ResGAT 0.9944 09951 0.9947 1
Based-SC 09932 09933 09932 1
Based-RWR 0.9930  0.9937 0.9933 1
TR-SAGE 09945  0.9950 0.9947 1
E-GraphSAGE ~ 0.9991  0.9992  0.9991
GAT 09972 0.9974 0.9973
E-ResSAGE 0.9995 09997  0.9996
ToN-IoT E-ResGAT 0.9980  0.9981

Based-SC 0.9985  0.9986 0.9985
Based-RWR 0.9997  0.9996  0.9996

1
1
1
0.9980 1
1
1
TR-SAGE 0.9992  0.9993  0.9992 1

XF T UNSW-NBI15 #i#li4E, & =K%,
AL T IFAE S e b ¥R I o FR 51 /2 Recall
Hl Fl-score 2} HliE %] T 0.9945 F1 0.9947, i+ Hith
Ttk E2 0 KRS, AL IS Recall
Precision Ml F1 FRILIC AT, 73nlik#] T 0.9940.
0.9938 #10.9939, B m T AT % o 725335
DL, AR R IR

XFT ToN-IoT ##s4E, 72 /7r KA, Re-
call A1 F1 #3537 0.9992, Precision 1A% T 0.9993,
WEAIK T E-ResSAGE FI3ET RWR [153%, B4 &1
HAh TV 7220 AR5, AL ITIELE Recall
Precision F1 F1 737352 T 0.9870 0.9868 F1 0.9869,
HA Precision I/, T E-ResGAT, {HAKSR & T HoAth 77
o AEZCPIFRPRTTIH, ARSCWITESRMN . 5
E-ResGAT #fILt, TR-SAGE T AENSAT N F#, XAl LA
T ToT P MAERRRAE, X a1l 5 Mo %
Z VAR 2 AL IAS B o R AR IR Se kg, (H
TR-SAGE [JPERESRIRAR A, W H e A BEAS ] 1Y
25 o 1) 3 3 FH
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Table 5 Multi-classification experimental results

Ttk Recall Precision Fl1 AUC MR MP MF1 MAUC
ISCXTor2016 E-GraphSAGE 0.7985 0.8237 0.8109 0.98 0.7384 0.7998 0.7679 0.98
GAT 0.7742 0.7718 0.7730 0.96 0.6308 0.6759 0.6526 0.94
E-ResSAGE 0.7922 0.8112 0.8016 0.98 0.7469 0.7520 0.7494 0.98
E-ResGAT 0.8051 0.8206 0.8128 0.96 0.6781 0.7226 0.6996 0.95
Based-SC 0.8025 0.8371 0.8194 0.97 0.7390 0.7721 0.7552 0.97
Based-RWR 0.9905 0.9906 0.9905 1 0.9897 0.9893 0.9895 1
TR-SAGE 0.9950 0.9952 0.9951 1 0.9952 0.9958 0.9955 1
UNSW-NB15 E-GraphSAGE 0.9838 0.9866 0.9852 1 0.6414 0.6124 0.6266 0.9
GAT 0.9842 0.9848 0.9845 1 0.6314 0.5423 0.5835 0.99
E-ResSAGE 0.9820 0.9793 0.9806 1 0.5615 0.5127 0.5360 0.9
E-ResGAT 0.9872 0.9873 0.9872 1 0.5802 0.5651 0.5726 0.98
Based-SC 0.9920 0.9911 0.9915 1 0.6240 0.5741 0.5980 0.9
Based-RWR 0.9840 0.9853 0.9846 1 0.6446 0.5814 0.6114 0.98
TR-SAGE 0.9940 0.9938 0.9939 1 0.7031 0.6575 0.6795 0.97
ToN-IoT E-GraphSAGE 0.9841 0.9852 0.9846 1 0.9284 0.9292 0.9288 1
GAT 0.9960 0.9961 0.9960 1 0.9923 0.9920 0.9921 1
E-ResSAGE 0.9838 0.9849 0.9843 1 0.9335 0.9301 0.9318 1
E-ResGAT 0.9968 0.9969 0.9968 1 0.9934 0.9932 0.9933 1
Based-SC 0.9901 0.9920 0.9910 1 0.9670 0.9711 0.9690 1
Based-RWR 0.9904 0.9910 0.9907 1 0.9660 0.9686 0.9673 1
TR-SAGE 0.9970 0.9968 0.9969 1 0.9940 0.9930 0.9935 1
MK, 7E9256 (R4 T, TR-SAGE 75— 1s0] 1 9
SRRME AT P2 T ALK, @ EIAS m,;;
T ) 90 5 G VHRRAE, b SRR R T NEES
BN LR SO A, T B R o 7
T RWR (950 RELE 5 A T R e A0 k) =
S BE T A IAE, TR A EAT AR 50
357 THT LA Radg MR b ~100
ST BN R R AR SR H R B 1 SR R T -150
ASLLL 1SCXTor2016 KA M B, Kb — )2 S30Ti00 S0 6 S0 o0 150
(R AN -SNE L7 R4 81— 4 3 HEAT i WA - compl
WP 4 FioR, ek BB NS A, A0 R AR 0
SCHR R A RN A3, T LA BAR SR 1007 2
MR T T 7 of 3
G
5 &g T oo
5
ARTFFTHRT T 1 0 2% 3 10 5 3 A AT 25 v 3 50
Rl 2 TR IE AT RWR 50925, $2F+ 25T E-GraphSAGE
FY 1o 428 190 4% 5 0 1 Ao T 52 4% 99 446 0 Ik i P B 1 ',
RIS 2k LW, TR-SAGE 77 i &4 5 T Z100 50 0 50 100
LR R RCRAE 110 RPN 5 b7 o 50 2, et R comp
T RREREFR, ABFRIRTH TR 2 10 RE ), RE B 4 t-SNE Bkt

T KFARALLE I R 2 0 28 M e T 1) DS E Figure 4 t-SNE algorithm dimensionality reduction
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