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Abstract Constructing cryptographic systems based on lattice problems has become a key technology in the current field
of post-quantum cryptography. Notably, the development of efficient fully homomorphic encryption (FHE) schemes, par-
ticularly those constructed over the Number Theory Research Unit (NTRU) problem, has garnered widespread attention
from the academic community due to their significant advantages in performance and security. However, most of the ex-
isting proposals need the so-called 'overstretched' parameters of NTRU problem to enable homomorphic operations, the-
reby increasing the risk of the system being subjected to lattice-based attacks. To address the security issues arising from
the overstretching of NTRU parameters and to further accelerate the computational speed of the bootstrapping module, an
optimization scheme has been proposed for the key switching part within the FHE scheme known as FINAL, which is
constructed based on the NTRU problem and Learning with Errors (LWE) problems. And this optimization leverages the
characteristics of the NTWE problem, which can be seen as a natural combination of the NTRU and module-LWE prob-
lems. The proposed schemes based on the NTWE problem have a smaller and more compact structure compared to
schemes based solely on NTRU problem. Furthermore, the parameter selection in NTWE-based schemes offers greater
flexibility compared to schemes based solely on LWE problem. In terms of security, the scheme is proven to be resistant to
the chosen-plaintext attacks under a standard hybrid argument of the decisional NTRU problem by setting parameters that
are below the ‘fatigue point’. A computational performance analysis has revealed that the bootstrapping algorithm, which
has been optimized, is operates at a speed 17% faster than the FINAL scheme and 39% faster than the TFHE scheme. In
addition, the proposed scheme reduces the key length from 71 MB to 37.4 MB. By reducing the key length while simulta-
neously enhancing flexibility and security, the proposed scheme exhibits promising prospects for practical applications.

Key words fully homomorphic encryption algorithm; bootstrapping; key switching; number theory research unit; learn-
ing with errors; fully homomorphic encryption over the torus
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