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Abstract Office documents, including those created in Microsoft Word, Excel, and PowerPoint, have become essential
tools in the daily operations of government agencies and businesses. While these documents facilitate various tasks, they
also introduce significant cybersecurity risks. Malicious Office documents are frequently employed in phishing campaigns
and even advanced persistent threat (APT) attacks. In recent years, the integration of deep learning technologies into mal-
ware detection and intrusion detection has prompted researchers to investigate their application in the detection of mali-
cious Office documents. However, challenges such as limited sample sizes and sub-optimal detection performance persist,
alongside a lack of comprehensive comparisons with traditional machine learning-based detection methods. This article
seeks to address these challenges by examining the methodologies, advantages, and limitations of deep learning approach-
es in the context of malicious Office document detection. Building on the concept of "sensitive data areas" within docu-
ments, we propose a deep learning detection framework specifically for malicious DOC and XLS files, utilizing these
"sensitive data areas" as a basis for our approach. We conduct experiments using a substantial data set comprising both
malicious and benign documents. To mitigate the reliance on manual expertise for identifying "sensitive data areas," we
introduce a method for their automatic identification and extraction, and we assess the effectiveness of two distinct extrac-
tion techniques. Our experimental results indicate that the proposed deep learning-based detection method, which leverag-
es the notion of "sensitive data areas," significantly enhances model’s detection performance, outperforming current ma-
chine learning-based detection methods. This approach is capable of identifying various forms of malicious DOC and XLS
documents, such as malicious macro documents, exploit documents and other types of malicious documents. Furthermore,
this article provides a thorough analysis of the strengths and weaknesses of deep learning-based detection methods, while
also suggesting avenues for the further development and application of deep learning technologies in the realm of mali-
cious document detection.
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Figure 8 Detection process of malicious DOC/XLS documents based on deep learning
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Figure 9 Schematic diagram of sensitive data area
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Figure 10 Convolutional neural network architecture for detecting malicious DOC/XLS documents
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Table 4 Detection results of deep learning model on DOC samples
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Figure 11 Comparison of detection rates between our

model and antivirus software on malicious DOC sam-
ples
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Table 5 Comparison of detection results with existing
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on deep learning
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Table 7 Detection results of our model on different
types of malicious DOC samples

W DOC FEAZIY He K o o 2
A SCRY 937 914 97.55%
RS/ ] 3236 3211 99.23%
HAh R 145 139 95.86%

“it 4318 4264 98.75%

VR — AN F8 0 R SCRS S I IR v 5 2 SRl
P AR I 7 SOk b5 2 TR I = 2 1)
FERAI L anfe[ 2 R 7 CLZ8 M8 TR AL & 5 1)
T DOC FEAMRTINZ, K 8 ME— 0 #r T BB
BT 202K A R DOC FEAR IR R .
HJPUE H, BB DOC FEAS SR 1) iR H R I,
A 0.67%, (RIS R 2 SCR IR IR R IA 5.4%.
9 HRTLE T AR SCURFE 2 TR AR TR 5 A DGR
R TeEs R LbE . nT AR, B 5.4% iRk %
5 Chen 25 NPPLB R 2RI 1.5% i 30 R M L
58k E AR 2, LEAS I 2677 T A T3 99.7% [
WM, X F IR B2 TR M ASE 7Y R AR R 0% A il
Z PR DOC 3R, IR T2 115 DOC
SCRSAS I AN N C P B 22 R AR AT RS D R AL 2% 2
ST o RSO MK PRS2 25 2 BRAR IV, VR
22 SRR H Bl N SCRY H S5 I DX 3 A R ik
REIRTG A RR. BE. K. NEEE, IFRA
fih % 75 T A R AE— 2 AR A £

%8 RN R DOC #AIRIRIER

Table 8 False alarm rate of our model on benign

DOC
K% DOC FEA A Ho BHRECE R
A5 R SORY 719 39 5.4%
AN R SCRY 7820 18 0.2%
&t 8539 57 0.67%

#z9 S5UMBEEERNEXRAREIENEGE R ELE
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Table 10 Detection results of deep learning model on
XLS samples
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Figure 12 Comparison of detection rates between our
model and antivirus software on malicious XLS sam-
ples
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Table 11 Detection results of our model on different
types of malicious XLS samples
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Table 12 False alarm rate of our model on benign
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