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Abstract Most of the current privacy-aware algorithms for online social network users have difficulty in accurately
identifying and locating the specific text location of privacy leakage, and perform poorly in dealing with nested privacy,
making it difficult to meet the diverse privacy protection needs of users. Although there have been many research results
on nested privacy recognition, due to the complexity of nested privacy, it still faces challenges such as low recognition
accuracy and slow recognition speed in practical applications. Specifically, nested privacy recognition is not only limited
to the simple entity recognition task, but also requires an in-depth understanding of the hierarchical relationships and con-
texts of privacy information. These hierarchical relationships may include personal information, social relationships, and
behavioral patterns, etc., and their privacy sensitivities may differ significantly in different contexts. To solve these prob-
lems, this paper proposes a deep learning-based content extraction model for social network privacy information, which
aims to more accurately identify and locate the specific text location of privacy leakage in online social networks, effec-
tively deal with the nested privacy problem, and improve the accuracy and speed of privacy recognition. The model com-
bines the improved RoformerBERT model, BI-LSTM model, and efficient global pointer algorithm (EGP) to construct a
Deep Learning-based Fast Privacy Entity Recognition Model (FPERM).The FPERM model can automatically sense the
privacy information shared by users in the social network and accurately locate the location of leaked sensitive information
in the text, improving the training speed of the model while maintaining the model performance. The experimental results
show that the FPERM model achieves 94.01% in overall accuracy, and the proposed model is compared and analyzed with
the current state-of-the-art methods, and the results show that the proposed model has a superior performance as well as a
stronger generalization ability, which can effectively protect the private information in social networks.
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Table 3 Parameter settings
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Figure 4 Variation of loss values corresponding to various learning rates during training of the model
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Figure 5 Changes in F1 Scores corresponding to various learning rates during training of the model
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Table 5 Accuracy and experimental metrics of FPERM
model for recognizing private entities as well as overall
private entities
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Table 6 Comparison of FPERM model and BERT model training speed and model parameter size
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Figure 6 Comparison of the accuracy rate of each privacy entity recognition in different entity recognition models
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